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KOMIIBIOTEPOB ¥ MOOMJILHBIX  YCTPOMCIB  JIOKaJILHOK  cctH  0BpalosarciibHOH
OpraHH3alMH OT BHPYCHOI'O IIPOIPAMMHOIO OGECHCUCHHSA, OFPAHHYCHHE AOCTYNQ
ofy4aomuxca K HexenareibHol nudopmainn 8 Uurepuere.

Matepuansl  [TOMOIYT PYKOBO/MTCISM  OOpaIoBaTEIIbHBIX  YHPCHK/ICHHH
(OpraHu3alMii) OLCHHTL YXKE CYMCCTBYIONYK CHCTEMY  HHOOPMAaIMOHHO#H
6€30NaCHOCTH, OINPEAC/IMTh HANPABJICHHA YCOBCPIUICHCTBOBAHHA CHCTCMBL JUIR CC
a¢dexruBHOro GPyHKIHOHHPOBAHHS.

PexoMeHanUy MPeAHA3HAYCHBL 1A HCIONB30BAHHSA B CHCTEME NOBBINICHHNA
KBanM(pUKANMKM PYKOBOJLHUTENCH H Iefarorop o0pa3oBaTesIbHBIX YYPEHJICHHH Kak
OYHO, T2K U IUCTAHIHOHHO.
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Beejense
O6ecneuenue HHGOPMAITHOHHOH 6e30MacHOCTH 06pa30BaICILHOH OpIaHH3alHH
ABISCTCS OJHMM H3 OCHOBHBIX HAIPaBICHUH HHPOPMATH3aIMM M, B 1CIOM,
¢dyHKIHOHMpOBanKA 00pasoBarenbHOM opranuzamun (nanee O0). UndopmannonHas
G€30MaCHOCTE ABISICTCA YCIOBHEM M OJHMM H3 KpuTEpHeB 30(eKTHBHOCTH
nesrensrocT 00.

B ¢enepanbHBIX HOPMATHBHHIX JOKYMEHTaX YCTOHYHBOIO CIOBOCOYCTAHHSA
«uHEGOpPManMOHHAA ©O€30IAaCHOCTE» HE HCHOJIB3YETCS, YHNOTPeOIAIOTCS TaKHe
HNOHATHA,  Kak  «3amuTa  HHPOpPMammM»,  «I0cTynl K WHOGOpPMALH»,
«KOHHU/ICHUMANLHOCTS ~ NIEPCOHANBHEIX  JIAHHEIX» M Jpyrue, B JaHHBIX
MCTO/IMYCCKHX  PEKOMEHTALHAX WO «KUHQOPMAYuoHHOl  6e30nACHOCMBIO
obpazogamenvroti  opzanuzayuu» Mbl TIOHHMAGM COCMOANHUE 3aUWUYEeHHOCmU
NEPCOHAILHBLIX OaHHBIX CYOLEKMO8 0DPA308aMEnbHOZ0 HPOYECCA, OOVHAIOUWUX S Om
unghopmayuy, npuyuHAOwel 8ped ux 300po6bI0 U PAIBUMUID, UHHOPMAYUOHHBIX
DECypcos, mexHonozuili ux QOPMUPOSAHUA U UCHOTBIOBAHUA, A MAKX¥Ce Npad
CY6bexmaos UHGOPMAYUOHHOT OCAMETbROCINU.

Cucrema wuHbOpManHOHHOH 6e€3011aCHOCTH 00pa3oBarTeihbHOH OPIAHHIAIMH
BKIOYAET B €O CIICAYIOUIME KOMITOHCHTHI:

1. IlpaBoBOii — 3TO ClICLHAJIBHBIC 3aKOHBI, IPYI'HE HOPMATHBHLIC aKThl, 11PABHIIA,
HPOLICAYPEl M MCPONPHATHA, OOCCICHHBAIOLIMC 3aIMTY HHGDOPMalHH  Ha
IIPaBOBOH OCHOBE;

2. OpraHM3anMOHHBIH — 3TO PElJIAMEHTAIlHA [IPOHIBOJCTBCHHON JCATCIILHOCTH H
B3aMMOOTHOIICHHH  HCIIONHHTENECH Ha  HOPMaTHBHO-NPaBOBOH  OCHOMC,
MCKJIIOHAKOINast HIIK 0CTalnoIas HaHeceHHe Kakoro-jinbo yuiepba;

3. IporpaMmMHO-TEX HUIECKHH - 31O HCMOJIBL3OBAHHC PasIHHBIX
NTOPHTMHYCCKHX, ITPOrpaMMHBIX M anilapaTHBIX CPE/ACTB, NPENSTCTBYIONHX
HaHECCHHIO yirepoa.

Heo6xo0/uM0 yTOIHUTE, 4T0 HEOOXOMUMBIM YCIOBHEM /Ul (HyHKIITHOHHPOBaHHA
cucteMsl OesonacHocTH OQ SBIAETCA -IPOBE/ICHUE MEPONPHATHH JUIA 1E/aroros,
O0y9alIMXCss M POAMTENCH, C 1ENBI0 PasBUTHS KOMICTCHLMH, CBS3aHHBIX C
paboTol Ha KOMITLIOTEPHBIX YCTPOHCTBaxX, OMCKOM M 06paboTko wHpOpManuu B
WuTepHeTe, 3a1UMTOM 0T «BpeJHOH» HHbOpMAaTHK.

B cucteme undopMairoHHOH Ge30macHOCTH 00pa30BaTE/IBHON OpraHH3alHH
MOJKHO BBLIETIMTH CIC/LYIOLINE HANPABICHUA:

—OpranMsanms KOHTGHTHOH Qunbrpanmuu JaHHEIX M3 FHTepHera Ha
KOMIIBIOTCPHBIX YCTPOHCTBAX , HCIIOJIB3YEMBIX YEHHKAMH;

— ofecnedyeHHe aHTHBUPYCHOH 3allMTHI H JIPYTHX HHTEPHET-YIPO3 KOMIIBIOTEPOB
H MOOWIBHBIX YCTPOHCTB JIOKAJIEHOH CCTH OPIaHH3AIHM,

— obecncueH e 3allThl ICPCOHAILHRIX JaHHBIX CyOheKkroB ofpaiosarenbHOro
npoucceca;



—= Oprafu3ainug NpaBOMCPHOIO HCMOIb30BaAHHUA 00beKToB aBTOPCKOTO 1pasa.

B mapHEIX METOMHYECKHX PEKOMEHIALMAX PACCMATPHBAIOTCA MEXaHM3MBL JJis
peaH3aiMH BHIICTICPCUHCIICHHBIX HAIPABICHHH B 00Pa30BATENbHEIX OPraHU3aIlHAX
obirero U cpefiHero npodeccHoHambHOro obpasopanus. Kadeapa nudopmanmonHsix
texgosoruii [AOYV  JIIIO CO «UPO»  peanmsyer  AONOIHUTCIBHEIC
npodecCHOHaIBHBIE MPOTPaMMbl H CCMHUHAPHE MOBRIMICHHS KBaJIMPHUKAHH B 001ACTH
HHQOPDMAllHOHHOH  OE30MacHOCTH Ui PYKOBOAMTENEH M II€aroros
00pa3oBaTeNbHBIX OPraHH3aMKii, B PAMKaX KOTOPHIX Y CIYIIaTeaeH:

1. DopmupyioTCA M pa3BHBAIOTCA NMPOGCCCHOHAILHEIC KOMIIETCHIIHH B 00acTH
HHGOPMAaIHOHHOHK 6€30NaCHOCTH, MO CASAYIOUIMM HATIPABIICHHAM;

— pa3paboTka cHCTeME HHbOPMaIHOHHEOH Gezonacuoctd O0;

— MOJrOTOBKa MaKcTa BHYTPEHHHX HOPMATHBHEIX JOKYMCHTOB H HHCTPYKIMH
Juist GYHKIHOHUPOBAHHS CHCTEME! HHPOPMAaIOHHON GE301aCHOCTH;

—BHIOOpP H OpraHM3anus pabOTH KOHTCHTHOH (HIBTPALMH, aHTHBHPYCHBIX
IIPOrpaMM Ha KOMIIBIOTEPHBIX ycTpoicTax ceti O0;

— pa3paboTKa CHCTEMKI 3aIMTH  NEPCOHANBHBIX  JAHHEIX  CYOBEKTOB
06pa3oBaTeILHOrO IMPOIECCa;

— Pa3paboTKa CHCTEMBI 3aIHTH HEGOPMaIMOHHEIX pecypcos OO,

—POBEACHHE MEPONPHATHH C Yy9acTHEM CyObeKTOB 00pa3oBaTeIIBHOrO
nponecca AJf MOBHINCHHS YPOBHA HHGOPMallHOHHOH KyJIbTYPH B 00JacTH
HHODOPMAITHOHHOH O€301aCHOCTH.

2. YcOoBEpIIEHCTBYIOTCS CHEAYIOIUE TPYAOBEIC JEHCTBHA:

— y4acTHE B pa3pabOTKe H peaslu3aliH MPOrPaMMEl Pa3BHTHSA 00Pa30BaTENbHON
OpraHM3alHHM B LENSX co3JaHus Oe3onacHoi B koMbopTHOI o6pasoBaTenbHOM
Cpearr;

— peryJHpOBaHHE MOBEAeHHA ofydaromuxcs Uit obecriedeHust Ge30MacHOi
o6pazoBaTeBHOM Cpe/IbL.

— pa3BHTHE y 00YJarOIMXCs HO3HABATCIFHOH aKTHBHOCTH, CaMOCTOATENBHOCTH,
HHUIIHATHBEL, TBOPYECKHX CHOCOOHOCTEH, (OPMHPOBAHHE IPAKIAHCKOM
TIO3HIIHH, CIIOCOOHOCTH K TPYAY H KH3HH B YCIOBHAX COBPEMCHHOI'O MHpA,
¢dopMHpoBaHHE Y 00YHaIOMHXCH KYIBTYPBI 30POBOIO H Ge30nacHoro oGpasa
HKH3HH.

3. Pa3BHBaIOTCA CICAYIOMIHE HEOOXOHMbIC YMCHHS:

— ofIenearoryyeckas 1 npeamerHo-negarorugeckas UK T-koMIIeTEHTHOCTH;

——BLIABJICHHE  COBMECTHO €  OOYJAIOUIMMHCS  HEIOCTOBEPHHIX  H
MaJonpaBAoNo 00HEIX JAHHEIX,

JaHHBIC MCTOJHYCCKHC PEKOMEHIAIHH ITO3BOJAT OITHMH3HDOBATH MPOLECe
oO0y4eHHs Ha MPOrpaMMax MOBHIOCHHS KBaNH(HKAIMH, TAC PacCMaTPHBAIOTCS
BOMPOCH HH(QOpMaHOHHOH 6e30MacHOCTH 06pazoBaTenbEOH OPraHHU3allHy, a TAKKe
OKMKYT  METOJMUECKYK)  TNOMONIb  MCJAaroraM-npakTHKaM B CO3/IAHHH,
YCOBEPUICHCTBOBAHHH CHCTEMB! MH(GOPMALHOHHOH 6€30acHOCTH 00pa3oBaTeIbHOM
OprasM3allid B COOTBETCTBHH C CYIISCTBYIOITHMH HOPMATHBHO-TIPABOBRIMH
JIOKyMEHTaMH.



HopmaTHBHbBIE JIOKYMENTHI HO HHGopManuonnoR SclouncnoctTu B
ofpasoBaTe/iLHOY OpranM3anHK

OcHOBaHMEM [UISL FIPHHATHS MEP, PErJIaMeHTHPYIOMIHX JIOCTyn B ¢e1b MHrepHer
B OO (KOTOpHE BKIWYAKT OrpaHHYMeHHE AOCTYNa OOY4aloUIHXCH K pecypeam
HHrepHera, cojepxaiiuM HHOOPMAIHIO, HE COBMECTHMYIO C 3a/Ja4aMH 00pazoBaHHA
¥ BOCIIHTaHMs JeTei; pasmeuieHue unbopmammu Ha HHTepher-pecypcax 00),
SBIAIOTCS IIPUKA3Hl U IIHCBMA PEIHOHANBHOTO M (MJIH) MyHHIHNAIBHOIO ypoBHEi, a
TaKxke Qe/lepabHbIC 3aKOHEI:

— denepansubiit 3akoH ot 29.12.2012 Ne 273-®3 «O6 obpasoBaHHH B
Poccuiickoit @eaepanmm;

— Meaepanshblii 3akoH ot 27.07.2006 Ne 152-D3 «O niepcoHanbHBIX JAHHBIXY;

— OepepanbHbiii 3akoH 0T 29.12.2010 Ne 436-03 «O samute neredt or
HH(pOpMaIMH, TPHMHHEIIONIEH BPE/l UX 3[0POBBIO H PA3BUTHION;

— Qepepansuniit 3akor or 25.07.2002 Ne 114-®3 «O mporuBosieHCTBUH
3KCTPEMHCTCKOM JCATCIBHOCTHY

— Oeacpampaniiic 3akoH  or  27.07.2006 Ne 149-®3 «06 wuHbopmaimm,
HHOOPMAIMOHHBIX TEXHOIOTHAX H 0 3alHTE HEGDOPMAILIHKY,

Jns obecneuerms QyHKIMOHHPOBAHHS CHCTEMEl HHPOPMAITHOHHOHN O30MaCHOCTH
B 00, HeoOX0OMM makeT BHYTPEHHHX HOPMaTHBHHIX JOKyMeHTOB, [Jlajiee paccMOTpuM
JIOKYMEHTBI [10 HalipasieHHsaM HHopManuorHo# 6e3onacHocty B 00,

3amuTa NepCoOHATLHBIX AAHHBIX cy(nLexToB 06pazoBaTenLHOro npolecca

Oﬁpwosamﬂbﬂme OpraHH3allHH ABJAKOTCA ONCPaTOpaMH  NECPCOHAIBHAIX
JIaHHBIX, TIOCKOJIBKY 3aHMMaloTcs 00paGoTKON IIEPCOHAIBHBIX HAHHBRIX YYalMXCH M
neaaroros. Cne,uona'renmo, OTBCTCTBCHHBIMH COTPYAHHKAaMH JTHX yqpewxeunifl
Jnomken obecnieunsarscs O3 Ne 152 «O nepcoHanbHBIX JaHHBIXY.

Cratest 19 ®3 Ne 152 «O nepcoHanbHeIX AaHHEIX». Mepu no obecnedeHHIo
6€30I1aCHOCTH MEPCOHANBHBIX JJAHHBIX IPH HX 06paboTke

Omepatop npH 06paboTke MEPCOHATBHEIX JaHHHX 00f3aH NPHHHMATh
HEOOXOMMMEIE OPraHU3aIMOHHBIE H TEXHUYECKME MEPH, B TOM HHCIE HCIONB30BaTh
mubpoBansHEle (KpHuTorpadguueckue) CpeAcTBa, JUIA  3alOMTH MEPCOHAIBHBIX
JIaHHBIX OT HEMPAaBOMEPHOTO MIH CHy4aifHOro JOCTYNa K HHM, YHHUTOXCHHA,
U3MCHCHMS, ONOKHUPOBaHMS, KOIHPOBAaHHA, PAaCIPOCTPAHEHHUA IEPCOHAIBHBIX
JIaHHBIX,  TAKKE OT HHEIX HEMPABOMEPHBIX JEeHCTBHH.

Hcronb3oanue ¥ XpaHeHHe GHOMETPHUSCKHX IIEPCOHATLHBIX JaHHHIX (Jaiee
[Jlu) BHe HHPOPMAUMOHHHIX CHCTEM  IEPCOHAIBLHBIX  JIAHHBIX  MOTYT
OCYINECTBAATHCA TOJLKO HA TaKHX MAarepHAJIBHRIX HOCHICIHXX HHGOpPMalMH H C
NPUMEHEHHEM TaKOM TEXHOJIOIHH €C XPaHEHHH, KOTOPBIC OOCCICUHBAKYT 3alHTY
JTHX JAHHHX OT HENPABOMCPHOIO WM CiyMAHHOIO JIOCTYNA K HUM, YHH'YTOXCHHS,
N3MEHEHHS, GIIOKHPOBAHHMA, KOITHPOBAKHHA, PACHPOCTPAHCHNN,




B pamkax 00pa3oBaTeNEHBIX OPTraHH3AIME KOMKECH OHTH BHIIONHEH KOMILISKC
pabot mo cbopy makera JOKyMeHTOB (25 ¢$opM), NpeOCTaBIAEMEIX Ha IPOBEPKY
peryisiropasm (KOHTPOTHPYIOUIHM OPTaHU3ALEsIM),

CIIOXKHOCTD COCTOHT B TOM, 9TO B HACTOSHICE -BPEMS OTCYTCTBYIOT
HOPDMaTHBHHIC aKTBI, YTBEPXJA2OIIMEe (OpMY OTHX THIOBBIX BEJOMCTBEHHEIX
JIOKYMCHTOB I10 32HIHTE MEPCOHATLHBIX JAHHEIX B 0GPa30BaTeIbHBIX OPraHU3aLHIX.

— [Taker JOKyMEHTOB JIs IPOBEPKH;

— IOJOKCHHE O 3aUIHTE MePCOHATBHBIX JaHHBIX;

—— HOJIOKCHHE O MO/IPa3IcICHUH NO 3aIHTe HHQOPMALIHH;

—— NPHKa3 0 Ha3HAYCHHH JIHILI, OTBETCTBCHHHIX 3a 06pabotky [1/1H;

— KOHISHIHA HHOPMAIHOHHOH 0E301IaCHOCTH;

— IIOJIMTHKA HHOOPMANHOHHOH 0E301IaCHOCTH;

— HEPEYCHb MEPCOHAIBHEIX JaHHBIX, MOLICKATHX 3alMHTE;

— [PHKa3 O MPOBEICHHH BHYTPCHHEH ITPOBEPKH;

— OTHET O pe3yNbTaTax NPOBEACHHA BHYTPCHHEH MPOBEPKH;

— aKT KIaccHbHKanuH HEGOPMAITHOHHOH CHCTEMBI IEPCOHABHEIX IaHHBIX;

— MOJIOKEHHE O pasrpaHH4YeHHH TMpaB Jocryma K  obpabaTeiBacMBIM
TICPCOHANBHEIM JTAHHBIM;

— MOJIeNIb YTpo3 6€30MacHOCTH IEPCOHANBHBIX JaHHBIX;

— 11aH MeponpusaTHH 1o 3amwre I1]TH;

— [OPSJOK  DE3CPBHPOBAHHS TEXHHYCCKHX CPCACTB M IPOrPaMMHOIO
ofecnieucHHs, 6a3 JaHHKIX H CPE/ICTB 3AIHTH HHQOPMAIHH;

— IJIaH BHYTPCHHMX MPOBEPOK;

— JKypHaJl yHeTa MEPOIIPHATHH 1o KoHTpomo GezonacHocTH [1]1H;

— XypHan ygeTa obpameHuii cyosexToB [1JIH 0 BEIIONHEHUH HX 33KOHHEIX 1IPaB;

—— HHCTPYKIHS aJMHHHCTPaTOpa HHGOPMAIHOHHOH CHCTEMBI NEPCOHANBLHBIX
JIAHHBIX;

-— MHCTPYKIHS [IOI630BaTe/ I UHGOPMAMOHHOM CHCTEMBI IEPCOHAIBHBIX JAHHBIX;

— HHCTPYKIMA aJMHHHCTpaTopa O€30macHOCTH HH(POPManHOHHOH CHCTEMH
[IE€PCOHATBHBIX JAHHBIX;

— HHCTPYKITHA ITONb30BaTens o obecnewenmio 6e3onacHocTd obpaborku I1JIH
1IDH BO3HHKHOBCHHH BHCIITATHBIX CHTYaIHH;

—EPeYcHb TI0 YYETy TMPHMCHACMBIX CPEACTB 3allUTRl HHGQOpPMAIMH,
3KCIJIyaTAIlHOHHOHN M TEXHHICCKOH JOKYMCHTAIHH K HUM;

— THnioBoe TexHHueckoe 3ajaHHe Ha pa3paboTKy cHCTeMBl obecnedeHus
6e3onacHoCTH HH(pOPMAHU 0OBEKTa BRMHCIUTEIBHON TCXHHKH;

— 3CKM3HBIH I[POEKT Ha CO3aHHE CHCTEMBI O0ECIEueHHsA O6e30macHOoCTH
uH(opMaIHy 00bEKTa BEIYHCIHTEIEHOH TEXHHKH;

— [oJiokeHHe 00 OEeKTpOHHOM XypHane oOpalieHHH roIb30BaTeleH
HHOOPMALIHOHHEIX CHCTEM MEPCOHAIBHEIX JAHHKIX ([IPOSKT MPHKa3a).

I_Ha6HOHBI JIOKYMCHTOB MO 3all{ATC NCPCOHANIBHEIX NaHHBIX MOXHO CKa4yarb IO
cehUIKe fipn/civh .ty YEW LU s, TlperoctaBnsiercs HHTEPHET-HPOCKTOM «IHEBHHK.pY».
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3amura nnpopmannonnmx pecypcon (00, ofywaonmxcs o1
HexeaaTeILHOR HHDOPMANHH, AHTHRRPYCHAN IRIMNATA

s opranuiaunmn 6esonacHoro siocryna v Hurepuer, n olpatosarcishon
OpraHH3alMK HeOOX0AHMO pa3paboTaTh CIIE/LYIONHI 11aKET JIOKYMCHTOR!

— mpaBuna Mcnons3oBaHHs cetd HMurepper B OO Juis Beex cybBnekros
o6pa3zoBaTenbHOIO Npoliecca;

~— JIOKYMEHT O3HAKOMICHMS H cornacus ¢ [IpaBunamMy HCHONB30BAHHA CETH
Unreprer B OO, yIoCcTOBEpEeHHOE MOINHCHI B JOKYMEHTE O3HAKOMIICHHS M
corjiacus ¢ npaBunaMi. PerynapHoe (mepHoOH9HOE) 3alOIHEHHE JIOKYMEHTa
03HaKOMIICHHS;

— HHCTPYKUMSA it cOTPYHHKOB OO 0 mopsiaxe AeiCTBHIT MPU OCYIIESCTBICHHH
KOHTpOJIS 32 00yJarMmHMKcs, PabOTHHKAMH OPraHH3aiMH, POAMTEIAMH HpH
HCHONB30BaHuH pecypcoB HHTepHeTa

— [pHKa3, HA3HAYAKUIHH a/[IMHHHCTPATOPA TOUKH JocTyNna K cetd FurepHer;

— JIOJDKHOCTHAS. MHCTPYKIMA aJIMMHMCTPATOPa TOYKH JocTyna K cetH MHrepHer
B OO;

—nonoxkene o Cosere 00pa3oBaTenpHOM OpraHM3alHM HO  BONPOCaM
periaMeHTanMy JIocTyna K pecypcam cerd MHtepHer. B nonoxenus ykasate
mepcoHansEEIH coctaB CoBeTa, HOANEPKHBATH B aKTYaJbHOM COCTOSHHHM
mepcoHanbHEsiH cocrap CoBera;

— pernaMenT pabotel obydaonmxces, poguTeneH, yudrenei (npemnogaBarencii) 1
Jpyrux corpyanukos OO;

—— JIOKYMEHT pEerMcTpaiiid HOCETHTENeH TOYKM JocTyma K cet HHTepHer B
o6pa3oBareIbHOM OpPraHU3aIHH;

— JIOKyMEHT PETHCTPaIMH PECYPCOB, IMOCEINAEMBIX ¢ TOYKHM JOCTYHa K CCTH
UnrepHer B 00pa3oBaTenbHOM YUpexkjeHuM. PeryispHoe (fepHOAMYHOE)
3aNONIHEHHE JIOKYMEHTOB DETHCTPAIHH

— OTBETCTBEHHHIH 32 aHTHBHPYCHYIO GesomacHocTs OO,

~— JIOKAIBHKIE aKTH, DPErIaMEHTHPYIOIHE OOS3aHHOCTH OTBETCTBEHHBIX 3a
aHTHBHPYCHYIO Oe3omacHocTs O0;

~—monoxenre «O zamure gered OoT MHPOpPMaiuH, NPUYHHAKIIEH Bpel HX
3/10poBek0 H passutiion B 00, coepxkaniee kinaccudukaTopsl HHEGOpMAIHY,
JIOCTYH K KOTOpO#H 00y9alouMMCs 3allpelieH H pa3pellieH,

— JHUEH3MOHHOE COITIALICHHE HIH JOTOBOP Ha HCMOJB30BAHHE MPOrPaMMHBIX
KOHTEHT-DHIBLTPOB, HCNOIB3yeMbIX B O0;

HanoMuuM, 4TO Ha BCeX KOMIIBIOTEPHBIX YCTPOHCTBax, BXoaamux B cets OO,
HEOOXO/MMO YCTAaHOBHTE JIHHEH3HOHHOES aHTHBHPYCHOE MPOI'PAMMHOE OOECIeIeHHE
H peryiaspHO OOHOBIATH aHTHBHPYCHble 6a3hl (CHMrHaryphl), B TOM UMCI€ M Ha
JIMYHBIX YCTPOHCTBaX 00yHaIOUIMXCH H COTPYIHHKOR,




Oprasu3agus KOHTEHTHOH (HILTPANMM LIS 3AIMHTHE 06y9aI0 MHXCSH
OT HEKeJATeJIbHOH HHpopMaALHH

PaccMoTpuM nepedeHs BHAOB HHOOPMAILHH, 3AIPCHICHHOH K PaCIIPOCTPAHEHHIO

nocpeacTBoM ceTH HIHTepHeT, MpHUHHSIOMEH Bpes 3AOPOBBIO M (HIH) PasBHTHIO

JleTeH, a Takke HE COOTBETCTBYIOIIEH 3amadam ofpasoBanus. lIMeHHO paHHas

HAGOpMaHA HE [O/UKHA IOABIATHCA HA JKPAHAX KOMIBIOTEPHRIX YCTPOMCTB

CyGbeKTOB 006pA30BATENLHOIO MPOIECCa B 0GPA30BATEIbHOM OPranu3alluH.

Ne
i

Buaei nagopmannn

Onncanne panos nEGOpPMATHA

‘Dene

aJILHOTO 3aK0Ha Ne 436-D0D

Hndopmaigs, sanpemennas A1d paclpoOCTPaHEHHA CPEM AETeH, COIacHO YacTH 2 CTaThu 5

1.

Tlo6yxnalomas nerteif K COBEPIICHHIO
[neHiCTBHN, IPEACTABIIAIONIHX YIPO3Y
MX XKH3HH H (HJIH) 30POBBI0, B TOM
MECIIe K NPHYHHEHHUIO BPEAA CBOEMY
3I0pOBBIO, CAMOYOHICTRY

HHpopMannoHHas [IPOIYKIHS (B TOM YHCITE CaMTHL,
bopyMBE, ToCKH 06BABIICHHI, CTPAHHIBL
conHanbHEIX ceTel, yaThl B ceTH HHTepHeT),
lcoreprKaliad ONMACaHN H/HITH H300pakeHud
lcioco60B NPHYHHEHHA BPE/ia CBOEMY 3 0POBLIO,
lcaMoyGHiicTBa; 06CYKAEHHS TAKHX CNIOCOGOB H HX
MOCNeICTRHH, MOTHBHPYIOIIas Ha COBEPIICHNUE
[Tax#x JieHCTBIH

JOIIpaBIBIBAIONIAS AOHYCTHMOCTH
HacHIHA U (HJIM) )KeCTOKOCTH OO
MOG Y-k /1a101ast OCYIEeCTBIATh
HACIIILCTBEHHBIE JEHCTBHA N0
OTHOIEHHIO K JIIOAIM HITH
bKHBOTHBIM, 32 HCKITIOYEHHEM
cITyuaen, MpefyCMOTPEHHBIX
DesepanbabM 3ak0HOM Ne 436-003

2.  [Cnocobnas BrI3BaTh y JAeteil xenanne Hudopmannonsas npogyKuus (B TOM YHCIIE CaliThi,
[YIIOTpeOHTL HApKOTHYECKHE hopyMbL, ockH 0OBABIEHUH, CTPaHHIIE
lcpencTBa, ICHXOTPONHSIE H (HTH) COHATLHBIX ceTeH, daThl B ceTH HHTepHer),
0IyPMaHHBAIOHIHE BEIECTBA, lconepxaras pexiiaMy HiH
rabauHble HINEHA, ATKOTONBHYIO H  [00BABICHIA/PeJIOKEHHS O TIPOaXKe
CITHPTOCO/IEPXKANTYIO NPOAYKLHIO,  HAPKOTHYECKHX CPE/CTB, NCHXOTPOMHLIX B (WIH)
NHBO H HAMMTKH, H3rOTaBIMBAEMBIE  [0yPMaHHBAIOMIMX BEIECTB, TaGauHBIX H3NEITHH,
Ha €ro OCHOBE, NIPHHATL Y4aCTHE B [ATKOTONBHON H CHUPTOCOACPIKAIIEH HpOIYKIUH,
a3apTHHIX UTPaX, 3aHHMAThCs MHBa H HAIIATKOB, H3TOTaBIHBAEMHEIX HA €TO OCHOBE,
NpocTHTYIHEH, GPOJKHHYECTBOM  [YYAaCTHH B a3aPTHHIX MTPaX, HCIONb30BAHHH MM
HIIH TONPOIIaHAYECTBOM BOBJICUCHHH B IPOCTHTYIHIO, GPOIAKHHYECTBO WIH
nofpomaiHHIecTBO, coepxamad o6CyxIeHne HiH
OPraHHu3yIOIyI0 aKTHBHOCTD Ha JaHHYIO TEMY
3. IO60cHOBHIBAIONIAA HIIH ndopManmonHas mpoyKuus (B TOM YHCIE CalThI,

IbOpyMBI, TOCKH 0OBABICHHH, CTpPaHHLIbE
ICONHANbHBIX ceTeit, HaThl B ceTH HHTepHeT),
lconepxaitas onHcanus, GoTorpap i, PHCYHKH,
ay/IHO H BHAECOMAaTepHAI! aKTOB HACHIHA HIH
PKECTOKOCTH, XEPTB HaCHIMA H XKECTOKOCTH,
[YMaCTHHKOB aKTOB HACHIHA ¥ JKECTOKOCTH,
060CHOBLIBAIONTHE FUTH ONpPaBIbIBAIONIHE AKTHI
IPEHOLN/a, BOCHHBIX MPeCTYTICHUH, IPecTYILIEHHH
NPOTHB 4€IOBEFHOCTH, TEPPOPHCTHYSCKMX aKIHIA,
MacCOBBIX H CEpHHHLIX YOUICTB, comepxalye
loBCyXIeHHA YUAaCTHA FTH IIAHHPOBaHIE
IcOBepINAOIMHXCH HiIH OyXyIIMX aKTOB HACHIIHA HIIH
PKecToKoCTH
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4. [Ompuuatonas cemettinnie temocrn,  [HgopManonisan spoayxitem (s oM auee
(IPONAraHaHPY KA HETPUWRIHOIING jcaftrng, GopyMid, ek ofuanneinit, ¢pami

cekcyanibHBIE OTHOLLIEHHA o corubbx cotelt, waru b cory Wirrepuer),
bopMHpyiomIas HEYBOKEHHE K LPH3LIBAIONIAN K OTKAY 0T COMLH B AwTel
[poauTe M H {H/IH) IPYTHM UIcHam «safiyippr»), crpannier KiyGon Juis st
ceMbH He TPAMHLIMOHHOM CeKCYaILHONH OPHEHTMIHN,

coobiecTBa 1 pecypest 3HAKOMCTB Jmojiei
HETPAAMHHOHHOMN CEKCYAJIbHOH OpHEHTAIlHH,
conepxatas onHcanud, hoTorpadHH, pHCYHKH,
ay/ 110 ¥ BHACOMATEPHAIBI, ONTHCHIBAIOIIHE H
H306pakaloiie HeTPaMLMOHHbIC CEKCYallbHbIe

OTHOILEHUA
5.  |OmpasppiBaronias npotusonpasHoe  [MHbopMalMonHas NpoayKHs (B TOM HHCIe
NOBEICHHE -+ |caiiTsl, popymsl, RockH o6bABIeHUH, CTPaHHIIBI

COMANBHBIX CeTeH, 4aThl B ceT! MIHTepHeT),
conepxaiian onmcanud, Gororpaduu, pHCYHKH,
ay/1H0 1 BHACOMATEPHATBI, CONEPIKAIITHE
[pPA3LIBA K [IPOTHBONPABHOMY [TOBEACHHIO,
looGpeHse IPOTHBONPABHOTO ITOBEICHAS

6.  |Conepxkamas HeEH3ypHYIO 6paHb MndopMaunoHHas MPoayKIHS (B TOM YHCIIe
icaitrel, GOpyMBI, TOCKH 0OBABICHNIH, CTPAHHIIbI
COITHATBHBIX ceTeH, yaThl B ceTH FIHTepHeT),
copepaKalas HELeH3ypHYo 6paHb

7. |Conepxanias nHbOPMALHIO MH(opMauoHHas BTpOXYKIHA {B TOM HHCTE
opHOrpapHUecKoTo XapakTepa caliTh, GOpYMEI, JOCKH 06bABIEHHH, CTPaHHLII
CONAATILHBIX CeTel, yaThl B ceTH «HTepHeTY),
coftepxamias omHcanus, GoTorpadHu, pPHCYHKH,
layto M BHIEOMaTEPHAIIH 110 JaHHOH TeMe

8.  |O HeCcOoBEPIMICHHONETHEM, HMndopmatnoHHas IpogyKLHA (B TOM YHCIIE
[TOCTPAJiaBIIEM B PE3yIBTaTe CaliThl, GOPYMEL, ZOCKH OGBABIECHHMH, CTPAHHIIBI
pOTHBONIPABHLIX KeHCTBHM COLHAILHBIX ceTeif, 4aThl B ceTH KHTepHeT),
(GeaneiicTBHA), BKIIOYAR (aMILTHH, costepakalnas onucanus, pororpaguu, PHCYHKH,
MMEHa, 0T4ecTBa, POTO- H ay/11O W BHACOMAaTepUAaNb [0 JaHHOH TeMe

Biie0n306paXkeHH TaKOTO
HEeCOBEPIIEHHOIETHETO, €70 PoAHTeNeH
M HHEIX 3aKOHHBIX Ipe/CTaBHTENEH,
aTy pox/IeHHA TaKoTO
HECOBEPIMIEHHOICTHETO, Ay IHO3AIHNCE
lero rotoca, MeCTO €ro KHTEIbCTBA HIH
MeCTO BpeMeHHOTO Iipe6hiBaHKS, MECTO
ero y4eGbl win paboThl, HHYIO
MHGOPMAIIO, TO3BOJITIONTYIO IPAMO
WK KOCBEHHO YCTAHOBHTD JIHYHOCTh
[rakoro HecoBepIICHHOIETHETO

MudopManus, pacnpoctpaHeHHe KOTOPOH CPe/M feTel onpesieleHHbIX BO3PACTHBIX KaTeropui

orpaHHYEHO, COTTIACHO YacTH 3 craThh 5 deaepansHoro 3akoxa Ne 436-09

9. [TIpencrasunsemas B BHze w3oGpaxeHns (IHpopMallHOHHAA IPOAYKLHS (B TOM YHC/IE

/1M OIHCaHHS XKECTOKOCTH, cadiThl, ©OpyMBI, RockH 06BABIICHHIA, CTPaHUIIbI
(br3Hueckoro M (WIK) NCHXHYECKOTO  [COMHABIWX CeTel, nati B ceTH MuTepHer),
HACHIIHA, IPCCTYIUICHHUA HIIH HIOTO sonepkalilad onncanus, gororpaduu, pUCYHKH,
anTHOGHIICCTBCHHOIO AeHCTBHA BHLCOMNTCPHIL 110 JLIHON TeMe
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10. |Beimpaomas y fetedi c1pax, ykac  [MudopMaipoHHas NpoayKius (B TOM YHCIIE
HUTH TTAHUKY, B TOM YHCIIE caiiTbi, GopyMBI, NOCKH 06 BbABIEHHH, CTPAHHIIL
pe/ICTaBIgeMan B BHC M306paXkeHHs [COHAIBLHBIX ceTel, yaTt B ceTH HurepreT),
HIIH OIHCAHHA B YHIDKAIOIICH CofieprKallias onHcanud, pororpadus, pHCYHKH,

€7I0BEUECKOE JOCTOHHCTBO popMe  [BHACOMATEpHATH 110 NaHHON Teme
HEHACHILCTBEHHOM CMepTH,
3aboseBaHH, caMOyOHHCTBa,
(HECUACTHOTO CI1ydas, aBapHH WIH
kaTacTpodhl H (WIH) HX HOCHeACTBUI

11. |lIpeacrasnsemas B Bune m3obpaxkenns [MudopMmalonnas npoaykiUs (B TOM YHCIIE
MM OTIHCAHHS NONOBBIX OTHOMEHHH  [caliTHl, GOPYMEL, ZOCKH OOBABICHNI, CTPAHHIE]
MEXY MYXUHHOH U XKEHIUHOH CONHATLHBEIX CeTeH, 4aThi B ceTH MHTepHer),

lconepsxamias onucanus, HoTorpaduH, PHCYHKH,
BH[eOMaTEPHAIE 1O JaHHOH Teme

12. |Cogepxamas 6panHbie CIOBA H Hndopmannonnas npoaykuus (B TOM YHCIE
BLIpaskeHHs, He OTHOCAIHECH K caliTel, GOPYMEL, TOCKH OObABIICHH I, CTPAHHI{B
HEeLeH3YpHOH GpaHu CONHANBHEIX ceTei, yaTh B ceTH WHTepHeT),

conep kaiiad yKa3aHHEIE BHIH HHPOPMAIHH
indopManys, He COOTBETCTBYIOMAN 3a4a4aM obpa3oBanus™®

13, |KoMnbIoTepHEIEe HTPHI, 32 HadopManuoHHas poxyxuus (B TOM YHCHE

CKAKOYEHHEM COOTBETCTBYIOIMX ica¥iTsl, GOPYMBI, TOCKH OGBABICHHH, CTPAHHIIE

rajilauaM o6pa3oBaHus IcoLHALHRIX CETeH, YaThl B ceTH VHTepHeT) no

[TeMaTHKe KOMITBIOTEPHHX HTP, HE
COOTBETCTBYIOMad 3aKauaM o0pa3oBaHHA, TAKAX
Kak TopTanb 6pay3epHBIX HYP, MAcCOBBIC
MHOI'OTIOTE30BaTEILCKIE OHJIAiH POJIEBBIE HTPhI
KMMORPG), MaccoBbie MHOTOTIONL30BATEILCKHE
HTPHI, OCHOBaHHBIC Ha HMHTAIHK 60EBLIX HIIH
[IPOTHBONPABHEIX ACHCTBHH, COBETH /U HTPOKOB
M KJTIOUH U1 YCTAHOBKH H NPOXOXIEHHA HIP,
HTpoBble GOPYMEI H YaTH

14.  |Pecypcel, 6asupylonmecs 6o |AHOHHMHEIE POPYMbi, YaTht, JOCKH 0GB BICHHMIT
OpHEHTHPOBAHHEE HA 00ECHEYEHHH  [H TOCTEBLIE KHUTH, TAKHE KaK HMHDKGOD/L,
aHOHMMHOCTH paclipoCTpaHuTelel H  |aHOHHMai3epH, MPOrpaMMEL, obeclieunBaroMe
noTpebutereit nHopMalHa AaHOHHMH3AIHIO CETEBOTO TpadHKa B CETH

HuTepner (tor, 12P)

15. |banku pedepaTtos, acce, AMILIOMHBIX  {MHGOPManHOHHAA IPOAYKIMA (B TOM YACIE
IpaboT, 3a HCKTIOYEHHEM caifTbl, GOpyMEI, TOCKH OOBABICHHH, CTPaHNIE
ICOOTBETCTBYIONINX 3ajadam ConHaNbHBIX CeTeH, 4aTul B ceTH HHTepHeT),
loGpasoBanns mpeacTaBgiomas coboii 6aHkH TOTOBBIX

[pedepaToB, scce, AHILIOMHBIX paboT, 3a
HCKIIOUEHHEM TIEYaTHRIX H DIIEKTPOHHBIX
06pa3oBaTENbHBIX H HHGOPMAIHOHHBIX PECYPCOB,
cO3712BaeMbIX B OPTAHHBALHAX, OCYNIECTBIIIOMHX
06pazoBaTEILHYIO JEATETLHOCTD

16.  [OmnaiH-Ka3HHO H TOTATH3ATOPSI HudopmatiHoHHas mpoayKuMa (B TOM YHCIIE

caiiTht, HOPyMBE, TOCKH OGbABIEHEN, CTPAHHIILL
COLHAIBHbLIX CeTeH, daThl B ceTH HHTepHET),
coieprkamiag HHGOPMAIHMIO 06 BIeKTPOHHBIX
Ka3HHO, TOTAIIH3aTOpaX, UIPax Ha JeHbTH
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17, Momemtockne cattrm ‘aATM, MARBSMBSKIING RIS YOty g Gase
MO tmremol, calrid, oOMAIIIIM HYTCM
Wuparonive wdiyr uuduopmuitnr (hraui)

18, [Marus, komtoncTso, HapoasiicTao, Mndropmaitnonian npagyKiHs, oxasumaouas
RCHOBHIAKIHE, IIPHBOPOT HO dxrm. HCUXONOIHMOOKO RAOAOCTARG 1t JoTol, npa
[Teyprid, BoIuIe6CTBO, HEKPOMaHTHA,  [koTopolt Yesonex aBpanercl K TafibiM critam ¢
ITOTAJIHTAPHBIEC CEKThl 11eIb10 BIUHAHHA 1 CODMITHA, & TAKKY poainioro

HIH KOKYLIerocs BOIEHCTAHSA 1A COCTORIHE

Jlns opranu3aiiu 3aumMTHl JeTeH OT BHIICOOO3HAUEHHOH HEXCIATEILHOM
uHbpopMalyd B 00pa30BaTCIbHBEIX OPraHM3AMAX MCIOJIB3YIOTCA  CICAYIOUIHE
TPaeKTOPHH:

1. Hcnons3oBanHe cHCTeMBl KOHTCHTHOH dunsrparuu (nanee CK®D), xoropas
YCTaHABIHBACTCH HA KOMITBIOTEPHI H MOOMJIEHEIE YCTPOHCTBA O0YHaIOLIMXCS.

2. 3aKIl0YeHHe C© [POBAMJACPOM  JOroBOpa © (QHIBTPAMH  HAHHEIX,
MOCTYNAOLIKX Yepe3 Opay3ep Ha KoMIbIOTepH B OO.

Pacemorpum CK®, xotopyro nomaepskuBaior corpynuuku OO. Cpencramu
KOHTCHT-GMIIbTpaiuK JocTya B MIHTepHET ABIAIOTCA annapaTHO-IPOTPaMMHEIE KK
IIPOrpaMMHBIE KOMIUIEKCE, 00SCIICUHBAIOUIHE OTPaHHYECHHUE JOCTYIAa K HHTCpPHET-
pecypcam, He COBMECTHMEIM € 33j1auamMu 06pa3oBaHusl M BOCIHTAHHA 00yJalOlmuXxce.

CuuraeM HeoOXOMMMEIM, DAacCMOTPETH OCHOBBL DPabOTHL KOHTEHT-MNBTPA.
HauGonee 1m1pokoe pacHpocTpaHeHHe MONYYHIIM TPH &JITOPHTMa QrIIbTpatH:

— (HABTPANMUS O KIIOYSBEIM CIOBAaM — KOHKDETHEIC CIIOBA M CIOBOCOYCTaHHA
HCHONB3YIOTCS U1 BKITIOUSHHS OJIOKMPOBKH BeO-calTa.

— JIMHaMuYecKas (GUIBTpanHs — CONCPIKHMOC 3alpamuBaecMoro Beb-pecypea
aHanu3MpyeTcs B MOMEHT oOpaineHus. 3arpyska CTpaHull pecypca B Opaysep
GIIOKMPYETCH, CCIIH COICPIKHMOE OIIPE/ICISCTCH KAK HEXCIATeIBHOS.

— URL ¢umbrpanus — 3ampalniBaeMas CTpaHHLA MM [{eNEIH JOMeH (HalpuMep,
dosugnu) moryr OHTh ODpeNeNeGHEl WIH  KaTerOPM3HPOBAHHl  Kak
HEXEJIATeABHEIH pecypc, BCISACTBHE HETO JOCTYID K TaKHM CTpPaHHIAM
Gnoxupyercs.

Jlysime B MHPE CHCTEMBI KOHTCHTHOHM ¢dunpTpamun wucnoissyior URL
(HIBTPaLHIO, OCHOBAHHYKO Ha aHAJIM3¢ M KaTeropH3aliiH HHTEPHET-pecypcoB. Takoi
MeXaHH3M IIpH3HaH Hanbosee 3 HeKTHBHEIM MeT0/IOM (pHIIBTPAIMM KOHTEHTA.

Kak paboraer ¢unptp? IlpH HeynpaBaseMoM JOCTyne K HHTEpHET-pecypcaM
3ampoc OT WOJB30BATENIA TPAHCIHPYETCA depe3 Touky jaocryna B Cers K nobomy
pecypey. [onb3oBaTens HonydaeT 3anpaliHBacMyio HHGOPMaIIo, KaK [OKa3aHo Ha
PHCYHKE HHXE.
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Ilpu wcnone3oBaHHM GuIBTpa NHepell HCHOJHCHHMEM 3alpoca  Pecype
[IpOBEpACTCS Ha MPHHAMIEKHOCTh K KOHKDEeTHOH kareropun. Eciau Beb-pecype
DPHHAVISKHT K OJHOH M3 3aNpPCHICHHRIX KaTeTOpHH, TO JOCTYN MHOJB30BAaTead K
TakoMy pecypey Oyaer 6inokuporaH. CxeMa 3ampeTa JOCTYMa K OHACHOMY pecypey
[IPE/CTABJICHa HA PHCYHKE HHIKE.
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Ecnu pecypc He OTHOCHTCS K OZHOH M3 3alIpelICHHEIX KATCropHH, TO JOCTYyM K
pecypey Oyaet paspemies (CM. HIDKE).

Touxa pocryna
e 8 MntepHer [

¥ i L R

¢ H
ERITES P D IWE R R R oy ke tLUTELTR e £ SRA e ]
PECPEA W3 DORASRRT CeTH ;

¥ L
e e e N v ¥ >

Tipouemeg w D i e s R M ek OF DN BIOHES

TERA € ey

Befi perys

TH0sue howdin 10710 RO LR LU X

U AT K U TR

13




Paspewienue  docmyna  k  uewsscemniomy  pecypey,  Fean  nonssoparens
3anpalMBacT JOCTYH K PECYPCy, HC OHPCACACHHOMY B dnanIpe, 10 jiocTyn Oymer
paspeies, M OJHOBPEMEHHO Oymer 3allylliecH 1PONCCC KalclOpHialMH HOBOIO
pecypca. Ecim stor pecypc Oymer OTHECEH K KaICI'OPHH OlACHBIX, TO, 1OCIE
obuoBnenrs Gaszer URL cHCTEMBI, mocieqytOmMe 3allpochl K TaKOMy HHTEPHET-
pecypey 6yayT 3a610KHpOBaHBL.

B mwoboit cucteme (uubTpaluM KOHTEHTa BO3MOKHBI HECKOJIBKO CrocoboB
otbopa nudopmamu:

—— Pa3peiuTh TOJIBKO HU30paHHbIC CalTH (OCNBIH CITHCOK);
—— 3amPeTHTH TOIBKO H3OPAaHHBIC CaHTH (JePHBIH CITHCOK),
— §JIOKHPOBATH CAHTHI ©CIIM HAa HUX BCTPeHacTes Habop 3alipellieHHBIX CIOB.

OO6BIYHO HCTONB3YETCS WM IEPBBIH CIIOCOO, HIH BTOPOH B COBOKYIHOCTH C
TperhumM. Ho abcomoTHO 3aIHTHTE 00YJalolHXCs OT HEXKEeNaTeIbHOr0 KOHTEHTa He
MOXCT HM O/JJMH M3 BapuaHTOB. Besblfl CITMCOK HYKHO IIOCTOSHHO IONOJIHATH, JTO
JIOMOJIHUTEIIBHBIE TPY/OBBIE M BPEMEHHBIC 3aTpaThl. YacTo IPH HCIOIB30BAHHH
0en10ro Crycka Hy)KHBIE CAHTBI OKa3BIBAIOTCH OJIOKHPOBAaHHBIMH.

Hcrons3oBaiye 4epHOro CIHCKa I[TOJPa3yMEBacT 3alpeT HEKOTOPHIX caliToB,
4gro eme 0onec HEHANE)KHO, TaK KaK €XeJHEBHO MOSMBIMICTCA HECKOJBKO THICAY
CaliTOB, KOTOPHIC MOXHO Ha3BaTh BPCAOHOCHBIMM. DHIBTpalys 1O KIOYEBHIM
CIIOBaM, TaK XK€ MOXET OKa3aThCs He 3(GEeKTHBHOH, MOCKOIBKY BCEro IPOCTO HE
[PENyCMOTPETh, B MOTYT OBITH 3a0JJOKHPOBAHBL (I0GPOIOPAIOUHEIE» PECYPCHL

Heo6xomumo otmernts, uro CK® MoOXeT cOCTOATH TOIBKO M3 KIMEHTCKOH
YacTH HJIH KIIMCHTCKOH M cepBepHOM 4acTH, [lepBHIi BapHaHT MCIIONB3YyeTca, KOrga B
OO HeT ceppepa B JIOKATBHOM CETH, TOrJa I[porpaMMHOe obecrneueHHe
ycTaHaBIuBaeT Ha Bee koMnbioTepsl OO, ¢ xoTopsIMH padoraiot obyuaroiHecs. [Ipu
HeoOxoaMMOCTH H3MeHeHH cnucka CK®, HeoOX0MMO HACTPauBaTh IIPOrPaMMHOC
ofecreueHne Ha Kax/0M KoMnbloTepe. Takod BapuaHT mOAXOMMT Ui HeGONBIIHX
MKOJI, ¢ MaJbIM KOJHYeCTBOM ycTpoiictB. [IpH HcHonp30BaHHM BTOPOFO BapHaHTa,
KJIMEHTCKAs YacTh YCTAHABJIMBACTCS TOJBKO Ha KOMITBIOTEPHL JIOKanbHOH cerd OO,
CepBepHas HacTh Ha KOMIIBIOTEp-cepBep M yipasieHue CK® ocymectigercs ¢
JIAHHOT'O YCTPOKMCTBa, 9T0 00Jierdact 3aj1aqyy aJiMHHUCTPATOpa JIOKAIBHOM CeTH.

CK®, wucnonesyemele B 00IIeo0pa3oBaTeIbHBIX OPraHH3aluAaX, JOMKHbI
OTBEYaTh CICLYIOIMM TPCOOBAHHAM:

1. VecrawoBka CK® gomkHa TPOHM3BOAMTECA HA BCE KOMITBKOTEPHOE
obopynoBanre OOIEOOPA30BATENBHEIX  OPraHM3alMi, HMEKIIUX JOCTyn K
Unreprery.

2. OGecreunBath  OECOPSIATCTBCHHBIM  JOCTYn K HH(OpMAIUH,
pacipocrpaHeHie k koropo B Poccuiickodt (demepanmm B COOTBETCTBHH €
sakoHojaTeascTBOM  Poccuickoii  Degepalivy  He  OIpaHMuMBaeTCs  HIM  HE
3ampeiaeTcs.




3. ObecriednTs MOHHTODHHT HCIOIB30OBAHHA HHICPHET PECypcoB B
06pa30BaTe/IBHOM MPOLIECCE B LEIAX OOYICHUS H BOCITUTAHHS YIAIIHXCS,

4. O6ecreuuTh BO3MOKHOCTH aJaNTallid K H3MEHSIONMMCS  YIpo3aM,
YCIOBHAMHM  OKCIUTyaTallHH, TpeOOBaHHAM  3akOHOJATenbCTBa  POCCHHCKOIM
Oeaepanuy MpeMIHCAHUAM Ha/I30PHEIX OPTaHOB.

5. Ob6ecnieautes  GWIBTPAMIO KOHTCHTZ II0  CHMCKaM  KaTeropwi,
peKoMeHIoBaHHbIM MHHOOpHayks PoccHH M pa3sMelneHHBIM B cetd VHTepHer Ha
caliTe e/[JMHOH CHCTEMBI KOHTEHT (PHIBTpalHH fOCTyna K cetH FHTepHer mo aapecy:

}li‘.l'il, WA Shbodu .,

6. PeanusoBeiBath €xHYy10 NOJIMTHKY 1t Becex OO IO HCKINOUYCHHIO JOCTYNA
K HHTCDHET-PECYPCaM, HECOBMECTHMBIM ¢ 3ajjadaMH 00pa3oBaHHA W BOCIHTAHHS
00y4atoHXCS.

ITpu ycranoke CK® Ha yctpoiictBa OO HanpasisioT yBeAOMICHHE 06 HX
nopkmodeHnn 1Mo ¢dopme perucrpauny CK®, pasMemieHHOH Ha caliTe ¢AHHOM
CHCTeME! KoHTEeHT-QHnbTpamuu  (skfeduru), a Takke yBeAOMISIOT —Opras
HCIIOJIHUTENRHON BnacTH cyObekra P®, ocymecrsmsmonmmii ynpasienue B chepe
obpasoBanns, 06 ycraHoBke CK® B OO ¢ ykazaHHeM KOIMYECTB2 NOAKIIOTCHHBIX
ycrpotcTB, HauMeHOBaHuA U konudecTBa CK®, ucnmonszyemurx 8 OO0,

Jns mOAKIIOYCHAS K eIMHOHM CHCTEME KOHTCHT-(PHIbTpAIl[Hd JOCTYNA K CCTH
HHurepreT 061ie00pa3oBaTenbHEIM YIPEKICHHAM HeoOXxoaumo ucnonszosats CKO,
pexkomeHioBaHHyl0 Munobpasosannem Poccun, nu6o CK®, npuobperennyio
CaMOCTOSTENBHO.

IlpennaraeM  cpaBHHTCIBHBIH ~ aHanM3  [POIPAMMHBEIX  NPO/YKTOB,
OCYHICCTB/SIIOIIMX KOHTEHT-QUIBTAMIO Ha HX COOTBeTCTBHEe ¢ [IlpaBunamu
DOJKITFOUeHUsT 00Ieo0pa3oBaTelbHEIX YUPEKACHHH K CHAMHOM CHCTEME KOHTEHT-
¢unpTpanuy  gocryma K cetH  MIHTepHeT, peanu3oBaHHOM MHHMCTEPCTBOM
ofpazoBanus U Hayku Poccuiickoit Depepannu

XapaKTepHCTHKH Hureprer | NetPolice | Content | KidGid | ChildWeb
1IEH30D pro Keeper Guardian

1 | O6ectieunsarb
GecnpenaTCTBEHHBLH JOCTYT K
HHGOpMAaIMK, PacIPoCTpaHeHHe
K KoTopoit B Poccuiickoi
Deprepaiiii B COOTBETCTBHHE C
3aKOHOAATENLCTBOM PoCCHICKOM
Denepalun He OTPAHAYHBACTCS
HIIH He 3anperaercs

[+

OGecneunts BO3MOXKHOCTh
aJaNTaiHK K H3MEHAIOIHUMCE
YTPO3aM, yCIOBHAME
SKCIUlyaTalyy, TpeCoBaHuIM
3aKOHOJaTenLCTBa Poccmiickol
Deneparmn NpeATHCAHHAM
Ha/I30PHEIX OpPTaHOB

15




3 | OBecneunTs GHIBTPALHI0
KOHTEHTA [0 CIMCKAM KaTeTOpHH,
PEKOMEHIOBAHHBIM
MunobpHaykn Poccuu 1
pasMellieHHbIM B ceTH HHTepHeT + + + - +
Ha caiiTe e/{iHoM CHCTeMBL
KOHTEHT QHILTPAlMH JOCTYHA K
ceru VIHTEpHeT NO ajpecy:
http://www skf.eduru

4 | O6Gecne4nTb MOHUTOPHHT
HCIIONB30BaHHA HHTEPHET
pPecypcoB B 06pa3oBaTeIbLHOM + + - - +
TpoIEecce B temax o6yiueHns u
BOCIIMTaHHA YJAIHXCS

4 | BoaMOXHOCTh ~ yCTaHOBKH Ha | Jla Jla Jla Ja Ha
KaXIblH KOMIBIOTED
5 | Tun nMLIeH3RU Beciutatno | [TnaTHO [TnaTro | ITmatno | [InatHO
6 | Caifr IpoOrpamMmsi www.icen | wwwanetp | www.e | wwwki | wew chil
sor.u olice.ru ontentk | dgidru | dwebguar
eeper.c
om

Bonee moapobHyo uapopMaryo 0 CK® MOKHO IPOMHTATE HHXE.

HurepHer-iemop (hitp://www .iccnsor.ru/). BecIUIaTHBIH HHTepHET-QUILTD s
nereit. PaGotaer tonkko mnox Windows M HEeT BO3MOXHOCTH ICHTPAIH30BaHHOIO
YIpaBIeHHA [UIS BCCX KOMIBKOTCPOB B CeTH. D10 peienue Gomsmie rogoHaer s
HeGONBIION IpyNiel KOMIboTepoB. IpH ycTaHOBKE HPOCHT MpHIyMarb Napoib H
yKazaTh OICKTPOHHYI0 WHOYIy [UIA BOCCTAHOBICHHA Iaponst M OTIPABKH
YBEJOMIICHHIL.

SkyDNS (hipsi//www skvdnsw/). Poccuitckuii o6NadHbIi MHTEPHET-CEPBHC,
OPeOCTABIAIOMME yCIyrd KoHTeHT-QuibTpanus. Bes cyrs B 3amene DNS-
CepBEpOB KOMUBIOTEpa Ha mnpenocTasneHusli DNS-cepsep kommamuu. MoxHO
yKa3aTh BPYYHYH0, WJIM YCTAaHOBHTH NIPOIrPaMMY-KIHEHT ¢ OQHMIHMaIbHOro caira,
KOTOpas CAEacT BCe CaMa, W3 MPOrPaMMEBl MOXHO BBIODATh KaTeropHH GUIBTPAIHH.
Kmuent toneko mns OC Windows., Ecnu kiImeHAT HE HCIOJB30BaTh, HEOOXOIHM
puemHui cTatHaeckuil IP-agpec, a Takke BPYYHYIO C/IENATh NPHBA3KY B JIHIHOM
kabuHeTe Ha caiiTe.

UserGate Proxy &  Firewall (hup/usergate.ru/products/useryutes).
TIpeacraBnser co60if MHTCPHET-HITIO3, KOTOPHIH YCTAaHABIHBACTCS Ha OT/CIBHBIN
KOMNBOTEp o ympasineHHeM Windows. B KOMIUIGKTE HAET TPEXbARCPHBIH
AHTHBHPYC, MEXKCCTCBOH JKPaH, KOHTCHT-QHIBLTP, KOHTPONL H MOHHTOPHHI
MOJIL30BATEIICH U SIIe HECKOJIBKO HONE3HbIX QyHKIHH.

KinderGate (hitp://uscrgate rn/products/kindergate_parental _contiol/). Konrent-
duanrp, pazpaborannniit komuanucii ntensys, xkak # UserGate. Fiers kIMCHTBL mog
ocHornic OC, duanTpaImMa MO CoepXHMOMY  Caftre, QHILID 110 KareropusM,
POJIRTEARCKHH  KOHTPONIK,  BetonacHmi  HOMEK,  KOHTPOIK  sarpyskn  daiinos,
noyiepKrBact kaactepuiaimi ¥ raspu HTTPS-nporokosa,
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http://www.skf.edu.ru
http://www.icen
http://www.netp
http://www.ki

Hureprer Korrpoms Cepep (iiipascrvera-real ru).  HHrepHeT-unmos,
paspaboranHeiit Ba ©Oaze FreeBSD. Imeer sHymmuTenbueii ¢yHKIHOHAN.
B koMinekre HIyT koHTeHTHAS QHIBTpalius, KaTeropuu Tpaduka SkyDNS, mMoxyns
DLP u IP-tencdonun, BCTpoeHHEIH aHTHBHPYC, yueT TpadMKa H KOHTPOIb JOCTYIA,
MPOKCH-CEPBED, 3aLIHTa KOPIOPaTHBHOM ceTH, noura, FTP, Web u Jabber cepsep.
SIBHLIC NPCHMYIIECTBA STOTO PEHICHMA B TOM, 910 MOXHO 0ECIUIATHO HCIOIb30BaTh
H0NHO(YBKIHOHAIBHYIO BEPCHIO Ha 8 MONTBb30BaTencH.

Paccmorpum Bapuant ucnodssopanus CK® co cropons npoBaiisepa,
mpepocrapuaomero Hurepuer OO, Tlposaiigepm, 3akmouag jorosop ¢ 0O,
aBTOMATHYECKH IIPEJOCTABIAIOT (PHIBTPAIHIO pecypcoB ceTi VHTepHeT Ha HH3KOM
yposHe. DunsTpanus Ha ypoBHe DNS cepBepa nmo3Bosiser OrpaHH4MTh JOCTYN K
OIPE/ICNICHHEIM PECypcaM, HO IPH 3TOM HE YYHTHIBASTCH COJCPIKHMOE 3arpy»aeMbIX
cTpaHHl, B JaHHOM ciydyae NEpCOHAIbHAaS KOHTCHT-(GUIBTpals CYMTACTCHA He
YCTAHOBJICHHOH, H IOPHAHYCCKYIO OTBETCTBCHHOCTL OPraHHM3alUsA-NpOBaiiep He
Hecér. Ecim OO 3akmouaer 10roBop ¢ npoBaiiiepoM Ha obcryxusanue MHTepHeTA
H XejaeT, yToOH MpoBaiiep NPeIOCTaBII MEPCOHATBHYIO KOHTEHT-(UIBTPALHIO B
00, 1o B JoroBope Heo6xoaumo mponMcare (pasy «... [PEAOCTaBIsET
TICPCOHANLHYIO KOHTEHT-QIIBTPAlMI0 H HECCTOTBETCTBCHHOCTh 3a BAIIOIHCHHE
®Depepansnoro 3akona Poccmiickoit @enepanuu ot 29 aekabpa 2010 r. N 436-03
«O 3ammure feted o1 vHGOpPMALHH, IPHYHHAIOMICH BPE/] MX 3M0POBBKO H Pa3BHTHION
B o0pasoBarenbHON oOpranuzauuu». COOTBETCTBEHHO, CTOMMOCTh TakKOro I[aKeTa
YCIYT MOBBICHTCA, HO TakuM 00pazoM, OO nepexiiafpBacT BCKO OTBETCTBEHHOCTD 3a
KOHTCHTHYI0 GHIBTpanmi0 Ha IpoBaiiiepa. Ho B peamHOCTH mpoBaiigeph
HCIONB3YIOT «OENbi¢ CIMCKH» H TEM CaMBIM ONOKMPYIOT M NOJE3HBIC PECYPCHL, a
nponecc Jo6aBIeBHs CAHTOB B CIHCOK HE3aNPEINCHHEIX CAHTOB 3aTArHBAeTCH.

Kpome TOoro, B  00meoOpa3oBaTcibHEIX  OpraHM3alMsAX  JIOJDKEH
PCaNH30BRIBATECA KOMIUIEKC MEPOIPHSTHI 10 00ECHCHUECHHIO MCKIIOYEHAS JOCTYIa
obygarommxcs K pecypcam  HurepHera,  cogepxamuM  HHOOpMALMIO,
HECOBMCCTHMYIO C 33a729aMH O0pa30BAHMS M BOCIIMTAHHSA, B TOM YHCIE U C JHIHBIX
yerpoiictB. Heob6xomuMa rponarasia MOBRINCHHA HHGOPMAIHOHHOM KyJBTYPH HO
HCIIONB30BaHHIO pecypcoB VHTepHeTa Uil Bcex CyOBEKTOB 00pa3oBaTeNbHOTO
1polecca, akTyalH3aHHs BOIIPOCOB HCHONB3OBAHMA IPOTPaMMHOTO oOecHedeHus
POZIMTEIILCKOTO KOHTPOSA, OrPAHHICHHS BPEMECHH JI0CTyNa feTeit k HurepHeTy.
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CrcreMa 3aHIHTBI HEPCOHATBHBIX AAHHBIX Y4ACTIHHKOB
0o0pa3oBaTeNILHOTO HpoIecca

OnpefencHye TEPMHUHA (IICPCOHATbHEIE TAHHBIE» MOXHO HAHTH B JABYX
OCHOBHBIX HOPMAaTHBHEIX JOKyMeHTax — DenepansHOM 3akoHe ot 27 uions 2006 r.
Ne 152-®3 «O nepcoraneHbx JaHHEXOY ¥ TpyaoBoM kofekce P®. K nepcoHanbHEIM
JAHHBIM OTHOCHTCS MHGMOpPMAIHs, KOTOpas MO3BONSET MACHTH(UIMPOBATH JIHIO.
EfMHCTBEHHOS OTIHYME OHNPEICICHHH 3aKiIIOYacTCA B TOM, YTO TPYJAOBOE
3aKOHO/[ATENILCTBO TOBOPHT MMEHHO O pabOTHHKAaX, 3aKOH — 0 MOOHIX CyObekTax
MIePCOHANBHBIX JJAHHEIX.

B coorBercrBul ¢ PenepanbHbIM 3akoHOM OT 27 mrons 2006 r. Ne 152-®3 k
MEPCOHATBHBIM JaHHEIM OTHOCHTCA mmo0as HHOpOpMalus O (U3HYCCKOM JIHIE:
Gbamuins, HMsA, OTIECTBO, TOJ, MECAL, JaTa ¥ MECTO POX/ICHH#A, afpec, ceMeHHoe,
COLMANBHOE, HMMYILCCTBCHHOC NONOXKenue, ofpazopanue, npodeccud, Hoxoasl U
npyras HHbopmaitus, O6paboTKOH NEPCOHANBHBIX JAHHEIX IIPH3HAIOTCA JCHCTBHA
(omepary) ¢ HuMH, BKmuag c6Op, cHCTEeMaTH3alMIO, HAKOILICHHE, XPaHEHHe,
yrouHeHHe (OOHOBICHME, M3MCHEHHME), HCIIONB30BaHHE, PAcHpOCTpaHeHHe (B T. 4.
nepenady), obe3nnauBaHHe, OI0KMPOBaHIE, YHHITOXKEHHE JaHHBIX.

3amyTa HEPCOHABHEIX JAHHBIX IPE/ICTaBIACT COG0H KOMILIEKC MEPOpPHUsTHI
TEXHHUYECKOTO, OPTaHH3allMOHHOIO H OPraHH3allHOHHO-TEXHHYECKOIO XapaKrepa,
HAmpaBJICHHBIX H4 3alIMTy CBCJCHMH, OTHOCAIIHXCA K ONpPEJCICHHOMY HIH
ONpe/IcIAeMOMY Ha OCHOBaHHMH Takoi mH(opmaimu H3raeckomy muiy (cyGbekry
[ICPCOHANBHEIX JAHHAIX ).

OG6pazoBatenbHas OpraHu3anMs coOHpaeT W HCHONb3yer 6GOJpLIOH MaccHB
uHpopMarmu 060 BCeX ydacTHHKax ofpasoBarelIbHOrO Iponecca. B Hacrogmiee
BpeMsi B 00pa30BaTEIBHEIX OPraHHU3AIUAX aKTHBHO BHEIPAIOTCS HHGOOPMAallHOHHEIC
CHCTEMEI, OCYIIECTBIAIONINE o6paboTKy HEePCOHAIBHBIX JIQHHEIX,
JICTIONPOU3BO/ICTBO, OyXranTepcKHe MPorpaMMel H AP. ITH CHCTEMBI TPeTHA3HATCHE
JUIS BefIeHHs 6ashl IAHHBIX 00YIalONMXCs, pojuTeNeH H pabOTHUKOB, ONIEPAaTHBHOTO
yrpapJIeHHA opragmsaiueii. BMmecre ¢ tem, mo6oii rpaxiaHuH 001a1acT npaBaMy Ha
HENPHKOCHOBCHHOCTh 1ACTHOH JKH3HH, JIMUHYIO U CeMeiiHyl0 TalHy. 3TH npaBa HC
JIOIDKHBI Hapyimarbes paau a@dekTHBHOCTH 00pPasoBaTeNBHOIO mpouecca mbo
ypobcrBa paborei ¢ mepcoHanoM. Ofuod M3 33Kad  3aKOHOJATENBCTBA, W,
CIE/I0BATENIBHO, O0pa3oBaTelbHON OpraHM3aMM SBIACTCA OXpaHa M 3allMTa
NEPCOHAIBHBIX  JIAHHBIX OOYJalOUMXCA, MX 33aKOHHBIX I[Ipe/CTAaBUTENCH W
pabOTHHKOB.

3amuTa NepcOHANBHEIX [JaHHBIX YYaCTHHKOB 00Pa3zoBarelbHOro Iporecca B
00pa3oBaTelIBHON  OpPraHW3aliiM  OCYLISCTBIACTCH HAa  OCHOBE  CICIYIOHIHX
HOPMATHBHO-IIPABOBHIX IOKYMEHTOB:

®eacpansHeii 3akoH or 28 aekabps 2010 r. Ne 390-®3 «O 6esonacHocTh»,

®denepaipHuiii akoH or 27 wions 2006 1. Ne 149-03 «O6 nndopmarmmy,
HHPOPMALIMOHHBIX TCXHOJIOIHAX H O LM TC HHDOPMATIHHY,
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Denepanbheiit 3akon or 27 wioms 2006 r. Ne 152-03 «O mepcoHanbHBIX
JaHHBIX»,

Hocranosnenue [IpaBurennctsa Poccuiickoit ®egepauun or 01 Hoabps
2012 1. Ne 1119 «O6 yreepxaeHHH TpeGOBaHHI K 3allUTe NEPCOHANBHLIX JaHHbIX
npH ux 06paboTke B HHGOPMAIHOHHBIX CHCTEMaX [CPCOHANBHBIX JAHHEIX),

[ocranosnenue [pasurenscTBa Poceniickoit denepamuu ot 21 mapra 2012 r.
Ne 211 «0O6 yTBepkjicHHHM TNEpedHs Mep, HamnpaBIeHHBIX Ha 00CCICIcHHE
BBIIOJIHEHHA OO0A3aHHOCTEH, NPEIyCMOTPEHHHRIX (eaepaibHEIM  3ak0OHOM  «O
HEPCOHANBHBIX JAHHHIX» W [PHHATHIMH B COOTBETCTBHH C HHM HOPMATHBHBIMH
IpaBOBBIMH  aKTaMH, OMEPaTOpaMy, SABAIOMIHMHCA FOCY/JapCTBCHHBIMH  HIH
MYHHIUIIAJIBHEIME OPFaHaMiH»,

JOKYMCHTBI, pCTJIaMCHTHDYIOIMHE BOMPOCH ofecnedeHus Ge30HacHOCTH
HEPCOHANBHAIX JAHHHIX, yTBepAacHHbIe npukazoM OCTIK Poccun or 18 despans
2013 Ne 21:

— «basoBas MoJens yrpo3 0O€30MacHOCTH MEPCOHATBHEIX [JAHHKIX TPH HX
o6paBorke B HHOOPMAHOHHEIX CHCTEMAaX IEPCOHATBHBIX JJAHHEIX),

— «MeTroauka onpeseneHHs aKTyalbHBIX Yrpo3 Ge30MacHOCTH MEPCOHANIBHBIX
JaHHHIX NpH Hx 00paboTke B HHYOPMAIHOHHBIX CHCTEMAX IIEPCOHATBHEIX JAHHBIX,

~ «CocTaB H COACPKAHHE OPraHM3ALHOHHBHIX M TCXHHYECKHX MEp II0
obecreycHni0  6€30MACHOCTH TEPCOHANBHBIX [JAHHBIX [pPM HMX 06pabotke B
HHGOPMAMOHHEIX CHCTEMaX IICPCOHAIBHBIX JaHHBIX).

B KOMIUICKC MepONPHATHH IO 3alMTe MNEPCOHAIBHMIX JaHHBIX B
06pa3oBaTeIbHOH OPFraHU3AIHH BXOMAT:

— paspaborka HEOOXOAMMEIX JOKYMEHTOB B HHTEPECaX OPraHH3alHH IO
06ECHeTCHHIO 3aIHTH MEPCOHATBHEIX TAHHBIX;

~ ofGocHOBaHMe TpeGOBaHHH 1o 3amure HHGOPMAKH B HHGOPMAIHOHHEIX
CHCTEMaX ITePCOHATBHbIX JaHHBIX;

— MPHMCHCHHE MCTOJHKH ONEHKH AaKTyaibHEIX YIpo3 O0e30HacHOCTH
MEPCOHANBHBIX JAHHEX MPH HX 00pafoTke B HHOOPMALHOHHBIX CHCTEMax
NEPCOHAIIBHBIX JAHHEIX;

— ONpPEACNCHHE COCTABA M CTIPYKTYPHl MAPOTPaMMHO-aNIIapaTHHIX CPEACTB
ofecnedennst Ge30MacCHOCTH NCPCOHAMBHEIX JIAaHHBIX IIPH HX o06paborke B
HHGOPMaIMOHHEIX CHCTEMax NCPCOHANBHBIX JaHHBIX,

3akoneaaTenbHOE oGecriegeHne JANINTLI NEPCOHANBHBIX JAHHLIX

3akor Ne 152-®3 onpepenser tpeGoBanus k cbopy u o6paborke (xpaHESHHIO,
aKTyaJH3aliH, HCIOIB30BAHHIO, PACKPHITHIO M MPEJOCTAaBICHHK) IEPCOHATBHBIX
JAaHHBIX GH3HYESCKHX JHI BO Bcex cbepax, I[e HCIONB3YIOTCA MEPCOHANBHEIE
JaHHele, B T. 4. B cdepe TPYJOBEHIX NpaBOOTHOIEHMH. TpebGoBanui 3aKkoHa
PAacIIpOCTPaHAIOTCH Ha BCE OPTraHM3alMK (HE3aBHCHMO OT GOPMEI COGCTBEHHOCTH), B
T. 9. Ha 00pa30BaTCIBHEIC, KOTOPHIC BHICTYNAIOT OMEpaTopaMi, 06pabaThIBAIOIIHMH
B CBOMX HH(QOPMAIMOHHHIX CHCTEMaX IEPCOHATBHBIC AAHHEEC (GH3MYCCKUX ITHIY
(paboTHHKOB, OOYHAIOIMXCS H JIP.).
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Borlpoc 1paBoBOil pPEINIaMEHTALHH OOCCHICHCHHH  3allMThl  11ICPCOHANBHEIX
JAHHBIX Pa0OTHHKOB B HACTOAIIEE BPEMA OCOOCHHO aKIyaJICH, 110CKONBKY
HH)OPMAIHOHHBIC CHCTEMBI MEPCOHATBHBIX JaHHBIX PabOTHHKOB 0Opa3oBaTeibHOH
OpraHM3alKy [IOJKHEL NPEICTaBIATE COO0H COBOKYINHOCTH TIEPCOHAIBHBIX JIAHHBIX,
cozepxauMxcs B 0ase JaHHBIX, a Takke HHPOPMAIMOHHBIX TEXHOJIOIHH H
TEXHHYECKHX  CpE[CTB, NO3BOIAIOIIMX  OCYHISCTBIATH 00paboTKy  TakHx
NEPCOHANBHBIX J@HHBIX € MCIIONB30BAaHHEM HJIM 03 HCIONB30BAHHA CPEJICTB
aBTOMATH3aLUH.

Ilos TEXHMYECKHMH CPEJACTBaMH, TO3BOISIOIIMMU OCYIIECTBIATE 00paboTKy
NEPCOHANBHKIX [AHHRIX, MOHHUMAKOTCS CPEACTBA BHIIHCIMTEIBHOH TEXHHKH,
HHGOPMAITHOHHO-BEIYHCANTE/IBHEIE KOMIUIEKCH H CETH, CpPEICTBa H CHCTEMBI
Hepesadd, mpHemMa ¥ 00pabOTKM MEPCOHANBHBIX JAaHHKIX (CPEJCTBa H CHCTEMBI
3BYKO3AIIMCH,  3BYKOYCH/ICHHS,  3BYKOBOCIIDOH3BEJCHHS,  IEPETOBODHBIE H
TEICBU3HOHHEIE YCTPOKCTBA, CPEJICTBA H3TOTOBICHUS, THPAXKHPOBAHMSA JOKYMEHTOB
H ApyrHe TeXHHUUYecKHe cpejcrsa oOpaborku pedeBoH, rpaduueckolt, BHICO- H
OykBeHHO-IHGDPOBOM uH(OOPMaLKK), MNPOrpaMMHBIC CpeJcTBa (ONEPALHOHHBIE
CHCTEMBl, CHCTEMH YIpaBiICHHS OasaM#l JaHHBIX M T. IL), CPEJACTBA 3allMTHl
HH(pOpMAaIHMH, TPUMECHAEMBIC B HHGOPMAMOHHBIX CHCTEMax.

B cootBercrBuM ¢ yacteio 3 crareu 4 3akonHa Noe 152-®03 nocraHOBIEHHEM
[paputensctea PO or 15.09.2008 Ne 687 yrsepxaeHo [lomoxenue 06
0cobeHHOCTSX  OOpabOTKH TEepCOHANBHEIX  JaHHKIX, OCYUICCTBISeMOH  6e3
HCTIONB30BaHKs CPeAcTB apToMarm3aiuu. JlagHoe IlonoxkeHHe mpeaycMaTpHBaeT,
g0 00paboTKa MEPCOHANBHBIX JIAHHEIX, COfepkKamuxci B HHpOpPManHOHHOK
CHCTEME MEPCOHANBHEIX JIAHHBIX JTHOO M3BICYCHHBIX M3 TaKOH CHCTEMEL, CUHTaeTCA
OCYIECTBICHHON be3 HCTIONB30BaBHA CpeJICTB ABTOMATH3AIHH
(HeaBTOMATH3HUPOBAHHON), €CAH TaKHe JNEHCTBHA, KaK HCIOIB30BaHHE, YTOUYHEHHME,
pacIpoCTPaHeHHEe, YHHITOKEHHE MEPCOHABHEIX JaHHKX B OTHOMICHHH KXK/IOrO H3
CyObeKTOB TNEPCOHATHHBIX [(@HHBIX, OCYINCCTBISIOTCA IPH HENOCPEACTBCHHOM
y4acTum HenoBeka. [IpaBuna o6pabGOTKH MEPCOHANBHEIX JAHHBIX, OCYIIECTBIACMON
6e3 HCHONB30BAHMS CPEACTB ABTOMATH3ALMH, YCTAHOBICHHBIE HOPMATHBHEIMH
OpPaBOBEIMM aKTaMH (ejiepanbHEIX OPraHOB HCIOJHHTEIBHOH BIACTH, OpraHOB
HCTIONHUTENBHON BIacTH cyObekTos Poccuiickoit deepain, a Takxe JIOKaIbHEIMH
OPAaBOBHIMM aKTAMH OPFAHH3ANHHM, JONKHBl NMPHMEHATHCA C yueToM TpeOOoBaHMH
storo [Tonoxenu.

Ilpukazom DegepansHOM COyKOR [0 TEXHHMECKOMY H  DKCIOPTHOMY
koutpomo (OCTIK) ot 05.02.2010 Ne 58 yrBepxicHo IlonoxkeHHe 0 MeToJax H
crocofax 3ammTel MH(GOpManMH B HMHDOPMAMOHHBIX CHCTEMax MEPCOHATBHBIX
JIAHHBIX, KOTOPOE HOAPOOHO pErIaMEeHTHPYET BOIMPOCH!, CBA3AHHBIE C IOPAAKOM
DPUMEHEHHST MeTOMoB M Croco6oB 3amuThl HHGOpMaIHH B HH(OPMAalMOHHBIX
CHCTEMaX TEePCOHATHHEIX JaHHHIX OMEPaTOpPOM HIIH YIOJHOMOUYCHHBIM MM IHIIOM.
B coorBetcTBHM ¢ uactero 1 crates 22 3akoHa Ne 152-®3 oucparop sio Hadana
06paboTK1 MEPCOHAILHBIX JaHHHIX 00f3aH yBEJOMHTH YIIOIIHOMOYCHHbIH Opral o
3aIMTE NPaB CyObCKTOB MCPCOHAIBHBIX JIAHHBIX O CHOCM HAMCPCHHMH OCYILCCTBIIATD
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006paboTKy MEepCOHaIBPHHEIX AAHHABIX, 32 HCKIIOUCHHEM CIIyTacB, MPCAYyCMOTPEHHBIX
9acThIO 2 YKa3aHHOH CTaThH.

DepecpanpHas cayxba mo Hagsopy B chepe CBA3M, HHPOPMAIHOHHEIX
TEXHOJIOFHH H MacCOBBIX KOMMYHHKaluil (POCCBA3BKOMHA30D) BEICTYNAET TAKHM
YIOJIHOMOYCHHBIM OPTaHOM, KOTOPhIH mpukazom ot 17.07.2008 Ne 08 yreepmun
obpazenn YeegomicHus o6 0o6paboTke (0 HaMEPeHHH OCYIIECTBIATH 00paboOTKY)
HCPCOHANBHEIX JAaHHWX M PekoMeHpanmMu no 3amojHeHHI0 ofpasua Gopmu
yBefoMieHHS 00 ofOpaforke (0 HamepeHHH ocCymecTBiusTh 06paboTKy)
[EPCOHATBHBIX JJAHHEIX.

Yacrero 2 craten 22 3akoHa Ne 152-®3 ycraHOBIeHO, 4TO OmepaTop BIpaBe
OCYLIECTBIATE €3 YBCAOMICHHS YIIONHOMOUCHHOIO OpraHa 0O 3alllMTe IpaB
CyObEeKTOB  MEPCOHANBHEIX  [JAHHHIX o0paboTKy TNEepCOHANBHBIX — JAHHHIX,
OTHOCSIIMXCA K CyOBEKTaM NEPCOHANBHEIX JIAHHEIX, KOTODHIX CBSI3HIBAIOT C
OmEpaTopoM  TPYAOBHE  oTHomenHs.  Clie0BaTelbHO,  OOPa30BATCIBHEIE
OPraHH3allHH HE JOJUKHBI YBEJOMIIATH 3TOT YIIOJHOMOYEHHHEIH opran o0 obpaborke
UMH [EPCOHAIBHBIX JAaHHHKIX PAOOTHHKOB, COCTOSINMX B TPYJOBEIX OTHOMICHHAX C

YUPEKACHUAMH.
IInaHEpoBaHNe MePONPHATHI NO 3a1MTe MEPCOHATHLHBIX TAHHBIX

Tlpn nnaHMpoBaHMH B 00Pa30BaTEIbHON OPraHH3alliH MEPONPHATHH,
CBA3AHHBIX C 3al0MTOH MCPCOHAIBHEIX JaHHHIX, DPEKOMEH/yeTcA IHPHBICKaTh
IODHCTOB, CNCIHAIUCTOB OTAcda KaapoB 0o uHpopMaumoHHOH pabote
(KOMIIEIOTEPHEIM TEXHOJIOTHAM).

[IpaBoBasi cocraBnsiomas JODKHA CTaTh OOA3aTENBHBLIM JJIEMEHTOM BCei
JesTeIbHOCTH OPraHH3alliK B 3TOM HAIIPaBJICHHH, ITOCKONBKY HCOOXOAUMO:

~ pa3paboTaTh JOKANBHBIE aKTH (HOPMaTHBHHIC H MPaBOBEIC), CBA3AHHEIC HE
TOMBKO ¢ OpPraHM3allMOHHOM M TIPAaBOBOH, HO H ¢ TEXHHUYECKOH 3alIHTOH
1IePCOHAIBLHBIX HaHHBIX;

~ chopMHPOBaTh MEXAHH3IMBI B3aHMOOTHOILICHHH c OpraHaMH,
OCYHIECTBIAIOIIMMH  yHpasneHHe B cdepe oOpazoBanus, npodCcoro3HBIMU
OpraHM3alHAMH, OPraHaMK KOHTPOJIS M Ha/[30pa U T. [.

InaBHEIM yClOBHEM 3allHTHL TEPCOHANBHHIX MAHHBIX SBIACTCA YCTKas
pernaMeHTaius GYHKIMIH paGOTHHKOB, a TakXKe IMPHHALICKHOCTH PabOTHHKAM
JOKYMCHTOB, ACJ, KapTOTEK, )KyPHAIOB MECPCOHANBHOIO yieTa H a3 JanHbIX.

Jlanee KNI09EBHIM BOMIPOCOM CTAHOBHTCA OIGHKA HAJIWUHS TP yCMOTPEHHBIX
3aKOHOJATENbCTBOM OCHOBaHMH 118 oOpabOTKM NEPCOHANBHEIX JAHHEIX, a B
Cllydasx, KOLAa OHH OTCYTCTBYIOT, — IOJYYCHHE COMIACHA CyOBEKTa NEPCOHANBHBIX
JaHHEIX Ha MX o0pabotky. IIpu sToMm cormacHo 3akony Ne 152-®D3 o6s3aHHOCTH
JIOKa3aTelbCTBa COMNIacHs cyObeKTa MepCOHANBHBIX JaHHBIX Ha UX 00pabGoTKy
BO3JIaracTcs Ha OepaTopa, T. €. Ha paborojarens.

Hecmotps Ha TO, 9TO B JAaHHOM KOMMCHTapHH PEUb MACT MCKIIOUUTCILHO O
3al{HTe MePCOHANbHBIX JaHHBX PaOOTHHKOB, HCOOXOAMMO OOpPAaTHTH BHMMaHHC Ha
TO, YIO 6 00pazoeamenvHOl OP2AHU3AUUN 00PAOAMBIGAIOMCA NEPCORATIbHbIE
OQREble 0BYHAIOWUXCA U UX poOumeneli, noIMOMy OP2AHUIAKUA NPEOSAP UM ETbHO
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00JIICHO noayxumb coznacue pooumeseii Ha 00pabomKy REPCOHAILHBIX OAHHbIX
ux camux u ux oemeil.

Cnenyer yaenwrs ocoboe BHUMaHHE MPOLEAYPE Iepc/ladM HCPCOHAJIBHBIX
J@HHEBIX TPETHUM NHI@aM. [l 370ro Heo6X0JHMO HalHyHe:

— OCHOBaHHMA JUIf TakoOd Iepesadd, MNPeayCMOTpeHHbIe deaepanbHRIMH
3aKOHAMH, WIH COIVIacHsA CYObeKTa HNEPCOHAIBHBIX [IAHHBIX, 3aKPEILUICHHOro,
HampuMep, B JIOrOBOPE Ha OKa3aHHE YCIIYT;

— JIOroBOpa C 3THM TPCTBHM JIMIIOM, CYHICCTBEHHRIM YCIOBHEM KOTOPOTO
JOJ/KHA OHITH OOA3aHHOCTE OOCCICUCHUA YKa3aHHBIM JIMIIOM KOH(UACHIIHATEHOCTH
M 6¢301aCHOCTH NEPCOHATBHEIX JAHHEIX MPU HX 00paboTke.

HeoGxomuMo oOueHb BHHMATENBHO HOJOHTH K BOOPOCY Pa3MEIICHHSA
HHGOpPMAIHH, COACpIKalleil MepCOHANBHEIC NaHHBIC HAa calre 00pa30BaTENIbHOMH
OpraHH3aIHH.

C yg9eToM BEIME H3JI0KEHHOTO MOJXKHO BBLACIUTH CIEAyIOIMe 00g3areibHbIe
STarkl paboTHI M0 3AIUTE TEPCOHAIBHBIX JAHHBIX PAOOTHHKOB:

1) onpeaenemme Bcex cHryaumi, korma Tpebyercs mposoaMTh 00paboTKy
NIEPCOHAIBHBIX JaHHBIX;

2) BHIENCHHE MPOLECCOB, B KOTOPHIX 006pabarbIBalOTCA MEPCOHANBHEIC
JTAHHHIE,

3) BHIOOp OrpaHHYECHHOIO HCJIA MPOLECCOB /U IPOBEACHHA aHAJIMTHKH
(HasToM orage (QopMupyercs [MepedeHb IMOJPA3felicHHii H  pabOTHHMKOB,
y4acTBYIOIIMX B 00GpafOTKe NIEPCOHANBHHIX JAHHBIX B pamKax cBoeil ciyxeOHol
JACATCNBHOCTH);

4) onpepeneHue Kpyra HHGOPMALMOHHBIX CHCTEM ¥ COBOKYNHOCTH
ob6pabaTsiBaeMbiX TEPCOHANBHBIX JAHHKIX;

5) npoBeAeHue KaTerOPHPOBAHKA MTEPCOHATBHBIX JAHHBIX H IIPEJBAPHTCIBHOH
KaccubuKayy HHGOPMAIFOHHBIX CHCTEM;

6) paspaboTka nakera OPraHM3alHOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB JUis
ofecriedcHusi 3aIMTHL TEPCOHAIBHBIX JAHHBIX (MOJIOJKCHHSA, IIPHKa3bl, aKTHI,
HHCTPYKIHH H T. I1.);

7) BHEAPeHHe cHCTEMEI obecredeHns GesomacHocTy HHpopMaImu.

CresioBaTenbHO,  3aiOMTa  [EPCOHANBHBIX  JIaHHBIX  PalGOTHHKOB B
o6pasoBaTenbHON OPraHU3ANMH, 110 CYTH, CBOJHTCA K CO3/1aHHIO pexuMa 06paboTku
NEPCOHANBHBIX JAHHBIX, BKIKOYAOIIETO!

— co3maHMe BHYTPCHHEH [OKyMEHTalMH IO paboTe ¢ IePCOHAIBHBIMH
JaHHEIMH;

— OpraHHU3aIMK CHCTEMBI 3aHIHTH ITePCOHAJIBHBIX IAHHBIX;

— BHEJPECHHME TeXHHIESCKHX Mep 3allUThHl MePCOHAIBHBIX JAHHBIX,

Hpanonoe peryiHpoBsaHnme BONIPpOCOB obecneueHnn 3AlIHTHI
NnepCoHANBHBLIX JAHHLIX paﬁOTHMKOB H2 JIOKAJIbHOM YPOBHE

B cootsercteuu co cr. 85 TK P® Kk mepcoHanbHLIM JaHHEIM DPabOTHHKA
OTHOCHTICA HMH(pOpMarHs, HeoOxoaHMas paboToAareilo B CBA3SH C TPY/AOBBIMH
OTHOIIEHUAMH M KacaloLascs KOHKPETHOTo pabOTHHKa.
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Bomnpoc o Tom, kakast HeoOxoiMas paboToaaresiio HHGOPMAITHS H3 KaTeropuu
MEPCOHAITBHEIX JAHHRIX PabOTHHKA HOMICKUT 3ammre, paborogarens HOMKEH
PELIHTH CAMOCTOATEIBHO € YICTOM JCHCTBYIOUIECTO 3aKOHOAATENBCTBA H ¢ yJacTHEM
caMHX pabOTHHKOB M MX NpEJCTABUTEIICH.

Cratpeii 87 TK P® npenycMoTpeHO, YTO NOPAIOK XPAHEHHUS U HCIOIB30BAHHA
HEePCOHANBHEIX JAaHHHX PabOTHHMKOB YCTaHaBIMBacTCs paboTojaTencM € YIeTOM
TpeboBannii TK P® u uHBIX QeaepanbHBEIX 32KOHOB, 4TO HOJPa3yMeBacT
peryiupoBaHHe NOpsAka oOpabGOTKM NEpCOHANBHEIX [JaHHBIX  pPabOTHUKOB
JIOKaNbHBIMH HOPMaTHBHEIMH ¥ HHBIMH aKTaMH.

OCHOBHBIM TaKHM JIOK&JIBHEIM HOPDMATHBHBEIM aKTOM JOKHO OBITH
Tonoxenue o 3alTe NEPCOHATBHBIX JAHHRIX PaOOTHHKOB, KOTOPOE MPHHHMAETCH C
V9ETOM MHCHHMS BEIGODHOIO OpraHa IEpBHYHOH NpodCOIO3HOH Oprasu3alMu
YUPEK/ICHHS B TIOPsiAIKE, HpeycMoTpeHHoM ct. 372 TK Pd.

JTOT JOKYMEHT Ompejesser. mopsiiok o6paboTkH NepCcOHANBHBIX JTAHHBIX
paboOTHHKOB; O0ecredeH e 3al(MTH MpaB ¥ cBOOO/ paGOTHHKOB NPH 06paboTke HX
HEPCOHANBHBIX JIAHHEIX; OTBETCTBCHHOCTE JIHII, HMCIOIMX JOCTYI K TEPCOHATbHEIM
JlAaHHBIM  pabOTHHUKOB, 3a HEBBIMOJIHEHHE MNPABOBBIX HOPM, PEryJHPYIOIHX
00paboTKy M 3aLIHTY HEPCOHANBHBIX JAHHBIX PaOOTHHKOB.

JIaHHEIH JJOKAIBHEIH HOPMATHBHEIH aKT ABIACTCA 00A3aTeIbHEIM, TOSTOMY €TI0
OTCYTCTBHE MOXKET OBITh KBAIM(HIIMPOBAHO rOCYJapCTBEHHEIM OPraHOM KOHTPOJIA H
HaJ[30pa Kak HapylieHHe paboToaTeleM TPYAOBOIO 3aKOHOJATEILCTBA.

Hapsay ¢ IlosoxeHHeM O 3aifUTe MEPCOHANBHBIX JAHHBIX PabOTHHKOB B
o0pa3oBaTebHOM  OPraHH3allHH  TaKXKe HeOOXOJHMO HalH4YHe CICAYIOUIHX
JIOKYMEHTOB:

— B HPONECCE MOMYYCHHS NEPCOHANBHBIX JAHHBIX — COTJlacHe paGOTHHKa Ha
T0JIy4eHue paboToAaTeNeM IEPCOHANIBHBIX JAHHBIX OT TPSTBHX JIMIL H YBEJOMICHHE
pabOTHHKA O TIOJIYYCHHH €ro EPCOHANBHBIX JaHHBIX OT TPETBUX JIMIT*;

— npu 006paboTKe NEPCOHaNBbHBIX [JaHHBIX — COrJIacHe pabOTHHKAa Ha
06paboTKy ero HepcOHATBHBIX AaHHBIX; IEPCOHAIBHBIX JAHHBIX PabOTHHKOB;

— TPH XPaHCHHH MEPCOHANBHBIX JAHHBIX — MPHKa3 00 YTBEPXJICHHH CIHCKa
UL, UMEIOUIMX JOCTYI K HEPCOHAIBHRIM JaHHHIM PabOTHHKOB, H 00f3aTEIBCTB O
HepPa3rIIalIeHHuH;

— NpH 1epejade NEPCOHATBHBIX JAHHKIX pabOTHHKOB — corjacHe paboTHHKA
Ha IIepeiady ero NepCOHATLHBIX JIAHHBIX TPETBHM JIMIAM.

Tockomky Ha paboromaTes BOIIOKEHa 00A3aHHOCTH COOIIIOJCHUA PEXUMA
KOHOHUICHIHATBHOCTH MEPCOHANBHHIX JAHHHIX, B LEJAX obecrmedeHHs ero
BBIHOJIHCHHS HEOOXOJHMO BECTH JKypPHAJBl y4YeTa II€PCOHAIBHBIX JaHHBIX, HX
BRUIATH M TIEPEJad APYrHM JIMIAM M NPEACTABHICIAM PA3IMYHEIX OpraHH3alui,
OpraHaM KOHTPOJISL M Ha/30Pa, HPABOOXPAHMTEIBHEIM OPraHaM, KOTOpHe ofecredaT
JIOKYMEHTATBHYIO (DUKCAIMIO BHYIPEHHETO H BHEUIHErO JOCTYNA K MEPCOHAIBHBIM
JIAHHBIM pabOTHHKOB.

B XKypuane yuera BHYTPEHHETO JOCTYINa K HEPCOHAIBHEIM JIAHHBIM (IOCTYNa
pabOTHUKOB OpraHM3allii K MEPCOHAIBHBIM JaHHBIM JIPYTHX PabOTHHKOB) cneayer
YKa3blBaTh TaKHE CBEJCHHS, KaK: JATHl BBLOAYH H BO3BPAaTa JOKYMEHTOB (JIMTIHBIX
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JIeJT); CPOK TMOJB30BaHUA; LIENH BHIIAYH;, HAHMEHOBAHHE BBIIABAEMBIX JOKYMEHTOB.
JIMio, KOTOpOE BO3BpAaINACT JOKYMEHT, COJEpXKalMH INEPCOHANbHBIC JAaHHKIE,
JIOJDKHO 00A3aTebHO NPHCYTCTBOBaThH NPH IPOBEPKE HANHYHA BCEX HMEHOIIHXCA
JIOKYMCHTOB IO OIHCH, €CIH BBIJaHHBIE JIOKYMEHTH COCTaBJCHBI Ooiee 4eM Ha
OJHOM JIHCTE.

JIuno, KoTOpOe MONYYAcT JHIHOE A0 APYroro pabOTHHKAa BO BPEMEHHOS
MOJIE30BAHHE, HE HMCET MpaBa JiefiaTh B HEM KakKHe-IHOO IOMETKHU, HCIIPaBICHHS,
BHOCHTE HOBBIC 3allHCH, H3BJICKaTh JOKYMEHTH H3 JIHYHOIO Jea HWIH MOMEIjars B
HEro HOBEIC.

TomuMO 3TOro HEOOXOAMMO BECTH XXypPHal ydeTa BBLJadH IEPCOHAIBHBIX
JlaHHBIX pabOTHHKOB OPraHH3alMAM H TOCY/JapCTBEHHBIM OpraHaM, B KOTOPOM
HeoOXO/MMO PErHCIPHPOBATh: MOCTYNMAKOIIHE 3alpPOCH, CBEACHHA O JHIE,
HAalpaBHBLICM 3aIpoC; AaTy NEPeiadH MEPCOHATBHLIX JaHHBIX HIH YBEIOMIECHHS 00
OTKa3¢ B HX MPEIOCTaBICHNH; KaKas MMCHHO HHbOPManua Gbiia nepeiaHa.

CHcTema ygera HepCOHANBHBIX JaHHEIX MOXKET NPEAyCMaTpHBaTh MPOBEACHHE
peryIsApHEIX IPOBEPOK HAIHYMA JOKYMEHTOB H JIDYTHX HOCHTEIEH HHGODMAaLHH,
COAepKalMX MEPCOHabHEIC JJAHHEIE PaOOTHHKOB, @ TAKXKE YCTaHaBIHBAaTh MOPAJIO0K
paboTe ¢ HuMH. B 310# cBA3H HEOOXOJHMO BEJICHHE )XypHalla MPOBEPOK HaaHIHA
JIOKYMEHTOB, CO/IEPIKAIHX IEPCOHANBHEIE IaHHEIE PabOTHHKOB,

TakuM o06pa3oM, pekomesjyercsi BeacHue B OV ClIeAyOIMHX YYETHHIX
JIOKYMCHTOB JBHXXCHHS [ICPCOHAJILHBIX IaHHBIX PaGOTHHKOB:

JKypHain ygera BHYTPCHHETO JOCTYNA K IEPCOHANBLHLIM JIAHHEIM PabOTHHKOB B
YIPEKICHHY;

XKypHan ydera BEIZa4H TEPCOHAIBHBIX JIaHHBIX DPabOTHHKOB YIPCKICHHS
OpraHM3atMsAM U I1ocy/apcTBeHHBIM opranaM (JKypHan ydeta BHEIDHEro JOCTyIa K
MePCOHaIBHBIM IAHHBIM PabOTHHKOB);

JKypHan npOBEpOK HalHIHA JOKYMEHTOB, COJEKAalllMX TNEPCOHAIBHBIE
JIaHHEIC PabOTHUKOB.

Kpome 1oro, mockoyieKy K METO/IaM H CHOCO0aM 3aliMTH HHbOpManum OT
HECAaHKITHOHHPOBAHEOTO JOCTYNa M OOeciicucHIs OC30MacHOCTH TEPCOHANBHBIX
JaHHBIX B HHGOPMAITHOHHBIX CHCTEMAaX OMPEACICHHOrO Kiiacca OTHOCHTCA YIeT BCEX
JAHHAEMEIX HOCHTENCH HHGOpPMaimu (C MOMOLIBI0 UX MApKHPOBKH H 3aHCCCHHS
YYeTHBIX JJAaHHEIX B XYpHalsl ydera), Heo6xouMo Taioke Bejenne XypHana yuera
NpYMEHAEMBIX paboTojaTesneM HocHTenel HEGopMatiuH.

Obs3annocTH paGoTonaTens mo oGecnmevuenHIo 3alUTHI TEPCOHATBLHBIX
JAHHBLIX paGoTHNKOB

B uensx obecreueHus npas u cBo6o/] 4€I0BEKA H IPaXKJaHHHa paboroaarens
d ero npeAcTaBHTENH IpH 06paboTke mnepcoHanbHEIX JaHHHX paboTHuka B
co0TBeTCTBHH cO ¢T. 86 TK P® obs3ane cobmogars HeoOXoauMuie TpeOOBaHHSA.
B cootBerctBuM co cr. 21 3akona Ne 152-®3 omeparop (pabGoromarens) Takxe
obs3aH:

1) ocymecTBHT: ONOKHPOBaHHC MNECPCOHANBHEIX JAHHBIX, OTHOCSINHXCS K
COOTBETCIBYIOIIEMY CYOBEKTY NEPCOHaJBHRIX JaHHBIX, ¢ MOMEHTa OOpaincHHs
cyObeKTa HEPCOHATBHBIX JAHHBIX HJH €ro 3aKOHHOTO MnpejcraBHTens mubo
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HONYYEeHHs 3anpoca YNOIHOMOYGHHOrO OpraHa [0 3aliuTe npaB CyOBEKTOB
IEPCOHANBHBIX JAHHHIX B CIy4ac BEIIBICHHS HEJOCTOBEPHEIX MNEPCOHAIBHEIX
JIAHHBIX HJIM HENPaBOMEPHBIX JEHCTBHE ¢ HHMH OIIEPAaTOpa Ha IIEPHOJ] MPOBEPKH.
B ciygae moarBepikaeHHMA (hakta HEJOCTOBEPHOCTH IEPCOHAIBHEIX JIAHHBIX
OIEpaToOpP Ha OCHOBAHHH JOKYMCHTOB, IIPEACTABICHHEIX CYOBEKTOM NEpPCOHANbHBIX
JIaHHBIX HIIH €r0 32KOHHBIM IPEJCTaBHTEICM THOO YITONHOMOYECHHEIM OPIaHOM Mo
3alATe NpaB CyOBEKTOB IICPCOHANBHMIX JAHHBIX, MWIH HHBEIX HCOOXOZMMBIX
JIOKyMEHTOB 0053aH YTOYHHTE NEPCOHATBHBIC JAHHBIC M CHATH HX OJIOKHPOBAHUE,

2) yCTPaHHUTB JIOIYLICHHLIC HAPYIICHHS B Cydae BBIABICHHS HEIPABOMEPHEIX
JIEHCTBHH C HNEPCOHANBHEIMM JaHHEIMH B CPOK, HE HPEBBINAIONIMI Tpex paboumx
JHEH C JaTe Takoro BHIABICHHA. B clydae HEBO3MOXKHOCTH YCTPaHEHHS
JOIYLEHHEIX HapylmleHHH B YKa3aHHBIH CPOK Oneparop 00s3aH YHHYTOXHTH
HEpCOHaNBHBIE JaHHBe. OO0 yCTpaHCHMM JIOUYHICHHBIX HAapylieHud wiM o006
YHHYTOXEHHU TEPCOHANBHEIX JAHHBIX ONepatop o0A3aH yBEAOMHTE CyObekTa
HEPCOHAIBHRIX JAHHBIX HJIH €r0 3aKOHHOTO IPEJCTaBUTENs, a B Cydae eciu
obpalmenue Wik 3anpoc ObUIKM HANPaBIEHH! YIIOJTHOMOYSHHBIM OPTaHOM TI0 3aIUTE
IpaB CyOBEKTOB MEPCOHAIBHBIX JAHHBIX — TAKKE YKa3aHHEIH OpraH;

3) HesaMeINMTeNbHO NPEKPaTHTh OOPabOTKY IEPCOHANBHBIX JAHHBIX U
YHHYTOXHTB HX B CPOK, HE IIPSBBIIANOMIMI TPeX pabouux JHEH C aThl JOCTHXCHHS
nen o6paboTKH, ecOM HHOE He NPEAyCMOTPEHO (e/epanbHBLIMEM 3aKOHAMM, W
yBEJOMUTB 00 3TOM CyObeKTa HEPCOHANBHBIX [aHHHIX MIH €ro 3aKOHHOrO
UpEACTaBUTEA, a B CIydae [OCTYIUIGHHA oOOpallieHMs WJIH 3anpoca  OT
YHOIHOMOYEHHOrO OpraHa IO 3aliMTe IpaB CyOBEKTOB NEPCOHANBHBIX JAAHHEIX —
TaK¥K€e YKa3aHHBIH Opras;

4) npekpatHTh 06pabOTKY IIEPCOHANBHEIX JaHHBIX U YHHYTOXKHTD UX, B CIIydae
OT3EIBa CYOBEKTOM IEPCOHAIBHEIX JAHHBIX COITIACHA HA MX 00paboTKy, B CPOK, He
APEBBIIAICIIAK TpeX paboumx AHEH ¢ AT MOCTYIUICHAS YKA3aHHOrO OT3HIBA, CCIIH
HHOE B¢ MpPEeJyCMOTPEHO COrJAICHHSM MeXTy OHepaTopoM H CyObeKToM
NEPCOHANIBHBIX JAaHHEIX. O0 YHUYTOXEHHY IIePCOHANBHBIX JaHHBIX ONepaTop o0s3aH
YBEJIOMUTH CyObeKTa MePCOHATBHBIX JAHHBIX.

HOPE)IOK Hepexaam paﬁoTonaTeJIeM NepCOHAIbHBIX TAHHBIX paﬁo‘mukon

[TepconansHEle faHHKE PabOTHHKA He MOTYT OBITH Iepenassl paboronareneM
TpeTbeH cropoHe. HexmioueHweM M3 JaHHOrO MNPABUIA ABISIOTCH CHEAYIONIHE
Clydau:

— BblJadya paGOTHUKOM IMCHMEHHOIO COITIACHS Ha Nepejiady HepCOHATBHBIX
JIaHHBIX TPEThEH CTOPOHES;

~ nepejada MEPCOHATBHEIX JAHHEIX DabOTHHKA B MENsiX HPELYIPEKICHUA
YI'PO3BL KH3HH M 30POBBIO CAMOT0 PabOTHHKA;

— JPYTHE CIIy4aH, YCTAHOBJICHHBIC GeACPAIBHBIM 3aKOHOM.

[lpu nepenage mepcoHanbHEIX JaHHBEIX pabOTHHKA paGoTomaTesnb TOKEH
cobmonare cuenymwouue obf3arenbabie TpeboBanns, npeaycMoTpennsie cr. 88 TK
Pd:
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— He coo0Iarh HEePCOHaNbHBIC JAaHHBIC pabOTHHKa TpeTheil cTopoHe 663
[HCHMCHHOTO comIacHs paboTHHMKa, 3a MCKIIOUCHHEM CIydJacB, KOria 5To
HEOOXOHMO B LEJIAX NPEAYNPSKIACHHSA YIPO3Hl KM3HH H 3A0DOBBIO pabOTHHKa, a
TaKkXe B APYrux ciaydasx, npegycmorpeHsbix TK P® unn veevu demepairbHbIMH
3aKOHAMH,

- paspellarth AOCTYI K NEPCOHANBHBIM JaHHEIM DPabOTHHKOB TONBKO
CIEIHANIEHO YIIOJTHOMOYCHHBIM JTHIIAM, TIPH 3TOM YKa3aHHHIE JIHIA JOIDKHE HMETh
MpaBoO MONYYaTh TOJBKO T IICPCOHANBHBIC JaHHEIE pPabOTHHKA, KOTODHIC
He06XOMMEI JUIs BHITOJHEHHS KOHKPETHRIX (hYHKIIHI;

— mepejaBaTh  [ICPCOHAIBHBIC  JaHHEIC  DabOTHMKA  OPEACTaBHTENAM
paboTHHKOB B nopsiake, yeranosieHHoM TK PO u manivMu deiepanbHEIME 3aKOHaAMH,
4 OrPaHHYHBaTh 3Ty HHOOPMALHIO TONBKO TEMH MEPCOHANLHEIMH JIaHHBIMM
pabGoTHHKA, KOTOPHIC HEOOXOMUMBI IS BHIIOTHEHHS YKa3aHHEIMH TIPEICTaBHTEIAMH
HX QYHKITHH.

IMockonbky ~ MEPCOHANBHEIC  JaHHEIE  OTHOCATCH K KaTerOpHM
KOHQUISHIMAIGHON HH(GOPMALMK, JMUA, MOJYYHBINME IEPCOHANBHEIC JaHHRIE
paboTHKKa Ha 33KOHHOM OCHOBAaHHMHM, 06A3aHBI HCIIONIB30BaTh MX HCKIIOYHTEIBHO B
HEJISX, KOTOPHIE 3asABSLINCh DY 3anpoce COOTBETCTBYIOMEH HEQOPMaNHH, a TakKe
HE pa3riaimaTe Takywo HHbOpManmio (MCKIIOUEHHS M3 JAaHHOTO IpaBuia
OTIPEAEIAOTCA TONBKO (eiepansHEIME 3aKOHAMH).

TonygarensaiMu nepcoHaIbHHX JaHHHEIX paGOTHHMKA Ha 33KOHHOM OCHOBaHHMH
SIBTISIOTCS:

1) opraHsl COLHATEHOIO CTPAXOBAHHUS, OPraHEl IEHCHOHHOrO oGecIedcH s, a
TaK)KE MHBIC OPraHbl, OPraHH3aIMH H rpaxgare (B coorBeTcTBHH ¢ DeaepansHEM
sakoHOM oT 16.07.1999 Ne 165-®3 «0O6 ocHOBax 00£3aTeNbHOIO COLUATIBLHOTO
CTPaxOBaHKsL», COMIACHO KOTOPOMY OTHOMICHHS 110 O0A3aTeNsHOMY COLMATbHOMY

CTPaXxOBAHHMIO BO3HHMKAOT y cTpaxoBarcas (paboTosatens) - mo BceM BHAaM
0653aT€IBHON0 COHAIBHOIO CTPAaXOBaHHA ¢ MOMCHTA 3aKIIOUCHHA C PabOTHHKOM
TPYJIOBOI'O JIOrOBOPA);

2) HanoroBele oprassl (B COOTBeTCTBHH co c¢r. 24 HanoroBoro kozxekca Pd,
BRICTYNass B Ka4eCTBE HAIOrOBOrO areHra pabOTHHKOB, HCYHCIAIOMEIO,
YAEPKMBAKOIIETO U3 CPEACTB, BHIIIAYHBACMBIX PaOOTHHKAM, H MEPSUHCISIONMETO B
610/pKeT COOTBETCTBYION[ME Hanoru, paborojgarens o0A3aH NpeJCTaBIATh B
HAJIOrOBEIH OPIaH IO MECTY CBOSro ydera JOKYMCHTHI, HCOOXOAHMSIE [UIS KOHTPOIIsS
33 IPABUIBHOCTHIO HCUHCIICHHA, YACPXKAHHS U MEPEIHCICHHS HAllOTOB);

3) opraHel TNPOKYpParyps H JPYFHE HPaBOOXPAHHTCIBHEIC — OPraHel
(B cooTBeTCTBHH €O CT. 23 3akoHa Ne 152-3 oM HMEIOT MpaBO 3anpalliMBaTh
uHpopmaimio y paborojarenelf B paMKax HNPOBEPKH JUIA PEINEHHSA BOmpoca O
B30y /icHUH: Jicna 00 aIMHHHCTPAaTHBHOM NPaBOHAPYIICHHWH; YTOJIOBHOIO [I€Na 110
NPH3HAKAM [PABOHAPYIIEHHH (TPecTYNneHUH), CBA3AHHBIX ¢ HADYUICHUEM IMpaB
CyOBEKTOB TIEPCOHANBHBIX JAHHEIX, B COOTBETCTBHH C II0IBEIOMCTBEHHOCTEIO);

4) depepanbHas uHCHeKims TpyAa (B coorBercTBEH co cr. 357 TK Pd
rOCYJapPCTBCHHBIC HHCIICKTOPH TPY/ia HPH OCYINECTBICHHH HA30PHO-KOHTPOILHOH
JIESTEIBHOCTH MMCIOT [PaBo 3ampammmBath y paboTogareneii m 6e3Bo3Me3mHO
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HOIydaTh OT HHUX JOKYMEHTH H HHGOPMAIMio, HEOOXOIUMYIO JUIfl BHITOTHEHHSL
HA[30PHBIX M KOHTPOJNBHBIX (yHKUHME, BKIWOYas [CPCOHATBHEIE /IAHHEIC
pabGOTHHKOB);

5) npodeccroHanbHEE COKO3BI (B COOTBETCTBHH ¢ DejlepanbHbiM 3aKOHOM OT
12.01.1996 Ne 10-®3 «O mpodeccHOHATBHBIX COM03aX, HX MPaBax H TapaHTHAX
JesrensHocTH» H TK PO npodcoro3st HMEIOT paBo Ha nojydeHHe HHpopMaluu or
paborosaTencii MO CONMAIBHO-TPY/AOBEIM BOIPOCaM IS OCYHICCTBICHHS CBOCH
YCTaBHOH JeATEIBHOCTH, 2 TAKXKE Ha OCYIICCTBICHHE OOINECTBEHHOr0 KOHTPOJSA 34
co0II0ICHHEM paboTomareisaMu, JIOIIKHOCTHRIMKA TTHHAMA TPYZAOBOTO
3aKOHOJATCILCTRA),

6) IpyrHe oOpraHel M OpFaHM3allMH B ClIy4asdx, [PeIyCMOTPEHHEIX
benepanbHEIM 3aKOHOM.

IlpaBa u o6s3annocTH paGoTHNKOB, CBA3aHHbIE ¢ 06paGoTKOH H 3auMTOH
HX NEePCOHATBLHbLIX JaHHBIX

B coorBerctBuu ¢ 1. § cT. 86 TK P® paGoTHHKH M HX NPEACTABHTENH [OTKHEL
OBITE O3HAKOMJICHHI IIOJ POCIIHCH ¢ JOKYMCHTaMHM, YCTaHABIMBAIOIIMMY IIOPSIOK
00paboTKH M 3aIMUTH ICPCOHAIBHBIX JAHHEIX, a TAKXKe MX IPaBa M OOA3aHHOCTH B
310 obnactu. PabotHukH B coorBercTBHH 0 cT. 89 TK P® mmMeror npaso:

— Ha MOJIHYI0 HEGOPMAIIHIO 0 CBOMX NEPCOHAIBHEIX JaHHKIX B 00paboTke 3THX
JIaHHEIX;

— Ha CBOOOAHEIN OCCIUIATHEIH MOCTYH K CBOMM IIEPCOHATBHEIM JaHHBIM,
BKJIIOYas [IPaBO Ha MOJMy4YCHHE KO K000 3alMCH, COJCPKAIICH IepCOHANBHbBIC
JlaHHBIe PabOTHMKA, 32 HCKIIOYCHHCM CIydacB, NPEIyCMOTPCHHBIX (eaepansHeM
3AKOHOM;

— Ha OIpeJencHHE CBOMX IPEACTaBHTENCH [If 3alMTH IIEPCOHANBHBIX
J\QHHEIX;

— Ha JOCTYNl K OTHOCSIIMMCS K HHM MEJWIIMHCKHM JaHHBIM C ITOMOILBIO
MEJHUHHCKOTO CIICLHATINCTA TIO0 UX BEIGODY;

— Ha TpeOoBaHHKE 00 HCKIHOUCHUH MM HCIPABICHHH HCBEPHBIX MM HETIOIHBIX
1ICPCOHANBHBIX JIaHHEIX, @ TaKkKE [aHHBIX, OOpaboTaHHBIX C HapYIICHHEM
1peboBannit TK P® unu wsoro deaepansHoro 3akona. IIpu oTkase paGoromarens
HCKUTIOUHMTh MIIH HMCHPABHTH IEPCOHANBHEC JAHHBIC PAbOTHHKA OH HMECT NpaBo
3a8BHTH B NHCBMEHHOH ¢opMme paboTomarenrc O CBOGM HECOITIACHH ¢
COOTBETCTBYIOMIMM OOGOCHOBAaHMEM TaKoro Hecornacusa. IlepcoHanbHEIE JaHHBIE
OLIEHOYHOro XapakTepa pabOTHHK HMeeT I[IpaBo0 [JOTOJHUTH 3asiBICHHEM,
BLIPKAIOIIHM €r0 COOCTBCHHYIO TOUKY 3pEHMA;

— Ha TpeboBaHMe 00 M3BeuieHMH paboromareneM BCeX JiMl, KOTODHIM paHee
6bLIH COOOINCHBI HEBEPHBIC HIH HEIOJIHEIC MePCOHaNbHbIe JaHHEe paboTHHKA, 060
BCEX HPOU3BE/JICHHEIX B HUX HCKIIOYCHMAX, HCIPABICHUAX MM JIOTIOTHEHHSAX ;

-~ Ha 00XKaJIoBaHue B Cy/ NOOBIX HENPABOMEPHEIX JCHCTBHMIT Uy Oe3eiCTBus
paboroaartens npu o6paboTKE H 3aHIMTE €r0 MEPCOHANBHBIX JAHHBIX.

PaboTHuKH 00si3aHEI B pasyMHEBIH cpok MHGbOpMHpOBaTh paborogarens o6
H3IMCHCHHM MTEPCOHAIBHBIX JAHHBIX.
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OTBETCTBEHHOCTH 32 HapylieHne TpeGoBaHMii No 3aliHTe MePCOHATLHLIX
JAaHHbIX

B coorsercTBHH €O ¢T. 24 IMIfa, BHHOBHBIC B HapylieHHH TpeOOBaHUH 3TOTO
QeepaIbHOTO  32KOHA, HECYT IPAKAAHCKYIO, YFOJOBHYIO, aIMHHHCTPATHBHYIO,
JUCHHMIUIMHAPHYI0 H HHYI0 HPESAYCMOTPEHHYIO 3aKOHOJaTelbcTBOM Poccuiickoi
(e iepaiy OTBETCTBEHHOCTH 3akoHa Ne 152-D3.

Hencnonuenue tpeGopanuii 3akoHa Ne 152-®03 onepatopamm 6a3 ZaHHEIX
MOJXET MOBJIEYR;

~ FpaxJaHCKUE HCKH CO CTOPOHEI PaGOTHHKOB;

— peIyTAIMOHHEIS PHCKH;

—~ NIPHOCTZHOBIICHHE IWIH MPEKpalieHue oO6pabOTKH MEPCOHANBHEIX JAHHEIX,
OCYHIECTBISEMOH ¢ HapyrmeHHeM Tpeboantii 3akora Ne 152-03;

— HANpaBICHUE B OPraHH IIPOKYPaTypel, APYrHe MPaBOOXPAHHTECILHEIC
OpraHBl MaTepHaioB Jis PCUICHUS BOIPOCa O BO3OYXIEHMH YrOIOBHBIX A€l HO
OpH3HAKaM INPECTYIUICHHH, CBSA328HHBIX C HapyHICHHCM IpaB  CyOBEKTOB
[ePCOHATBHBIX JAHHBIX;

— MPUBJICYCHHE K aJMMHHCTPATHBHOH H YTOJOBHOH OTBETCTBEHHOCTH IIHII,
BHHOBHBEIX B HADYIICHHH COOTBCICTBYIOIHX CTaTeH YrojnoBHOro kojekca PP u
Konekca PO 06 afMHEHCTPAaTHBHEIX HPaBOHAPYNICHUAX.

B coorsercteum co ¢T. 90 TK P®, ycraHaBiuBarolne# OTBETCTBEHHOCTH 3a
HapylIeHHEe HOPM, PEryJHpyiomux o0paboTKy M 3aHIMTy NMEPCOHANBHEIX JAHHBIX
pa0OTHHK2, BHHOBHBIC B 3TOM JIMIHA NPHBICKAIOTCH K JUCUHIUTHHApPHOH,
MATEpHANBLHOM,  IPAKIAHCKO-IIPABOBOH,  aAMHMHHCTPATHBHOH W  YTOJOBHOH
OTBETCTBEHHOCTH B Topsyike, ycTaHoBiacHHOM TK P® u mammu deaeparsHeIME
3aKOHaMH.

Tak, k pabOTHHKY, OTBEJAIOHICMY 33 XPAHEHHE NIEPCOHATILHEIX JAHHHIX B CHIIY
ero TpylaoBhix oOs3aHHOCTEH, paboTofaTens BIIPaBC NPHMEHHTH OJHO U3
JUCIOMIDTHHAPHEIX B3BICKaHMH, npeaycmorpeHHsix cr. 192 TK Pd (3amedanme,
BEIT'OBOP, YBOJIbHCHHUE).

PaGorofarens MOXET pacTOPrHYTh TPYJAOBOH JOrOBOp IO CBOCH HHHIHATHBE
mo moan. "B" 1. 6 4. 1 ¢r. 81 TK Pd npu pasrnauierun paGoTHHKOM OXpaHseMOi
3aKOHOM TalHE! (FOCYJapCTBCHHOMH, .KOMMEPUECKOH, CIIy)keOHOH M HHOH), CTaBIICH
H3BeCTHOM PabOTHHKY B CBA3H C HCIOJHCHHUEM HM TPYJIOBHIX 0OS3aHHOCTEH, B T. 4. B
Clly4ae pasrialieHus HePCOHANLHBIX JAHHBIX JPYroro paboTHHKA.

TTomumo 3TOro paboTHHKH, BUHOBHBIC B HAPYHICHHH HOPM, PCTYIHPYIOLIMX
noay4eHre, 00paboTKy U 3aUMTY NePCOHANBHBIX JAHHBIX, MOTYT OBITh NIPHBICIEHE!
K MaTepHaJIbHOH ¥ yroJI0BHOH OTBETCTBEHHOCTH.

CucTeMa TOCYAApCTBEHHOTO Haj3epa H KOHTpoas B of1acTH
NepPCOHATBHBIX JAHHBIX

CuHcTeMa rocy/IapCTBEHHOTO HaJ30pa H KOHTPOIA B 00nacTH NMEPCOHAIBHEIX
JIAHHBIX CTPOMTCA Ha (PYyHKIMOHHDOBAHHH TPEX DPEryjfTOPOB, OTBCTCTBEHHBIX 3a
OIpeeICHHEE 00IaCTH JCATENEHOCTH B Chepe MEePCORANLHBIX JaHHBIX.
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OCHOBHBIM  DETyJSTOPOM, OCYUICCTBISIOMMM KOHTIPOJAb M HAI30p 3a
COOTBETCTBHEM OOPabOTKH EPCOHAIBHBIX JAHHBIX TPCOOBAHHAM 3aKOHOJATCIILCTBA
P® B oTO# 06naCTH, ABIAETCA YHOIHOMOUYCHHBIH OPraH 110 3aIHMTE NpaB CYOBEKTOB
epCOHANBHEIX JaHHeIX — DenmepanbHan cayxba mo magsopy B cdepe cBssm,
HHQOPMALHOHHEIX TEXHOJNOTHH M MacCOBHIX KOMMyHukaum¥ (PockoMHamzop),
TEPPHTOPHAIIBHBIE OPraHbl KOTOPOH JICHCTBYWT B KaxjgoM cyOnrekre P®. 3ona
OTBETCTBEHHOCTH H OOJI4CTh MPOBEPOK ITOTO PEryisropa — BCE OPraHU3AIHOHHBIC
MCPONIPUATHS, BKIIOYas akT kjaccuMKalv¥d  HMHPOPMAIMOHHBIX  CHCTEM
UEPCOHANBHBIX JaHHBIX. [IpaBa ¥ 00f3aHHOCTH 3TOr0 YITOJHOMOYCHHOrO OpraHa
YCTaHaBJIHBAKOTCS MOJIOKCHUEM O HEM B COOTBETCTBHH cO CT. 23 3akoHa Ne 152-®3.

BTOpEIM  perynstopoM, KOHTPONHMPYIOIIMM  OCYINSCTBICHHE MeEp @O
TEXHHYECKOH 3alHuTe HHGOPMAIMOHHBIX CHCTEM 0OpaboOTKU MePCOHANBHBIX J[AHHEIX,
ssagercs PeaepanbHast coyxba MO TEXHHYSCKOMY H ODKCTIOPTHOMY KOHTPOIIO
(PCTIK) u ec rteppuropuanskeic oprausi. Chepa OTBETCTBEHHOCTH H 067IaCTh
UPOBEPOK — TEXHHUYECKHE CPEACTBA 3alIMTH HHPOPMALMM, MCIOIB3YIOHIHS
HEKPHITOrpagUYESCKHUE METO (B H CIOCOOBI AL TH EPCOHANIBHBIX JAHHBIX.

TpersuM perynsropoM sBisgercs (eICpalbHBIE OpraH HMCIOJIHUTEIBHOM
BJIACTH, YNOJIHOMOYCHHKH B obnacTd obecnicuerus Oe3omacsoctd, — MeepanbHas
ciyxba GesonmacHoctu PO (OCBH Poccuu), xoTopast ycTaHABIMBAe€T OCOOEHHOCTH
pa3spaboTKH, MPOU3BOJACTBA, pCATM3ANMH H  OKCIUIyaTamdH  HM(pPOBAIBHEIX
(kpuITOrpadUUCCKHX) CPEACTB 3aMHTH HHOOPMALMH H NPEAOCTABIEHHA YCIYT 1O
nHGPOBABKIO HEPCOHANBHBIX JAHHBIX NMPH HX 00paboTke B HHGOPMANMOHHBIX
CHCTEMaX H OCYIIECTBIIACT KOHTPOJIb B 3TOH 00J1acTH.

Kpome Toro, ciegyer uMeTh B BHAY, 9TO B COOTBETCTBHM co CT. 354 TK Pd
@ecacpanbHas HHCHCKIHS — TPyJAa, COCTOAmas M3  (efepanbHOro  opraHa
HCIIONIHMTEILHOH BIIACTH H €r0 TePPHTOPHANBHBIX OPraHOB (rOCYIapCTBEHHBIX
WHCICKHMH Tpy/Ja), SABJSCTCS YHOJHOMOYCHHBIM OPraHoM Ha ITPOBCACHHC
YOCYJApCTBEHHOTO  HAJ[30pa M KOHTPOIA 33  COOMIOJEHMEM  TPYAOBOTO
33KOHOZATENhCTBA H HMHBIX HOPMATHBHBIX IPABOBHIX AKTOB, COACPIKAIIMX HOPMEL
TPYJOBOTO Mpapa, B T. 4. M II0 BONMPOCaM 3all[HTH MEPCOHAIBHBIX JAaHHBIX
PaOOTHHKOB.

TakuMm o0pa3oM, Tema 3alMTHl NEPCOHANBHEIX JAHHBIX  CyOBEKTOB
00pa3oBaTenbHOrO IpoLecca B HACTOAINGE BPEMA OCOOCHHO aKTyaldbHa, TaK Kak
AKTHBHOE HCIOJB30BAHHUE CPEICTB KOMIBIOTEPHOH TEXHHKH ¥ WH(OPMAIiHOHHO-
00pabaTHBalOIMNX TEXHOJNOTHH, a TAlOKe YBEIHIHMBAIOUIMICA OO0BEM MAaCCHBOB
uHGOpMallHK BBI3BIBACT MOSBACHHE HOBHIX NPABOBEIX IpobieM, TpeOyrommx or
06pa3oBaTeIbHOH OPraHH3alHH IPUHATHA 3JIEKBATHEIX MEP pearupOBaHHUA.
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Opranu3anust aHTHBHPYCHOMH 3aINHTHI KOMIILIOTEPOR H MOOHILHBIX
YCTPOJHCTB ceTH 06pa30BaTe/IbHOTO YUpeKAeHHs (OpraHH3alHu)

Jns nroboro akTHBHOrO nonb3oBarelsl cetd VIHrepHer Bompoc o 3amure M
6e30MacHOCTH JNEKTPOHHOH HHOpMalHH CTOMT Ha IEepBOM MecTe H oboe
ofpazoBaTesibHOEC YIPOXKJACHHE HE HCKIIOUeHHE. Bce, 910 COJEpKHICA Ha
KOMITBIOTEPAX, IUIaHIICTaX HIIH MOOMIBHEIX YCTPOHCTBaX MOXET OBITh YKPAJICHHBIM
H YAAICHHEIM PazIMYHBIMH BPEJOHOCHEIMH IPOrPaMMaMH B CYHTAHHEIE CEKYH/IHL
PaccMOTPHM OCHOBHBIE BH/IB BPEJOHOCHHIX HPOIPAMM.

KoMrbrorepHEle BEPYCH — 3TO BPEHROHOCHBIH KOJ{ WIM BHJ KOMIIBIOTCPHBIX
OporpamMM, KOTOPBHIH HanpaBieH Ha TO, YTOOB HAaHEeCTH BPEJ KOMIBIOTEDY
[OJI30BATENA, HOXUTHTH WIH YAIUTh ero HEGOpManuio aubo yAanéHHO YIPaBIATh
KOMIIBIOTEPOM B KOPHICTHHIX weasix. TakuMm ofpas3oM, mo0ast M3 HEepeqHCIICHHBIX
Hedaedl BHPYca — HAHECTH CYHICCTBEHHLIH YPOH KOMIIBIOTEDY M Mapalu30BaTh €ro
pabory.

KoMHOBIOTCpPHBIH 9€pBb — 3TO BPEHOHOCHBIC MPOrPaMMEI, KOTOPBIE CHOCOGHBI
BOCHPOH3BO/HTH ce0si Ha KOMIBIOTEpax HiH Yepe3 koMnbloTepHbie ceTd. [Ipu stom
[0/1b30BATEIb HE [T0I03PEBaET O 3aPaKECHHH CBOCTO KOMIIbIOTEPa. Tak Kak KaxJas
TIOCIEAYIOINasl KONMHA BHPYCa WM KOMIIBIOTEPHOIO 4YepBf TakkKe CHOCOOHa K
€aMOBOCIIPOH3BE/ICHHIO, 3APAXECHHE PAcHpOCTpaHseTcs odeHb ObicTpo. CymiecTByer
OYECHb MHOTO PA3IUIHEIX THIOB KOMIBIOTCPHBIX BHPYCOB H KOMIBIOTEPHBIX YepBei,
6OIIBIMHECTBO KOTOPHIX 00I1a/Ial0T BEICOKOH CIIOCOOHOCTEIO K Pa3pyHICHHIO.

Vi3BecTHBIM BHIOM BPEIOHOCHHIX BHPYCHHIX IPOTpaMM SBISIOTCS «TPOSHBI».
TposiHCKHE NMPOrpaMMBl, KaK IIPaBHIIO, MACKHPYKTCA HOA Ge3Bpe/iHbIe MPOTPAMMBL,
qTo0BI CIPOBOIMPOBATH M0b30BaTEId HX 3aIlyCTHTh. KOHCYHOH HENb TPOSHCKOH
OpOrpaMMbl  SIBJSICTCA HAHECEHHE BpEJa KOMIBIOTEPY MOJb30BaTeNs, KaK B
KOPBICTHHIX, TaK M OCCKOPHICTHHIX neisix. ECTh Takke «TpOSHED», LETh KOTOPHIX
crepeTh HEGOPMAIIHIO Ha JKECTKOM JHCKE KOMITBIOTEPA, TO €CTh, BCC BAIIH JAHHBIC!
MY3BIKY, JOKYMCHTH!, (HIbME, QoTorpaduu — BCE 3TO yJaIMTECA H BOCCTAHOBUTD
ux Oyjmer MpakTHYECKH HeBO3MOXKHO. EINE oy BHI «TPOSHOB» — 3TO XHIICHHE
COXPaHEHHHX Ha KOMIIBIOTEPE MHapQueld B Pa3NHYHEIX NPOrpaMMax, 4aimie BCEro
XHIUICHHE TMapone#l MNPOHCXOAMT W3 OpaysepoB, TakuM o6pasoM, ecid 3710
MPOH30HAET, TO BhI HOTEPSETE JIOCTYH K CBOEH 3JIEKTPOHHOM [fOYTE, COIHAILHBIM
cemTsiM M ApYrMM akkayHTaM. Hy H mocnemnMi pacnpOCTpaHSHHEIH BHJ TPOSHCKHX
IpOrpaMM — KOTOpEIE ONOKHDPYIOT paboTy KOMIBIOTEpa € LEABIO MONYICHHS
JICHEXHBIX CPEACTB 3a pastIoKHpoBKY. MIHEIMM CII0BaMH, BEL BKIKOYAETE KOMIIBIOTED
H Yy Bac MOABIACTCSH OKHO OIOKHPOBKH, C TPEOOBaHHEM ICPEIHCINTD OLPE/ICIEHHYIO
CYMMY JICHSXKHBIX CPEJICTB JUI pa30IOKHPOBaHHS KOMIIBIOTEDA.

TomuMo 31010, €cTh eIIE GONBIIOE KOTHIECTBO BH/IOB BPEIOHOCHBIX 00BEKTOB,
KOTOpBIE BPS/IAT KOMIBIOTEPY, HO Ha HHX MOAPOGHO MBI OCTaHABIMBATECH HE Oy/IeM,
MOXHO IOCMOTPETh HX MEPEUEHb H OCHOBHBIC XapaKTEPHCTUKH B NPHIOKEHUH. ME
OCTAaHOBHJIHCH TOJBKO Ha TEX, KOTOPHE PEATIBHO ABIAKOTCSA yrpoO30H Ui IIKOJIBHEIX
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koMipioTepoB. CremoBaTensHO, HEOOXOAMMO NPEAYCMOTPETh CIIOCOOBI 3aIlMTEHL.
TaxuM cr1ocoboM ABIACTCA AaHTHBHPYCHAS IIPOrPaMMa.

AHTHBHpYCHas nporpamMMa (QHTHBHPYC) — 3TO CICLHAJIBHAA IIPOrpaMMa is
OOHapy»X€HHA KOMIBIOTEDHBIX BHPYCOB, 2 TaKKE HEKEJATCNIbHBIX IPOrpamm,
yMEroIasi BOCCTaHABIMBATH (JI€UMTh) 3apaxKeHHse mporpaMMel M (aiiner. Hoeie
CHCTEMBI OOHAPYXCHUS COBPEMEHHHIX aHTHBHPYCOB OBICTPO HPEIOTBPAINAOT
3apakeHHe (GaiIoB MM ONEPALHOHHON CHCTEMH! BPEIOHOCHBIM KOZOM.

Kpome 3aiTs!l KOMNBIOTEPa OT BHPYCOB H TPOSHCKHX IIPOIPaMM, aHTHBHPYC
TAKKE MOXET KOHTPOJMpPOBaTh HOCCHIAEMBIC BaMM CalThl, B IIEPBYIO OUepenb
GIOKHPOBATH T€ PECYPCHI, KOTOPHIC CIIOCOOHE! HAHECTH YPOH BallleMy KOMITBIOTEDY,
HOTIPOCTY 3TO T€ CaHTHl, HA KOTOPHIX ¢CTh BHpYCH. KpoMe TOro, aHTHBHPYCH MOTYT
6n0okMpoBaTh pEKIaMy Ha calTax, a TaloKe BCIUIBIBAIOMIME OaHHEPH, YTO
JEeHCTBHUTEIBHO OYEHB [IOJIE3HO.

Henmp3st He OTMETHTH Takylo HOMOIHUTENbHYK GYHKIHIO, B HEKOTODPBIX
AHTHBHPYCAX, KaK «DOJHTENbCKHI KOHTPONb». /laHHas QyHKIHA Ape/HasHadeHa A/
TOrO, YTOOBl 3AINMUTHTH JCTEH OT MOCCHICHHS HEXKEJAaTCIBHEIX PECYPCOB B
WHrepHeTe, H MO CYTH BBEIIONHSACT (YHKIIMM KOHTCHTHOTO (QHIBTPa, ¢ JOBOIBHO
I'HOKHMH HACTPOHKaMH.

3apa3suTeCA BUPYCHOH IPOrpaMMOil MOXKHO TOJIBKO H3BHE, TO €CTh, CaM I0 cebe
BHPYC B KOMITBIOTEPE NOABHUTECA He MOxeT. CyIecTByer [Ba BapMaHTa 3aPaXKCHHUA
KOMIIBIOTEPa BHUpycaMH: depe3 HMHTepHeT MM uepe3 chbEMHBIH HOCHTENb. Hepes
WHTepHeT Ball KOMIIBIOTED MOJKET 3apa3HThCS BHPYCOM MpPH CKaYMBAHHH KaKHX-
160 (aknoB MK Ke IPH NOCCUICHHH BPESAOHOCHBIX caiToB. UTo Kacaercs ChbEMHBIX
HOCHMTEIIEH, TO IIPHMEPOM TaKuX HocuTenel smisores dauemky win CD/DVD awckw,
KOr/la OHH OBUIM 3allHCaHBl Ha WHQMIUPOBAHHOM KOMIIBIOTEPE H  IyTEM
KOIMPOBAHMS HJIM 3allycKa BUpPyCa IIEPEMECTHIMCh Ha Balll KOMIIBIOTEP.
AHTHBHPYCHas IIporpaMMa B OOOMX STHMX CIyYasX 3all[MIHaeT KOMIBIOTEp OT
HOUAAAHUA BHPYCOB U3BHE.

Cerous Ha pHIHKE aHTHBHPYCHBIX HPOrpaMM COCPEAOTOICH OONBIIOH CHEKTp
AHTHBHPYCOB: OT CaMBIX IPOCTEIX — OECIIIATHEIX, O MOIIHBIX — KOMIUIEKCHEIX, IJIe
HCIIOIB3YIOTCA JIYYHIME TEXHOJOrMM OE30IaCHOCTH JJs 3alIMTRl Pa3HOr0 BHAR
ycrporictB. Kakod BeIOpars aHTHBMpYC Ais 00pa3oBaTelbHOH OpraHuzanuu?
[Mpexyie Bcero, TakoH, KOTOPHIH 00ECHEIHT NMONHBIH KOMIIGKC 3aLIHTHI C yHeTOM
ocoberrocTed H norpebuocrer Bawed wkonel. [TosroMy, kakoH HMeHHO BHIOpaTh
AHTHBHPYC — pemiath Bam. MEI ke, B CBOIO odepe/b, JajHM BaM KDHTEPHH JUIA
BbIOOpa AHTHBHPYCHOH NPOTrpaMMbl M IIEPEYHCIMM Haubosiee NOMYIAPHBIE M3 HHX,
KOTOPBIE JOCTOHHEI BAIISIO BHUMAHHS.

Mapafite paccMOTpHM OGYHKIMM aHTHBHDYCa, KOTOPHC HEOOXOAMMEI Ui
H/\EKHOH 3alMTHl KOMIBIOTEPA, B IIOPAJIKE BAKHOCTH:

AHTHBHPYCHBII MOHHTOD NPOU3BOAMT MOHMTOpMHr ¢aiiioB M namok ¢
KOTOPBIMH BBl pa0oTaeTe, AIA MPOBEPKH HX HA HAIIMYME BUPYCOB.

CxaHep — 3T0 GyHKIHSA, KOTOpast OCYLIECTBASET CKAHHPOBAHHE HECTKOTO JIHCKA
M OILCPATHBHON NMAaMsTH, Ha Hauu4ue BUPYcoB. Odenb monesHas GYHKIMSI 9ro0bl

31




[IPOBEPUTH, MMOJO3PHTCIBHEIE H IMOTCHIMAILHO ONacHEe ¢aHnel Ha BameM
KOMITBIOTEPE, OCOOCHHO IMONE3CH CKAHED A IPOBEPKH CMEHHEIX HOCHTEICH.

Camoszanmra antuBupyca. QyHKIMSA caMO3aUIMTH aHTHBHPYCA HaIpaBiIcHa Ha
TO, 9TOGK AHTHBHPYC MOT' CaMOCTOATEIBHO 3aIHTHTE Ce0st OT BO3ICHCTBHS BHPYCOB.
CyuecTByOT BHPYCHI, KOTOpPSIE HBITAIOTCA OTKIIOYMTh KaK HEKOTOPHE (QyHKiHH
aHTHBHpYCa, TaK ¥ IPCAOTBPATHTH €ro pabory B LEnoMm, 9T00bl OH HE Mean
PacIpoCTPaHATCS BHPYCaM IIO0 BCEMY KOMIIBIOTEPY, HMEHHO /UIA 3TOr0 ¥ HYXHa
bYHKIHS caMO3AIUTHL.

Konrpons akruBHOCTH nporpamM. JJaHHas QyHKIHS aHTHBHpYCa HampaBieHa
Ha TO, 9TOGE KOHTPOJIHPOBath paboTy nporpamm. B ciyaae, eciu nporpamma 6yaer
3apa)kcHa BUPYCOM, TO OH HA4HET BHOCHTH H3MCHCHMA B ¢& paboTy, 4TO JODKCH
cpa3y oGHapyKUTh JAHHEIH KOHTPOJIb AHTHBHPYCA.

CereBoii  KOHTpPOIb H BeO-aHTHBHPYC. OTH KOMIIOHCHTHI aHTHBHpYcCa
obecreamparor  GesomacHocTs  paboret B HMureprere. CereBodl  KOHTPONIE
KOHTPOJMPYEST CETCBYK) aKTHBHOCTH, a BeG-antnBHpyc mposepser HTTP-rpadmuk,
6n0kupys yrpoxatomHe 0e30MacHOCTH KOMITBIOTEPa CKPHIITH Pa3MEIEHHEIE Ha
caHTax.

IMocrosHHOe OGHOBICHHE aHTUBHPYCHBIX 0a3. OueHs BakHOM /U HAXEXKHOH
3AIMTHl  AHTHBHPYCa  ABIACTCA  BO3MOXKHOCTL  IIOCTOSHHOrO  OOHOBICHHSA
aHTHBHPYCHBIX 6a3. AHTHBHPYCHBIE 623kl — 3TO CBOSTO POJa 3HAHHS O BEPYCaX H HX
OCOOEHHOCTSX, KOTOPHIC aHTHBHPYC HCHONB3yeT Jis  OOHapyXeHHs H
IPEIOTBPAILICHASA BUPYCOB. BBHY TOr0, 9TO HOBEIC BUDPYCHI IIOSBIBIIOTCS YyTh 1M HE
KaxAbli JicHb, pa3pabOTYMKM aHTHBHPYCOB, IIPH ODHapyKCHHH HOBOTO BHpYca,
JOIDKHBL OOYy4HTh CBOM HPOAYKTH, KOTODHIC YCTAHOBICHEL y MOJb3OBaTencH,
3HaHUAM 00 HX OOHapyKeHHH W YCTPaHCHHH. TakuM 00pa3oM, €CIIH BbI XOTHTE,
4TOGK Ball AaHTUBHPYC 3alllHINA] KOMITLIOTEp HE TOJNBKO OT H3BECTHBIX CTaphixX
BHPYCOB, HO ¥ OT HOBBIX, OOHOBJICHHR JIOJDKHEI OBITH PETYJIS PHEIMH.

Huskoe pecypconorpebnenue. OmHa H3 mnpo0ineM MHOTHX aHTHBHPYCOB —
Honpwoe pecypcomorpebnerve. Ilpy BEHIOOpe aHTHBHPYCHOTO HNPOYPaMMHOIO
obeciicuenus crapadTecs BHIOpaTh Takod DPOIYKT, KOTOpEI He OyAeT cHIBHO
HarpyXxaTh CHCTEMY, Tak KaK B IPOTHBHOM ciIydae paboTaTh 3a TAKUM KOMITBIOTEPOM
WM HOyTOyKoM OyeT oueHbs HeKOMMOPTHO.

Pemyrauust ¥ HONYNAPHOCTE AaHTHBHPYCA — OYCHb BaXHHIH (akrop, KOTOpHIA
Heobxo MO GpaTh BO BHHMAaHHE IPH BHIOOpPES aHTHBHpPYCHOH mporpammer. Hem
[IOIIyAApHEE aHTHBHPYC, TEM COOTBETCTBEHHO H Ooxnpmie MHOJB30BaTeneH ero
HCMOMB3YIOT, a C€Tano OBITh, BPAA JH OONBIIOE KOJNHYECTBO JHOJAECH OYyAyT
UCIONB30BaTh HCHAIEKHEIH aHTHBHPYC.

Kaxei#i ¥3 Hac NMOHHMAeT, 9TO IUIATHAs MPOAYKIHS BCErJa HMeEeT JydHIce
KavuecTBo, Hexenn Ocecratras. [logymaiite: s Toro, 9To0b aHTHBHPYC HaJ&XHO
3ampiarn, HeoOXOMHUM ILITaT COTPY/IHHMKOB, KOTOPEIH MOCTOSHHO Oyger coGHpats
HH(}OPMAIHIO 0 HOBRIX BUPYCaX H BPEAOHOCHEIX Ko0Jax ¢ npocropoB MHTepHeTa, a
TaKoke paboTarh Hajl X HeHTpalIu3amueH. 3areM, JaHHble 6a3bl 3HAaHUH HEOOXOAHMO
chopmupoBats B OOHOBICHHSA M 3arPy3HTh WX Ha cepBep, YTOOB KIHEHTCKHE
mporpamMmsl OOHOBHIMCH — M TaK JOKHO OBITe nocrosHHo. Kpome Toro,
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HCOOXOMMMO 3aHMMATBCA Pa3paboTKOM HOBEIX BepcHH M (YHKIHMI AHTHBHpYCa.
Kako# BEIBOJ| MOXHO cAenath u3 31oro? JIis co3qaHMs M [OJUIEPKKH aHTHBHPYCa
He0OXO0HM HENBIH IITaT COTPY/IHUKOB H ITONHAA X 3aHATOCTH, a CTAIO OBITH, ITOOEI
710 BCE OPraHH30BaTh, KOHEUHBIH HPOJYKT AO/DKEH MOKPHIBATH BCE PACXOJIBI Ha
Jlannyo fnestensrocts. Hy a kro cornacurcs paborars 3a Gecmatao? A ecim BApYr
H TaK, TO ¥ Ka9€CTBO TaKOr0 aHTHBHPYCa OY/IeT COOTBETCTBYIOMIUM.

PaccMOTpHM OCHOBHBIC KPHTCPHM, NPESABABIACMEIE K KA4€CTBY aHTHBUPYCHOH
UPOFPaMMBI,

HagexsocTs paGoTel aHTHBMpYCAZ W OPOCTOTA HCIONB30BAHMS SBJAIOTCA
HauboNee BaXHEIMM KPHTEDHAMH, [OCKONBKY JaXe «abCOMIOTHHIH aHTHBHPYCH
MOXET OKa3aThC abCOMOTHO GEClONe3HBIM, SCAM OH KOHQIMKTYET ¢ CHCTEMOi,
PE3KO yMEHBIIAET €€ MPOU3BOJHTEIBHOCTD MM IIEPHOMICCKH «3aBHCaeT». Ecnu xe
aHTHBHPYC TpeOyeT HalMuMs CIICLMANBHBIX 3HAHWH, KOTOPHIMH He ofiamaer
60nBIIHMHECTBO OOBIYHBIX ITOJB30OBATENCH, TO € HUM OYJeT CIHIIKOM CIOXHO
pabotare. Eciu xe KOpIIopaTHBHAS BEPCHA AHTHBHPYCA HE COIEPKUT HEOOXO0IHMOTO
(hyHKIHORala O aAMMHHCTPHPOBAHHS CETH, TO OOJBIIHHCTBO CHCTEMHBIX
IMHHHMCTPATOPOB NPEIIOYTYT MEHee HaAEXKHBIH, HO Gonee yIoGHRIM IIPOIYKT.

KoMIIeKCHOCTD 3alIMTEL — BTOPOH KPHTHYECKHM BaXHEIM kpurepumit. Ilox
HOCTOSHHBIM KOHTPOJEM JOJDKHBl HaXOJHTHCA BCC 00ACTH KOMIBIOTEPA, BCE THITEL
$aitnoB, BCe SIEMEHTHI CETH, KOTOPHIE MOTYT CTaTh 0OBEKTOM BUPYCHOI ataku. [Ipu
YoM Heo6XOMMO yMeHHEe 0GHAPYKUBATh BPEOHOCHBIH KOJI M BO BCEX KaHAIAX ero
BO3MOKHOTO NPOHHKHOBeHHA (1outa, WWW, FTP u 1.1.), 3aimTuts BCe «IBepH»,
BCYUIHE BHYTPh KOMIBIOTEPA H KOMIIBKOTEPHOM CETH.

KauecTBO 3alIHTEI ABNAETCA TPETHHM KIKMEBHIM KputepmeM. JIio6oH camprit
«HaBOPOYCHHHIM) 10 CBOHM BO3MOXKHOCTSIM GHTHBHPYC OECIIOJIe3¢H, €CIIH OH HE B
COCTOAHHH O0CCIedMBaTh JOCTATOYHHIA YPOBEHb 3aUIMTHL OT BPEJOHOCHEIX
nporpaMM. AHTHBUpYCaM IIPHXO/JMTCS NPOTHBOCTOATH MOCTATOYHO ArpeCcCHBHOM
cpe/ie, KOTOpast TIOCTOSHHO COBEPUICHCTBYETCA — 9Yaclo HOBBEIE BEPCHH BHUPYCOB,
4cpBeH, TPOSHCKHX IPOrpaMM CTAHOBATCH 3HAYMTENIRHO GOJEE CIOXKHBIE, 9€M HMX
1PeAUICCTBEHHHKH,

KaqecTBo € 3aluHTH CKIaAbIBACTCA M3 CICAYIOMMX XapaKkTePHCTHK IIPOJIYKTA:
YPOBEHb JIETEKTHPOBAHMS BDPEJOHOCHBIX IIPOIPaMM, HacroTa H  PEryIsSPHOCTH
BHIXO/[a OOHOBNIEHHH, BOSMOXXHOCTH KOPPEKTHOTO YIAJCHMA BHPYCHOIO KOJa H3
CHCTEMBI, PECYPCOEMKOCTh, BO3MOXKHOCTH HCIIONB30BAHHMA JBOWHOM 3alIMTHL OT
Pa3HBIX MPOM3BOJAHMTENICH, YMEHHE 3aiiHINATh HE TOJIBKO OT YXKE M3BECTHHIX — HO H
01 HOBHIX BUPYCOB H TPOSTHCKHX IIPOIPaMM.

Kakyro HMEHHO ARTHBHPYCHYIO MPOTPaMMy YCTAHOBHTH HA KOMIIBIOTED MIIH
HoyTOyK — peImaTh HCKITIOYHTENIRHO BaM. Jlanee Mbl IIEPedHCIIMM CaMble TOIYISPHEIE
UHTHBHPYCHEIE IIPOrPAaMMBI, KOTOPHIE CYINECTBYIOT Ha CETOJHMIIHHI JCHB, KPAaTKO
OIHCAB HX MPEHMYHICCTBA M HEIOCTATKH.

Aumusupyc Kacnepcxozo. Toxanyit, caMblii HOIMyISpHBIH Ha CeroJHAIIHHMI
J\CHh aHTHBHPYC, KOTOPBIH CO3IaH K mpousBogurca B Poccuu. JlanHas aHTUBHpYCHas
upoOIpaMMa HMEET HECKOJBKO BEpPCHH, HO CaMbIMH IIONYJSPHBIMH SBJISIOTCA
Awrnsupyc Kacnepckoro u Kaspersky Internet Security. Omimams 5THX mByx
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NPOJYKTOB, APYr OT ApYyra, 3akmodaiorcs B ToM, 910 Kaspersky Internet Security,
MOMHMO aHTHBHDYCHOH 3alMThl, KOTOPYI0 BKMOYaer B cebf AHTHBHpYC
Kacmepckoro, uMeeT HHTEPHET-3aIIUTY, YTO OUCHh BaXXHO I 6e30MacHOM paboTH
B0 BcemmpHroit nayTrHe.

V3 mpedMyinecTB JaHHOH aHTHBHPDYCHOH [ITDOTpaMMEI MOXHO OTMETHTH
BHICOKYK) CTEICHB 3AIUMTHI KOMNBIOTIEPA, IIHPOKHH crektp (yHKuuii u rubkue
uacrpoiikn. K segocratkam «Kacnepckoro» MOXHO OTHECTH BHICOKYH) CTOMMOCTB
JIMHCH3MH U H3JIMITHUE KOHTPOJIb IPOrPaMMBEI B HEKOTOPHIX acIeKTax.

Kaspersky Anti-Virus. 3aimuta oT Bpe/oHOCHBIX mporpamym. B Kaspersky Anti-
Virus BXojdr HOBEHHIME TCXHOJIOTHHM 3allMTHL OT OCHOBHEIX BPEOHOCHHIX
mporpamMM, B TOM YHCIE OT O3KCIUIOHTOB, HCHONB3YIOHIHX YSA3BUMOCTH B
OMepaMOHHOM cHcTeMe H  mpunoxeHusx. [lpoBepka pemyraummm mporpaMm.
(DYHKIMA [MO3BOJNACT BaM MTHOBCHHO IIPOBEPHTH 0e30macHOCTs  M000Tro
ucnonaaemoro  (aiina Ha cBoeM KOMOBIOTEpPe. AKTyanbHas WHbopmauus O
PeIyTaHHY HPOTPAMMEBI IOCTYIACT B PEKKME PEaibHOIO BPEMEHH U3 «001aKay.

Monayne nposepku cceinok. Bel Moxere ybemurhes B 6e30MmacHOCTH 06010
caiiTa, Ha KOTOpBIH cobupaerecs mepeHTH. CCHUIKH Ha MOJO3PUTENBHEIC H OMAacHBIE
PECYPCH  aBTOMATHYCCKH MOMEHAIOTCA CHEIHATBLHBIM ILIBETOBBIM HH/HKATOPOM.
Beicokast ckopocts paboThi. bBiaromaps o06nadHEIM TEXHONOTHAM  3allHTHI,
HHTEIUICKTYATLHOMY CKaHHPOBaHHIO H KOMIIAKTHOH YCTaHOBKE OOHOBieHmit pabota
AHTHBHPYCA HA BAIEM KOMIIBIOTEPE MPAKTHICCKY HE3aMeTHA.

TubpujHas 3amMTa MrHOBEHHO DPEarHpyeT Ha HOBHE Yrpossl. 3aiura OT
IKCIUIONTOB HE TI03BOISET BPEIOHOCHEIM IPOrpaMMaM HCIOAb30BaTh YI3BMMOCTH B
CHCTEME M MpHiIOKeHHAX. Pexxnm Be30macHeIX HPorpaMum paspelnaeT 3amycK TONBKO
JIOBEPCHHEIX NMPHIOKCHHH M OrpaHHIHBas paboTy BCEX MOAO3PUTEIBHBIX IIPOTPAMM.
Mera-ckanep mnposepseT daiinsr Ha Hanvuue (parMEeHTOB BPEIOHOCHOTO KOAa,
XapakTepHRIX  JUlS  BPEAOHOCHHIX  IPOrPaMM-3KCIUIONTOB,  HMCHONB3YIOHMIHX
YA3BHMOCTH B CHCTEME H IIPHIIOKCHUSAX.

MOHHTOpHHET aKTHBHOCTH BHIABIACT ITOJO3DHICIHBHEE JEHCTBHA NPOTPaMM H
MO3BOJIAET OTMEHHTL BPCIOHOCHRIC HM3MCHEHMS. Moayns INPOBEpKH CCBUIOK
GiokupyeT omacHeic BeO-caiiThl. AHTH-OMIIMHr 0OECIedMBAET 3alUTy BalIHX
JIMYIHBIX JaHHbIX. JIHCK aBapMiHOTO BOCCTaHOBICHHMA IIO3BOJISET BOCCTaHOBHTH
CHCTEMY B CIIy4ae 3apaXKeHHs.

HHcTpymMenT MeHemkep naponel TeHEpHPYET HAICKHBIC NaponH, 6€30f1acHO
XpPaHHT MaponH B 3aIIHQPOBAHHOM BHAC H BHITOIHACT aBTOMATHYECKHIl BXOA Ha
CafiTHl H B NPWIOXKCHHA. A HOBasg BO3MOXHOCTH XDaHHTb IAPOIH B «oOnake»
MO3BOJIACT CHHXPOHH3HPOBATh AP0 Ha HECKOJbKHX KOMIBIOTEPAX.

OYHKIUKM PE3CPBHOTO KONHPOBAHHA H BOCCTAHOBICHHS [JaHHBIX MOMOIYT
3aIIHTHTE LeHHBIC QoTorpadmy, My3bIKy H (PHHAHCOBHIC NOKYMEHTHE: B CiIydae
[OPYH JKSCTKOTO JIHCKA, YTEPH WM KPAKH KOMITBIOTEPA OHH MO-TPEXHEMY OymyT
JIOCTYHHEL, BH MOXET¢ XPaHHTh PE3CPBHBEIC KOIHH B OHJIAHH-XPAHHIIHING U HMCSTh
JIOCTYI K HHM ¢ J000T0 KOMITbIOTEpa, HMEIoLIero nojkiogeHue k Mareprery.

Jis  xpaHeHHS NUCHHOM HHGODMalMH MOXHO CO3/[aBaTh CHCIHATBLHBIE
saimuGPOBaHABIE XPAHWIHIIA M 3aIMMTHTE KX MaposieM. Xakepsl H 3I0YMBINUICHHHKH

34




HE CMOFYT IIOJIy4MTb JIOCTYH K 3alIM(pOBaHHOH HH(pOpMaIHH, a BEl CMOXCTE
Oe30MacHO IEPEHOCHTh KOHGHMACHNHANBHBIC JaHHBIE C OJHOrO KOMIIBKOTEpa Ha
JApyTOH.

HucrpymerT Poaurenbckuit KOHTPOIb O3BOISET YHEPABIATH AOCTYIIOM JieTeH K
koMmmetoTepy, MHTepHery, uporpammam, urpam u BeG-caiiram, Gnokuposars,
OrpaHHYMBaTh HIH OTCICKHBATH HCIIONB30BAHHE CIYXKO MrHOBCHHHIX COOOIMEHHI H
collMalbHBIX ceTei. bonee Toro, BE MoxeTe JIerKO KOHTPOIHMPOBAaTh 3arpysKy
(haiinoB U Jaxe GIIOKUPOBATEH IEPEIaTy THYHEIX CBEACHHUIMA.

OrgensHO  croMT OTMeTHTh aHTHBMpYC Kacmepckoro. SHpekc-BepcHs.
Bocnons3oBarscst GeCIUIATHOH NIECTUMECAIHOH JIHLICH3HEH MOKHO TOJIBKO OJIMH pas3.

Dr WEB. Bropoit 0 nouynaspHOCTH aHTHBHDYC, TPOU3BOAMMEIH B Poccuu —
Dr.Web. Dr.Web Takxke mMeer [Be Bepcuu: IPOCTOM aHTHBHPYC — AHTHBHPYC
Dr.Web u Bepcuio aHTHBHpYca + 3ammTy s paborsl B uuteprere Dr.Web Security
Space.

K 6onpmomy coxanenuto, antusupyc Dr.Web HeMHOTO mpourphisaet Ha hoHE
«Kacmepckoro», Kak 1mo Konu4ecTBy GYHKIMH, TaK H [0 3aIluTe OT BUPYCOB. TeM He
meree, Dr.Web wucnomesyior 0onpiioe KONHYECTBO MONB30BATENCH, KOTOPHIC B
1OJIHOH Mepe JOBOJIBHEL €ro paboTOH, a ATO OYeHb BaXKHEBIH IHOKa3aTeHb,

AsacmAvast! Free Antivirus. BecriaTHeIM YeUICKHI aHTHBHDYC, KOTODBIH
10NB3yeTCA OONBIION IMOIYIMPHOCTBIO Y MONB30BATEICH KaK OTIHYHBIN BAPHAHT
OecrnaTHoro aHTHBHpyca. Eciu Bel He 3HaeTe, Kakod OecrnyaTHBIH aHTHBHpPYC
8LIOpaTh, TO Avast! caMblif OITTHUMANbHEL aHTUBHPYC JUIS 9THX 3aiad. Kpome Toro, y
JIWHHOTO aHTHBMPYCa €CTh U ILIaTHBIC BEPCUH, HO Ha HUX 320CTPATH Balle BHUMAHHE
Mol He Byaem.

NOD32. WsBecTHslii CNOBaliKWii aHTHBUPYC, BHIMyckaeMmblii ¢ 1987 roza.
NOD32 mo3uiMoHHpYeTcsl KaK JIOCTAaTOMHO HAIEKHBIH aHTHBUPYC, MOTPEOIAOIH
Mal0€ KOJIHYECTBO CHCTEMHEIX PECYPCOB H HMES BRICOKYIO CKOPOCTh aHTHBHPYCHOH
uposepk. o dynxkmmsam ESET NOD32 Smart Security He OTCTa8T OT CBOHX
WJIaTHBIX QHAJIOTOB H BKJIIOYACT B ce0e aHTHBUPYC H MHTEPHET-3aIUTY.

NANO anmusgupyc — poccuiickas pa3paboTka, Ha mepuoj 03Ta-TeCTHPOBAHHA,
Pa3paboTIMKH IPESAOCTABILIIOT HPOAYKT aBCOMIOTHO GecaTHo.

Comodo Antivirus — MOIIHBIH IIaKeT KOMIIJICKCHOH 3alMTHl (aHTHBHDYC,
Firewall, Mostyss 3aumuThr), uMeeT pycckuil untepédeiic.

Panda — paszpaboran 14 3amMTEI CHCTEMBI M3 «00naka» (BBITHCIMTEIBHBIC
MOITHOCTH DacIOOXKEHBl HAa YANCHHEIX CEPBEpax, B pE3yNbTarTe IporpaMma
1IPAaKTHYECKH HE 3arPY’KaeT KOMIIBIOTED).

OtaensHO creyeT BhUIEIMTH OGECIUIaTHRIC aHTHBHPYCHEIE porpaMmel. Henp3s
HCHONB30BaTh  MOOBIE  «OecrulaTHBIC»  AaHTHBHPYCH B 00Pa30BaTeIbHEIX
opraHH3anpsx. B JIMIICH3HOHHEIX COFJAINCHHAX NPAKTHYECKH BCEX aHTHBHPYCOB
MCTKO CKa3aHO, 9YTO OHHM TOJABKO JUIA JIOMAalHero (YacTHOTO) H NPH 3TOM
HCKOMMEDYCSCKOIO HCIIOAB30BAHUA. ITC 3HAYMT, YT0 ANf OQUCOB, WKOIN, MOOBIX
JPYI'HX OpraHHM3alMii 3TOT aHTHBHEpPYC He rogurca. Ilpsmoe MosACHeHHE MOXHO
HOCMOTPETH Ha CTPAHHYKE CKauMBaHusA GECIUIaTHOrO aHTHUBUpYca Avast.
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Tlpy mOKynKe aHTUBHPYCHEIX HpPOTPaMM o0Opa3OBaTelbHOM oOpraHMzanucH,
HeoOXO/MMO HCKaTh, TaK Ha3kIBaCMbIC «KODIIODATHBHEICY» IIPEUIOKEHMS JUIN
cucTeMsl  oOpasoBanHs. Hekotopsle KOMIIaHMM MPOJalOT CBOH  HPOXYKTH
06pa30BaTe/ILHEIM OpranH3aiusM ¢ OGonpimoi ckuakod. Hampumep, naboparopus
Kacniepekoro co ckugkoit go 80%. Dr.Web Tak xe mpemmaraer XOMIUIEKTHI 110
CICIHATBHEIM IICHAM.

Kakoii apruBupyc nymmne? ¥ Kaxgoro H3 HHX €CTh KaK CBOH NPCHMYHIECTBa,
Tak U cBou HeaocTatkd. Kpome atoro, 100% Hai&KXHOro aHtuBHpyca HET, J11000# U3
HHX MOXET IPOIYCTHTH BHPYC, HO Y KOFO-TO 3Ta BEPOSATHOCTE BHICOKA, 3 Y KOI0-TO
CBOAMTCA K MHHHMyMy. Takxe, paboTa caMOro aHTHBHpYCa M €ro HOBRIX BEpPCHHM
MOXET BEI3HIBATH HAapeKaHus, B BuAy HOTpefncHHMA GONBIIOr0 KOIHYECTBA
CHCTEMHEIX PECYPCOB H IPO4HX HEAOPAOOTOK.
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3akal04eHHe
B maHHRIX METOAMYECKHX PEKOMEHIAUHAX OBUTH PACCMOTPEHB MEXaHH3MEI JUIs
pealH3anuy  CICAYIOUMX HanpaBleHHH HMHOOPMAIMOHHONH Ge30aCHOCTH B
00pazoBaTeNbHEIX OpPraHH3amMsaX OGIIETO H  CPe/IHEr0 Mpo¢eCCHOHANLHOrO
obpazoBaHus:

—— Opragusanys KOHTCHTHOW (QuabTpanyH JaHHEIX w3 HHTepHeTa Ha
KOMIIBIOTEPHBIX YCTPOHCTBaX UCHOIb3YSMBIX YICHHKAMH;
— obeciic4cHHEe aHTHBHPYCHOM 3aMTEL ¥ PYTHX WHTEPHET-YIPO3 KOMITBIOTEPOB
Y MOOHJIBHBIX YCTPOHCTB JTOKAIBHON CETH OPTaHU3ALMH,;
— 06eCHeUeHHE 3aIMTH [IEPCOHANBHEIX JIAHHBIX CYOBeKTOB 06pa3OBATEIBHOIO
TPOLECCa;
— OpraHHM3aHs IPaBOMEPHOTO HCIONb30BaHUA 00bEKTOB aBTOPCKOTO IPaBa.
PaccMmotpeHs! BOIIPOCH paspaboTku CHCTEMBI HHGOPMaiHOHHOH 6€301macHoCcT
0O, noaroToBKH I1aKeTa BHYTPCHHHX HOPMAaTHBHBIX JIOKYMEHTOB U MHCTPYKIHH /IS
(yHKUHOHHMpPOBAHMSA CHCTeMB HHOOPMaIMOHHOM OesomacHocTH, BHIOOpa H
OpraHMsaiH paboTel KOHTEHTHOHM (MIETPalMM, AHTHBMPYCHBIX I[POrPAMM Ha
KOMIBIOTEPHBIX  ycTpoiictBax  cern OO, pa3paboTKH  CHCTEMBI  3aUIHTHI
IICPCOHANBHBIX J@HHEIX CyObekToB 00pa3oBaTenBHOrO mporecca, paspaborku
CHCTEMEBI 3a1uTel  HHbOpMauuosHkeix pecypcoB OO, nposexeHHe MEpOHPHSTHIL C
y4acTHEM CYOBEKTOB 00pa30BaTCIBHOTO HpOUECca Ui IOBRUIECHHS YPOBHSA
HH(OPMAIHOHHOH KyITYpHE B 061acTH HHPOPMAIMOHHOH 6e30MacHOCTH.

JlaHHBIE METOIMYECKHE PCKOMCHJAIMH IMIO3BOJAT OITHMH3MPOBATH IIPOIICCC
ofbyueHust Ha [porpaMMax MOBRINICHHMA KBaid(HKalMH, IJIC¢ PaccMaTpPHBAKOTCA
Boripockl HHGOPMAIIHOHHOI Ge301acHOCTH 06pa30BaTENbHON OPraHU32lIMH, & TaKKe
OKaXYT  METOJHYECKYK  IIOMOINb  ICJAroraM-IPakTHKaM B CO3/IaHHH,
YCOBEPIIEHCTBOBAaHMH CHCTEMEI MHAOOPMANHOHHOH 6e30IIacHOCTH 06pa30BaTeIbHOM
OpraHM3alMM B COOTBEICTBMM C CYUICCTBYIONIMMH HOPMATHBHO-IIPaBOBHIMM
JIOKYMEHTaMH.

Kaem mnpemioxkeHyd NO M3MEHCHHIO METOAMYECKHX PEKOMEHJALMH O
‘WcKkTpoHHBIM aapecaM asropos: H.IO. CepomranoBa — seroshtanova@gmail.com,
I'.B. TroraeBa — tugaecva@gmail.com, H.B. Illnapyra — shparuta@gmail.com.
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Tioccapuit

ABTOMATH3NPOBaHHAA CHCTEMA — CHCTeMa, COCTOsias M3 MepcoHayia U
KOMILIEKC2 ~ CPEJICTB  aBTOMAaTH3allMM  €ro  JEATEIBHOCTH,  pealu3yromas
HEPOPMALHOHHYIO TEXHOJIOTHIO BHITOTHCHHS YCTaHOBICHHBIX QyHKIHH.

AyTeHTHOHKANHA OTNPaBHTeIA JAHHBIX — TMOATBCPXKACHHE TOro, YTO
OTNPaBHUTENb HONYICHHBIX JAaHHBIX COOTBETCTBYET 3asBACHHOMY.

Be3onacHoCcTh MEPCOHAABHBIX JIJAHHBLIX — COCTOSHHE  3aUIMICHHOCTH
NEPCOHANBHEIX  JIAHHBIX, XapaKTepH3yeMoe  CIOCOGHOCTBIO  NOJB30BaTeacH,
TEXHHYECKHX  CPeACTB M HHQODMAINHOHHBIX  TEXHOJNOTHH  0o0ecHmeuHTh
KOHQHUACHIMANBHOCTD, HEJOCTHOCTh H JOCTYHHOCTD MEPCOHANBHEIX JAHHBIX NPH HX
06paboTke B HHPOPMAITHORHBIX CHCTEMaX NEPCOHANIBHBIX JaHHBIX.

BuomeTpHuecKHe  NepCoHANLHBLIE  JaHHLIE —  CBEJGHHA,  KOTODHIC
XapaKTepH3yIT (H3HOIOrHIeCKHE OCOOEHHOCTH YEIOBEKa, H Ha OCHOBE KOTODBIX
MOXHO YCTaHOBHMTH €T0 JHYHOCTh, BKIOYas Qororpadum, OTmegaTkH MaibIEs,
obpa3 ceTdaTKH rila3a, OCOOCHHOCTH CTPOCHHMA Tela ¥ JPYrylo MOgoGHYIO
HHOOPMALHIO.

BiokupoBaHHe NepCOHATLHBIX JaHHBIX — BPEMEHHOC TpEKpalleHHe cbopa,
CHCTEMATH3alMK, HAKOIUICHHS, MCIIOJIB30BAaHMS, PAclPOCTPAHCHMA, NEPCOHATBLHBIX
JIaHHEIX, B TOM 9HCJIE HX NIEPEAadH.

Bupyc (kOMIbLIOTEePHLIH, NPOrpaMMHbII) — HCIONHAEMBIH IIPOTPaMMHBIH KO/
MM WHTCPIPETHPYeMBIH HaGop HHCTPYkuM#, ofnamaroupiii  cBOHCTBaMH
HECAHKIHOHMPOBAHHOTO PACNpPOCTPAHECHHA H CaMOBOCIpou3BedcHHs, CO3IaHHEbC
JyOIMKaTH KOMIBIOTEPHOFO BHPYCA HE BCETAa COBMANAKOT ¢ OPHIHHAIOM, HO

COXPAHSIOT C110co6HOCTH K JaipHEeHIIeMY PACIPOCTPAHCHHIO H
CaMOBOCIIPOU3BEICHHIO.
BpenonocHas nporpaMMa —  mporpamma, npeHasHaueHHas  JUIA

OCYIIECTBICHHA HECAHKIHOHHPDOBAHHOIO JOCTYNa H/MiIM BO3ACHCTBHA Ha
NEPCOHANBHBIE JAHHBIC WIH Pecypchl MHOOPMAIHOHHON CHCTEMBI IIEPCOHAIBHBIX
JIAHHBIX.

BcenoMoraTeabHble TeXHHYECKHE CPERCTBA M CHCTEMbI — TEXHHUESCKHE
CPEACTBA H CHCTEMEI, HE MPe/HA3HAYEHHBIE IS Nepefad, o0paboTk B XpaHeHus
MePCOHAIBHBIX JAaHHBIX, YCTAaHaBIMBACMBIC COBMECTHO C TEXHHICCKHMH CPEACTBAMH
H CHCTEMaMH, IpeHA3HAdCHHBIMH Ui 00paboTKH NEPCOHANBLHBIX JAHHBIX HIM B
MOMCIIEHHAX, B KOTOPHIX YCTAHOBICHE HHPOPMaMOHHEBIE CHCTEMBL MEPCOHANBHBIX
JIaHHBIX.

JlocTyn B omepanMonnyio cpely KoMIbioTepa (MHPOpManuoHHOH CHCTEMBI
MEPCOHATBLHBIX AAHHBIX) — NOJYYCHHE BO3MOXKHOCTH 3allyCcKa Ha BBINIOIHEHHE
IITATHBIX KOMaHji, (GYHKOMH, 1poleAyp ONCPAlMOHHOH CHCTEMH! (YHHYTOXCHMA,
KOIHPOBAHHA, MEPEMEUICHHS M T.11.), HCIIONHAEMBIX (aiiioB NPHKIAHEIX IPOrpaMM.

Joctyn k wuHbopManmm - BO3MOXHOCTH HOINyYcHus HHOOpDMamHH 4 e
HCIIONB30BAHHA.
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3aknagouHoe ycrpoleTBO — JEMEHT CPECTBA cheMa MH(BOPMaIHHu, CKPHITHO
BHEAPSEMBIH (3aK/IaJHIBAEMEIH HIIH BHOCHMEIH) B MeCTa BO3MOXHOIO CheéMa
vabopManuy (B TOM THCIIC B OTPKACHHE, KOHCTPYKIHIO, 000PY/IOBaHKe, IPEIMETH
MHTEPbEPA, TPAHCIIOPTHEIC CPEJICTBA, @ TAKXKE B TEXHHYESCKUE CPEJICTBA H CHCTEMBI
o6pabotku uHopMarum).

3amminaemasi nudopMauMa — HHEOOPMAITHA, ABIAIOMAACT  IPEAMETOM
cOOCTBEHHOCTH H MOJUICKAINAS 3ALIHTE B COOTBCTCTBUH ¢ TPEOOBaHMAMH [IPABOBEIX
JIOKyMEHTOB HIH TpeOOBAHMAMH, YCTAHABIMBACMEIMH COGCTBEHHUKOM HH(POPMALIVH.

Hiaentndnkauma - upucBoenue cyObektaM W oObexTaM  JOCTYyna
uIeHTH(OHKATOPA H / UM CPaBHEHHE NPEABABISEMOrO HASHTHOHUKATOPA ¢ MEPETHEM
IIPHCBOCHHKIX UICHTHDUKATOPOB.

HndopMaTHBHLIN  CHCrHAJX —  OJEKTPHICCKHIT  CHrHAN, aKyCTHUCCKHE,
IEKTPOMAarHUTHEIE M Jpyrue GU3HYecKHe MOJd, IO mapaMeTpaM KOTOPBEIX MOXeT
OBITH packpeITa KOHpMAeHUManbHash WHGOPMaLHA (HepCOHANBHEE JaHHBIC),
obpabaTeiBaeMas B HHGOPMAIMOHHOH CHCTEME HEePCOHAIBHEIX JIAHHBIX.

UHdopMmanuoHHas cmcTeMa  nepcoHaNbHBIX  JgaHHbix  (MCHIn) —
HHGDOPMaITHOHHAA CHCTeMa, NPeJCTABIAIOLIAsA cOO0H COBOKYHNHOCTD IEPCOHAIBHEIX
JIGHHEIX, COepKalEXcs B 6ase JaHHBIX, a Takke HHGOPMAaIHOHHEIX TEXHOJIOTHH U
TEXHHYECKHX  CPCACTB, MO3BOISIOHIMX  OCYHIECTBISTE  00paboTKy  TakHX
HCPCOHAIBHLIX JAHHBIX € HCIIONb30BAHHEM CPEACTB aBTOMAaTH3alMu uid 0e3
HCIIONIB30BAHHA TAKHX CPEJICTB.

UndopManmoHHbie TeXHOJOIMH — [POIECCH, METOAB MOMCKa, cOopa,
XpaHeHHS, 00pabOTKH, IPe/IOCTABICHHUS, PACIPOCTPAHEHHA HHGOPMALMH H CIIOCOOH
OCYLIECTBICHHS TAKHX NPOLECCOB H METOI0B.

HcnoanioBalHe mnepcOoHAILHBIX JaHHBLIX — jiedcTBHA  (ONCpanMH) C
UCPCOHANBHBIMH JaHHBIMH, COBEPIIACMBIC ONIEPATOPOM B LE/SX NPHHATHS PeilcHMH
WiH COBCPHICHMA HMHBIX JIeHCTBHH, MOPOXIAMOLIMX HPUIAHICCKHE MMOCICJACTBHS B
OTHOLICHHH CYOBEKTa HEPCOHAIBHBIX JAHHKIX WM JPYIHX JIHL TMOO0 HHBIM 06pazoM
3uTPArHBAIOIIKX MpaBa H cBOOOMABI CyObBeKTa NEPCOHANBHEIX MAHHHIX WIIH JPYrHX
JIHIL.

Ucrounnk yrpods! Ge3omacHOCTH MHQOPMAaUHH — CYOBCKT [OCTYIa,
MaTepHANIbHBIH OOBGKT WM (QH3HYECKOE SBJICHHE, SBISKOIIMECS MPHUHHOM
BO3HHKHOBEHHA YIpo3bl 0e30MaCHOCTH HHPOPMAITHH.

Konrpoanpyemasn 30Ha — npocTpaHcTBO (TeppHTOpHS, 3/laHKe, 9aCTh 3/AHMA,
HOMELIECHHE), B KOTOPOM HCKIIOUCHO HEKOHTPOIHPYEMOe NpeGhIBaHHEe ITOCTOPOHHHX
111, @ TAKOKe TPAHCHIOPTHEIX, TEXHUICCKHX U MHBIX MaTePHAIBHEIX CPEJCTB.

Konduaenunaibuocts mNepeoHAIBLHBIX JAHHBIX — 00s3aTenbHOE  [UIs
coOJIIOICHUS.  ONEPATOPOM HAM MHBIM [OTYYHBIIMM JOCTY K MEPCOHATIBHBIM
JUHHBIM JIHIOM TpeOOBaHKMC HE JOMYCKaTh HMX PacmpoCTpaHeHHe Oe3 Corsacus
¢yOheKTa IIePCOHAIBHBIX JAHHBIX HITH HAJIMYHKSA HHOTO 3aKOHHOT'0 OCHOBAHH,

Me:xceTeBoi IKpaH — n0KanbHOe (OMHOKOMIOHEHTHOE) HIH (QYHKIMOHAIBHO-
PICHPE/ICIEHHOE TPOrpaMMHOE (IIPOrPaMMHO-AIIAPATHOE) CPEACTBO {KOMILIEKC),
pewM3yomee KOHTpOab 3a uHpOpManmel, Mocrynawomeid B HHOOPMAIMOHHYIO
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cHCTeMYy NEPCOHANBHRIX JAHHBIX M/ HIH BRIXOAAMEH H3 HHGDOPMALHOHHOH
CHCTEMBI.

Hapyumntens Ge3onacHOCTH NePCOHATIBLHBIX XAHHBLIX — (H3HUYECKOE IHIO,
ciryuyaliHO WIM IIPeHAMEPEHHO COBEpLIAKOINee JACHCTBHA, CIEACTBHEM KOTODHIX
SBIAETCS HAPYHICHHE OE30MaCHOCTH MEPCOHAILHBIX JaHHEIX HPH X 06pabotke
TEXHHYECCKHMH CPEACTBAMH B HHMOPMAIIHOHHEIX CHCTEMAaX IEPCOHANBHEIX JaHHBIX.

HeapToMaTH3HpoBaHHast 00pafoTka MepcoHANLHBIX JaHHBLIX — 06paborka
MEPCOHANBHBIX  JaHHBIX, COACpXaAIMMXcs B HHOOPMALMOHHOH  CHCTeMe
HEPCOHANBHEIX JAHHHIX JMOO M3BICUCHHEIX H3 Takod CHCTeMBI, CUHTacTCA
OCYHIECTBICHHOHN oe3 HMCHOJIB30BAHHUS CPEJCTB aBTOMAaTH3aLMH
(HeaBTOMATH3HPOBAaHHO#H), €CIIH TaKHE JCHCTBHA C MEPCOHANBHEIMH JAHHBIMH, Kak
HCHONB3OBAHHE, YTOYHCHHE, pPACHPOCTPAHCHHE, YHMYTOKCHME IEPCOHATBHEIX
JAHHBIX B OTHOLICHHH KaXJOT0 H3 CyOBCKTOB NEPCOHANLHHIX JAHHEIX,
OCYIIECTBIISIOTCS IIPH HEMOCPEACTBCHHOM Y4aCTHH 9E/I0BCKA.

HepeknapnpopaHHble BO3MOXKHOCTH — (YHKIHOHAJIBHBEIE BO3MOXHOCTH
CPeJ/ICTB BBIUHCIHTCIBHOH TEXHHKH, HE ONMCaHHBIE HIH HE COOTBETCTBYIOIHC
OMMCAHHEIM B JOKYMCHTAIIUH, IIPH HCTIONB30BAHHU KOTOPHIX BOMOXKHO HapyLICHHE
KOH(QUACHIHATBHOCTH,  JOCTYHHOCTH MIHM  IENOCTHOCTH  obpabaTeiBacMoH
HHpOpMaLHH.

HecaHkiiHOHHPOBaHHBIA NoCcTYN (HecaHKIHOHHMPOBaHHbLIe JACHCTBHA) —
Joctynl kK ueGopManuu HIH JEHCTBHA ¢ HHOOPMalIHCH, HapylIAlouiHe HpaBuia
PasrpaHMuCHUS JOCTYNa C HCNONB30BAHHEM INTATHHIX CPEACTB, MPEJOCTABIACMEBIX
HHGOPMAMOEHEIMH CHCTEMaMH NIEPCOHAIBHBIX JAHHbIX.

Hocureas MHpopmauun — QusHyecKkoe JTHUO HIH MaTepHalbHEI OOBEKT, B
TOM 4MciIe (U3HMYECKOE 10N, B KOTOPOM HHPOPMAIHA HAXOJHT CBOC OTPAKCHHE B
BHAC CHMBOJIOB, 00pa3’oB, CHIHANOB, TEXHMYCCKHX PEUICHMH M HMpPONECCOB,
KOJIMYECCTBEHHBIX XaPaKTCPHCTHK (PH3HICCKUX BEIHYHH.

Ofe3MIHBaHHE MEPCOHAILHBIX AaHHLIX — JICHCTBHA, B Pe3y/IkTaTe KOTOPHIX
HEBO3MOKHO ONPEICIMTh NPHHAICKHOCTh MEPCOHATIBHBIX MAHHBIX KOHKPETHOMY
CcyObeKTy NePCOHATBHBIX JAHHBIX,

OGpaboTka NepCOHANLHLIX  JaMHBIX —  JiclicTeus  (omepamue) ¢
MEePCOHANBPHBIME  JTAHHBIMH, BKIIOYas cOOp, CHCTEMAaTH3aliHIo, HaKOILICHHE,
XPaHCHHUE, YTOUHCHHE (0OHOBIICHHE, H3MEHEHHE), HCIIONB30BaHHE, PACIIPOCTPAHCHHE
(8 TOoM wMcne mepefady), oOe3IHuYMBaHHME, OIOKHDOBAHHE, YHHUTOXCHHE
MEPCOHANBHBIX JAHHEIX,

O6uieAocTyNIHbIE TIePCOHANbLHBbIE AaHHbIE — ICPCOHANBHBIEC JaHHEIC, JOCTYI
HEOrPaHMYCHHOTO KPyTa JMII K KOTOPHIM IPENOCTaBiICH C coriacus CyObekta
NepPCOHANBHBIX M3HHKIX WIH Ha KOTOpHe B COOTBETCTBHH C (eacpaibHEIMK
3aKOHAMH HE PacCHPOCTpaHseTcs TpeboBaHHEe COOIIOIEHHA KOHGHICHIIHAIBHOCTH,

Onepatop  (NepcoHaJLHBIX  JAAHHBIX) —  TOCYJApCIBEHHBIH  Opras,
MYHMITMIAJIBHBIH OpraH, IOPHIHYICCKOE MM (PHU3HYECKOE JIMLIO, OpPraHH3YIoIee
U/ unM  ocyiecTRusiomee 06paloTKy MEPCOHAIBHBIX  JIAaHHEIX, a TaKKe
OIIPEACISIONUHE LIENH U COJIepKanHe 06paGOTKH NEPCOHAIBHEIX JaHHBIX.
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Ilepexsar (MMgopMaIMH) — HEIIPABOMEPHOS IONydeHHe HHbOpMalMu ©
HCTIOIB30BAHHUEM TEXHHYECKOFO CPEJCTBA, OCYHIECTBIAIOMIETO OOHAPYKEHHE, IPHEM
1 06paboTKy HH()OPMATHBHEIX CHTHAIOB.

[epconanbHble gamMble — m100as  uMHpOpMalMs,  OTHOCAIIASACH K
OnpeJIeICHHOMY MM ONpeleNieMOMY Ha OCHOBaHHMH TakoH HHOOpPManuu
duzHaeckoMy iy (CyObeKTY NEPCOHATBHRIX JaHHEIX), B TOM qGHciIe ¢ro GpaMunus,
MM, OTYECTBO, I'OJl, MECALL, JaTa ¥ MECTO POXK/ICHHUS, A/IPEC, CEMEHHOE, COLUAILHOC,
MMYHISCTBCHHOE HOJOXKeHHe, oOpa3oBaHue, npodeccus, TOXOJBL, [Jpyras
HHbopMarHA.

IToGounbIe 37eKTPOMarHMTHBIE HITydeHHsl M HABOIKH — SIEKTPOMarHHTHEIE
MIJIy9CHHSL TEXHHYECKHX CpeAcTB 00paboTkd  3aumminaecMol  HHOOpPMAauuH,
BOZHHKAaIOIIHE KaK MOO0YHOE SBICHHE M BBI3BAHHBIC DJIEKTPHICCKHMMH CHIHAJlaMH,
JACHCTBYIOMIMMM B HMX OCKTPHYSCKMX M MarHMTHRIX [EMIX, a Takke
YIEKTPOMAarHHWTHEIC HAaBOAKH OSTHX CHIHQJOB HAa TOKOMPOBOJAIIHE JIHHHUH,
KOHCTPYKIHH H IIETIH THTaHHA.

IToMTHKa «IHCTOTO CTOJIa» — KOMIUIEKC OPraHH3alHMOHHBIX MEPONPHATHH,
KOHTPOIHPYIOIIHX OTCYTCTBHE 3allHCH KiTIOUeH M atpHOYTOB foctyna (maposiei) Ha
OYMaKHBIC HOCUTENH U XPAHEHUs UX BO1K3K 00LEKTOB AOCTYIIA.

Hoan3oBatent MHbOPMAUMOHHOM CHCTeMbI NEPCOMAILHBIX JAHHBIX —
JMLO, ydJacTBywoliee B  (QYHKIMOHMDOBAaHHH  HHQOPMAIMOHHOH  CHCTEMHI
IICPCOHANBHAIX JAHHEIX WK HCIIOJIB3YIOUICE PE3YIBTaThl €€ (PYHKITHOHHPOBaHHA.

Mpasuaa pasrpaHHueHns aocTyna — COBOKYITHOCTb TIpaBHI,
PCITaMeHTHPYIOIINX IpaBa KOCTyNa CyOheKTOB JOCTYIR K 00hekraM TOCTyTA.

Iporpammuasn 3axaagka — xoJ HPOrpamMMsl, NPEIHAMEPECHHO BHECCHHHIH B
HPOrpamMMy € LEIbI0 OCYHICCTBHTh YTEUKY, H3MEHHTB, OJIOKHPOBAaTh, YHHUTOXHUTH
HHOOPMAIMIO HIIM YHHYTOXHTE H MOZMQHUHPOBATE IPOrPAMMHOC OOCCIICUEeHHE
HHOOPMALMOHHOH CHCTEME! NEPCOHAIFHHIX JaHHBIX M /WM OIOKHPOBAThH
al1apaTHeIE CPECTBA.

Iporpammuoe (TporpaMMHoO-MaTeMaTH4eCKOe) BO3/leHCTBHE —
HCCAHKITMOHMPOBAHHOE  BO3JACHCTBHC HA  PECYPCBl  aBTOMATH3UPOBAHHOM
HH(HOPMAIIMOHHOH CHCTEMEL, OCYIISCTBISIEMOC C MCHOINB30BAHHEM BPCAOHOCHEIX
1POrpaMMm.

PackpbiTHe mNepcOHAIBLHBIX JAHMHBIX — YMBIIUICHHOE MWIM CIy9aifHOS
HapylieHHe KOHGHACHIHATBHOCTH IEPCOHAIBHEIX JJAHHBIX.

Pacnpocrparetine nepcoHaANbHBIX JaHHBIX — JCHCTBHA, HalPaBICHHBIC Ha
ucpeatdy IICPCOHANBHBIX JAHHHIX  OMNPEACIeHHOMY Kpyry JHIl (mepexaua
IICPCOHAIBHBIX JIAHHEIX) HIH Ha O3HaKkOMJCHHE C MCPCOHANBHBIMH JaHHBIMH
NCOI'PAaHHYICHHOTO Kpyra JIHIL, B TOM 4Hcjle 00HapOI0BaHHE NePCOHATIBHEIX JaHHBIX B
¢pe/CTBaX  MaccoBoii  MHOpManuHM,  pasMCHieHHE B HHOOPMAIMOHHO-
I'CJICKOMMYHHKAIHOHHBEIX CEeTAX MM IPE/OCTaBICHHE JOCTYNA K IMEPCOHAIBHBIM
JUHHBIM KaKHM-THO0 MHEIM CITOCOGOM.

Pecypc mndopmannoHHoON cHeTeMbl — HMEHOBAHHBIH 3J1EMECHT CHCTEMHOIO,
HPHKJIAAHOTO WIH alIapaTHOro obecmedeHHs GYHKIHOHHPOBAHUA
HhOpMaITHOHBOM CHCTEMBEL
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CriennajibHble KATETOPHN MePCOHANBHLIX JAHHBIX — IEPCOHANBHEIC JaHHME,
KacaroiHecs PacoBoi H HAMOHAIBHOH IIPHHA/ICKBOCTH, HOJHTHICCKUX B3TIA/0B,
penUruo3neiXx M Qunocodckux yOeKICHHH, COCTOSHHA 3/0POBBSI H HHTHMHOH
KH3HH CYOBEKTa IepCOHATIBHBIX JIAHHBIX.

CpeacTsa BLIYMCIHUTENLHOM TEXHHKH — COBOKYIHOCTb MPOTPaMMHBIX H
TEXHHYECKHX HIIEMCHTOB CHCTEM 00pabOTKHY JaHHEIX, CIIOCOOHBIX QYyHKIMOHHPOBATE
CaMOCTOSTEIILHO HIIM B COCTaBE JIPYTHX CHCTEM.

Cybbext gocTyma (cy0bekT) — IMI0 HIM OpOLECC, ACHCTBHA KOTOPOro
PErIAMEHTHPYIOTCS [IPABIIAMH pa3r PAHHICHHUS JOCTYIIA.

Texuuueckne cpeacTBa HHPOPMAIHOHHON CHCTEMBbI IEPCOHAJLHBIX
AAHHBIX — CPE/ICTBA BHIYHCIHTEIBHOH TCXHHKH, HH(OPMAITHOHHO-BEIYHCINTCIBHEE
KOMILIEKCHl H CEeTH, CPEJCTBA M CHCTEMBI mepejaud, npueMa u obpabotku [/
(cpeacTBa W CHCTEMBl 3BYKO3AIHCH, 3BYKOYCHIICHHS, 3BYKOBOCHPOH3BCICHHA,
TIEPErOBOPHLIC M TeNCBH3HOHHBIC  YCTPOHCTIBA, CPEJCTBA  H3TOTOBJICHHA,
THUPaXHPOBAHHUA JOKYMEHTOB H JIDyrHe TEXHHUECKHE CPEICTBa 00paboTKH peteBOH,
rpadmudeckoi, BHACO- H OykBeHHO-HHGPOBOH wnHOOPMAHHH), NPOTrPaMMHBIC
cpencTBa (ONEPAIIHOHHBIC CHCTEMBI, CHCTEMBl yIIPaBicHHs 0a3aMH JAHHBIX M T.IL),
CpeAcTBa 3aIUTE HHOOPMAIHH, MPHMEHACMBIE B HHGOPMAIIMOHHEIX CHCTEMAX.

TexHn4eckHi KaHA1 yTedKM HHQOPMalMH - COBOKYIHOCTB HOCHTEIIS
uapopManpn  (cpeacrBa  00paboTkH), (H3HYECKOM CpPEARl  PACHPOCTPAHCHHS
HHGOPMATHBHOIO CHTHala H CpeJICTB, KOTOPBIMH JOOBIBacTCA 3alMINaeMas
uHpOpMAIHSL

TpaHcrpannyHas  Hepegada  NepPCOHAJBHBIX  JAHHBIX —  fepedatda
MePCOHANBHAIX IAHHBIX orepaTopoM uepes [ocynapersennyio rpanuity Poccuniickoi
desepaliie Oprady BIACTH  HHOCTPAaHHOTO TroCyAapcTBa, (GH3HIECKOMY HIIH
IOPHIAHICCKOMY NIy HHOCTPAHHOrO rocyAaperaa.

Yrpo3b! 6e30nacHOCTH NMePCOHATBHBIX JAHHBLIX — COBOKYIIHOCTh YCIOBHH H
($akTopoB, CO3/@OIUX OHACHOCTh HECAHKIHOHHPOBAHHOIO, B TOM YHCIE
CIIY4aifHOTO, JOCTYNA K IEPCOHAIBHEIM JIAHHEIM, PE3YJIBTATOM KOTOPOTO MOMXET
CTaTh YHHUTOXCHHE, H3MEHEHME, OJIOKHPOBAHME, KOJIMPOBAHHE, PACIpPOCTPAaHCHHE
MEPCOHANBHBIX JIAHHBIX, @ TAKXKe WHBIX HECaHKIMOHMPOBAHHEIX ACHCTBHIT MpH HX
obpaboTke B HHGOPMALHMOHHOH CHCTEME NMEPCOHATBHEIX JAHHEIX.

YHuuTOKeHHEe NEePCOHANBHBIX AAaHHBbIX — JCHCTBMSA, B PE3yNbTaTe KOTOPHIX
HEBOSMOXKHO  BOCCTAHOBHTb  COJCPIKAHHME  IICPCOHANBHMIX  JAHHBIX B
HHGOPMANHOHHON CHCTEME HEPCOHAIBHBIX MAHHBIX HIH B PE3yNBTaTe KOTOPBIX
YHHUITOXAFOTCA MAaTEPHAIILHBIC HOCHTEIIH NEPCOHANBHBIX JAHHEIX,

¥Yreuka (zamupiaeMod) wuHGopMalmMH 1o TeXHHYeCKHM KaHajJiam —
HEKOHTPONMPYEMOe pacnpocTpaHende HHGOPMalMu OT HOCHTENS 3allUIlacMoON
uabOpManMH  ueped  (H3HMUECKYK cpeldy 0  TEXHHYEGCKOTO  CPEICTBa,
OCYIIECTBIAIOMEr0 HEPEXBAT HH(OPMAIIHH.

VupexpaeHne — yupex/iCHus 3/IpaBOOXPaHCHHSA, COLHATIBHOH chepsl, TpyAa U
3aHATOCTH.

Va3BUMOCTB — ¢1200CTh B CPEICTBAX 3alIHTHI, KOTOPYKO MOXHO HCITOJIb30BATh
JUIsL HApYHICHUS CHCTEMEI HIIH CoziepKaileHcs B Hed HubOpManuy.
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IenoctHocTs HHQOPMAIHN — CHOOCOOHOCTH CPEJACTBA  BBIYMCIIHTEILHOM
TCXHHKH HIIM  aBTOMATH3HDOBaHHOH CHCTEMbI O0CCHEdMBATH HEH3MEHHOCTD
MH(OPMALMH B YCIOBHAX CIy4aiHOrO W/MIM NIPEJAHAMEPEHHOIO HCKAKEHUS
(paspyuerus).
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