locynapctBerHOE OFOKETHOE MTPO(eccCHoHaEHOE 00pa30BaTEbHOE YIPEKICHUE
IckoBckoii o6macTi «OnoYenkuidi HHIyCTPUATbHO-TIEIAarOTMYECKUN KO
HenTp uudposoro odbpazoBanus aereid «IT — kyOo»

[TPUHATO YTBEPXJIEHO
IlenarorndyeckuM cOBETOM IPUKA30M
[potokon Ne 2 or 09.02.2024 r. WCTIOJTHSIOIIETO 00s13aHHOCTH
FOCY/ZIAPCTBEHHOE BIOZKETHOE MOAMMCaHo UdpoBoid noanuesio:  nypektopa Komleaka
MPOGECCHOHA/IBHOE FOCY/JAPCTBEHHOE BIO/PKETHOE
OBPA30BATE/IbHOE MPOGECCHOHA/IBHOE N.A. TaiiioBCcKoi
YYPEXK/EHUE ﬂCKOBCKpM OBPA30BATEJ/IbHOE YYPEX/AEHME oT 23.04.2024r Ne 207
OBJIACTM "OMOHELIKMN MCKOBCKOM OBJIACTH
MHAYCTPUA/IBHO- . "OMOYELIKMM MHAYCTPUAJIbHO-
MEAATOTUSECKMN KOEAX™  nEAArOrMYECKMM KOMEAXK”
Jata: 2024.09.25 13:42:10 +0300
I[OHOJ'IHI/ITCJ'IBHaH O6HI€p33BI/IBaIOH_Ia$I ImporpamMmma
«CucreMHoe AIMUHUCTPUPOBAHUE)
YpoBeHb: CTapTOBBIN
HaﬂpaBﬂeHHOCTb: TEXHHNYCCKAas
Bo3pact obyuaromuxcsi: 12-17 et
Cpok peanuzanun: 1 roa
PazpaGoruuxu:
HBanona C.IIL., 3aM.
JIMpEKTOpa 1Mo  y4eOHO-
METOIMYECKON pabore;

HUsanosa C.T., MmeTonucT

r. Onouka
2024 r.



COJIEP)KAHUE

MOSCHUTEJIBHAS BATIVICKA ..., 3
VUEBHBIV TITTAH ..o e, 13
COJZIEP)KAHUME VUYEBHO-TEMATUYECKOT O TITTAHA ..o, 15

KOMITJIEKC OPTAHM3ALIMOHHO-ITEJIATOT MYECKHUX YCJIOBMUIA ... 19
CITMCOK JIUTEPATYPDBI ... 22
TIPHITOMKEHHE 1 ...t 23

TIPHITOMKEHIE 2 ...ttt e e e e s e e e 27



HHOACHUTEJIBHASA 3AIIMCKA

1. HopmaTtuBHO-nnpaBoBasi 6a3a pa3padoTKH U peaju3aluy NPOrpaMmabl.

[Iporpamma pazpaboTaHa Ha OCHOBE CJIEAYIOIUX HOPMATUBHBIX IOKYMEHTOB:

—  @enepanbHoro 3akoHa ot 29.12.2012 Ne 273-®3 (pexn. ot 31.07.2020) «O6
obpaszoBanuu B Poccuiickort deneparuny» (¢ u3M. 1 j1o1., Beryin. B cuity ¢ 01.09.2020);

—  Ilopsiaka opranu3anuy U OCYUIECTBICHUS 00pa3oBaTeIbHON 1€ATEIbHOCTH
10 JOTOJHUTENbHBIM 00111e00pa30oBaTeIbHBIM TPOrpaMMaM, YTBEPKIEHHOTO MPUKA30M
MunucrepctBa npocseuienusi Poccuiickoit @enepannu ot 27.07.2022 r. Ne 629;

—  IlocranoBnenuss ['7maBHOro TroOCYAapCTBEHHOIO CAHUTAPHOIO  Bpaya
Poccuiickoit ®enepanuu ot 28.09.2020 Ne 28 «OO0 yTBep>kKJI€HUU CAaHUTAPHBIX MPABUII
CIT 2.4.3648-20 «CanuTapHO-3MUAEMHOJOTHYECKHE TpeOOBaHUA K OpraHu3alusiIM
BOCIUTAaHUS U OOYYEHHUS, OTAbIXA U 03[IOPOBIEHUS JETEH 1 MOJIOJICKNY;

—  TlocranoBnenusi ['7maBHOrO TOCYAapCTBEHHOI'O CAHUTAPHOTO  Bpaya
Poccuiickoit ®enepannu ot 28.01.2021 Ne 2 «O06 yTBEpKICHUU CAaHUTAPHBIX MPABUI U
HopM CanlluH 1.2.3685-21 'uruenndyeckue HOpMaTUBBI U TPeOOBAHUS K 00ECIICUCHUTO
6e3omacHOCTU U (MJIK) O€3BPEHOCTHU TSl UeToBeKa (DaKTOPOB Cpelbl OOUTaAHUS»;

—  Ilpuxaza Muno6puaayku Poccun Ne§82, Munmnpocsemenust Poccun Ne391
ot 05.08.2020 «O6 opraHM3allid W OCYIIECTBICHUU OOPa30BATEIIBHOW JCATEIHLHOCTH
npu ceTeBoi (opMme peannsanuu 00pa3oBaTeNbHbIX Mporpamm» (BMecte ¢ «llopsakom
OpraHu3allid M OCYIIECTBJICHUS 00Pa30BATENbHON JESITEIILHOCTH MPHU CETeBOU (Gopme
peanuzanuu o0pa3oBaTEIbHBIX IPOTPAMM»);

—  MeToaudyeckux peKOMEHJAlMA MO0 CO3MaHUI0 H  (DYHKIIMOHMPOBAHUIO
1eHTpoB IMdpoBoro odpazoBanusa «lT-kyd» (muceMo MuHHCTEpPCTBA MPOCBEIICHUS
Poccwmiickoit @eneparun ot 10 Hosi0pst 2021 1. Ne TB-1984/04);

—  Crpareruu pa3Butus Boctiutanus B Poccuiickoit denepanuu Ha nepuos A0
2025 rona (YtBepxkaeHa pacnopsikenuem [IpasutensctBa PO ot 29.05.2015 Ne 996-p
«O0 ytBepxkaenun Ctparerun pa3BuTus Bocnutanusi B Poccuiickoit denepaunn Ha

nepuoa 1o 2025 roga);



—  Konuenmuu pa3BuTHs A0NMOJHATENBHOTO 00pa3zoBanus aeteit 1o 2030 roaa,
yTBEpKIAeHHOM pacnopsukeHueM [IpaBurenscTBa Poccuiickoin @enepannn ot 31 mapra

2022 r. Ne 678-p.

2. HoBu3Ha, AaKTyaJqbHOCTb, IleJaroruyeckass  ILejaeco00pa3sHOCThb

NPOrpamMMmbl.

Ha ceromnsmHuii neHb B KaXXIOW COBPEMEHHOW KPYIIHOW KOMIIAHUMU €CTh
00JIBIIOE KOJIMYECTBO KOMIBIOTEPHON TEXHUKH U PA3IMYHBIX CETEBBIX YCTpOMCTB. Jlis
ux OecrnepeOoOiHON pabOThl B KOMIAHUU TpeOyeTcss CeTeBOM aAMUHUCTPATOD,
BJIA/ICIOMIMI HEOOXOAMMBIMU KOMIIETEHIIMSIMU U HaBblkamMu. Ho 3HaHMsS yCTpoicCTBa
KOMITBIOTEpA U HABBIKM €r0 HACTPOWKH OYIyT TOJE3HBIMU JUJIsi JIOOOT0 COTPYAHHUKA
odpuca. Takum 006pa3zoM yuamiuecs MO JAHHOMY HANpPaBJICHHUIO MOJYYalOT HABBIKU U
YMEHHsI, KOTOpbIE CEeMIaloT UX 0oJiee KOHKYPEHTOCIIOCOOHBIMM Ha pPBIHKE TpyJla BHE
3aBUCUMOCTH OT BbIOpAaHHOM cepbl AeSATETHLHOCTH.

B Hacrosiiee Bpemsi mpouecc MHpopMaTH3aLUKM HPOSBISIETCS BO Bcex cdepax
YeJIOBEUECKON JIeSTENIbHOCTU. VICIoNb30BaHME COBPEMEHHBIX HMH(POPMAIIMOHHBIX
TEXHOJIOTUN SABIISAETCS HEOOXOJUMBIM YCIOBUEM YCIIELIHOTO Pa3BUTHUS KaK OTIEIbHBIX
OTpacilel, TaK U TOCyAapCTBa B LIEJIOM.

CerogHsi cHUCTEMHBIH aJIMUHUCTpAaTOp — 3TO BocTpeOoBaHHas mpodeccus,
aKTyaJbHOCTh KOTOPOM € KaXIbIM TOJOM TOJbKO Bo3pactaer. B o0s3aHHOCTH
CUCTEMHOI'0 aJIMHMHHUCTPATOpa BXOAUT YCTAHOBKA M HACTpPOMKA IPOrPAMMHOIO
o0ecniedeHus, MoAepKKa paboThl KOMIBIOTEPOB U OPITEXHUKH, YMEHHUE Pa3padaThIBaTh
U YIIPaBIATh KOMIIBIOTEPHBIMU CETSAMHU. Peanu3anus TaHHOW IpOrpaMMBl IIPEAIIonaraet
HCIIOJIb30BaHUE OIEPEKAOLINX 00pa30BaTEIbHBIX TEXHOJIOI U pa3BUTHSA JIeTeil B chepe
MHXEHEPHBIX HAYK U CO3/1aeT OJaronpusITHbIE YCIOBUA JIJIsl YCKOPEHHOT'O TEXHUYECKOTO
pa3BuTusi oOyuwarommxcs. JlaHHas mporpamma  crmocoOCTBYyeT  (OPMHUPOBAHUIO
M300peTaTeNbCKOTO MBIIUICHUS, PACIIUpPSIET W JAONOJHSAeT Oa30Bble 3HAHUS, JaeT

BO3MOKXHOCTb YAOBJICTBOPUTH HMHTCPCC B I/I36paHHOM BHUAC ACATCIIbBHOCTH, IIPOSABHUTH U



pealn30BaTh CBOM TBOPYECKUH IIOTEHLHUAJ, YTO [EJIACT MPOrpaMMy AaKTyaJlbHOU U
BOCTPEeOOBaHHOII.

B npouecce ocBoeHHs JaHHOM MporpaMMbl 00ydaroIuecs NpuoOpeTaroT HaBbIKH
paboThl C COBPEMEHHBIMU MHCTPYMEHTAaMU MPOKJIAJIKK U HACTPOUKHU CETU. Y CTAHOBKOM
u padortoit ¢ cepBepubiMu OC. Hactpoiikoil cepBepoB ISl LEHTPAIU30BAHHOTO
yIpaBiIeHUs BCE HHPPACTPYKTYpPOH.

[lonyyeHHble 3HaHUSI U HABBIKM MPUTOAATCS B JII0O0OW cdepe NeaTeabHOCTH
YEJI0BEKA.

HanpagBJ/ieHHOCTBH IPOrPaMMBbl: TEXHUYECKAs

3. AapecaTt nporpamMmbl.

Anpecat mporpamMmsl SIBJISIFOTCS IE€TU B Bo3pacTe oT 12 o 17 ner.

Copnepxanue M 00BEM CTapTOBBIX 3HAHUM, HEOOXOAMMBIX [IJIi OCBOEHUS
OpOrpaMMbl: 3HaHHE YCTPOMCTBA MNEPCOHAIBHOIO KOMIIBIOTEpA, NPEJCTABICHUE O
¢aiioBeIx cuctemax, ymeHue ycraHoBuTb OC, co3naBaTh M HacTpauBaTh y4Y€THbBIE

3aIinucu HOHB3OB3T€H€I>'I, 3HaTb BUbI ceTeﬁ, CCTCBBIC TOIIOJIOT'HH.

4. Cpok peajiu3anum NporpaMmbi:

Cpok peanuzanuu nporpaMmbl cocTaBisgeT 1 rog.

YpoBeHb NporpaMmMbl: IIPOJBUHYTHIN

[Iporpamma mpeamnonaraeT WCHOJIB30BaHUE W pealu3alyio Takux (Hopm
OpraHu3alMi MaTepualia, KOTOpbIE JOMYCKAIOT OCBOEHUE CIEIUATN3UPOBAHHBIX
3HAHWHA U S3bIKA, TAPAHTHPOBAHHO OOECTICUMBAIOT TPAHCIHSIINIO OOIIEH W IEeTOCTHOU

KapTHHBI B paMKaX COACPKATCIbHO-TCMATUYCCKOI'O HAIIPaBJICHUA IIPOT'PAaMMBI.

5. dopma peau3auy MPOrpaMMbl.
dopma 00ydeHHS — OUHAS.
OO0pazoBaTenbHblE TEXHOJOTHUU: WH(OPMAIMOHHBIC TEXHOJOTHUH, MPOCKTHAsS

TCXHOJOI'uA1, 3nopOBbec6epera}omHe TCXHOJIOI'MH, TCXHOJIOI'HA HpO6J’I€MHOFO 06yquH$[.



®dopMa opraHu3alMy COAEpPKaHUs U Mpoliecca NeIarornyeckoi AesiTeNbHOCTH —
KOMILJIEKCHAS.

Tun opranuzanuu pabOTHl YYEHUKOB: TPyIoBas padoTa, MHAWBUAYyaIbHAs,
KOJUIEKTUBHAS.

Bupl 3aHATHIL: TEKIMU 1 IPAKTUYECKUE 3aHATHUS.

Hanoansiemocts rpynmnsl: ot 12 1o 15 yenosek.

6. O0bemM nporpaMmmbI:

O0bem nporpammel: 144 yaca.

Pexxum 3ansiTmii: 2 pasa B HEJIEIIO no 2 axkaJeMUYecKUX yaca.
[IponomxurenbHoCcTh Yaca — 40 munyT. [lepepbiB Mexay 3ausTusiMu 10 MUHYT.

7. Lleab mporpamMMmabi:

Lenpro mporpaMMBbl SBIISIETCS. (POPMUPOBAHUE HABBIKOB MPOJIBUHYTOT'O YPOBHSI
1o 00ECNeYeHHIO 3alIUThI TAHHBIX, YCTAHOBKE M HACTPOIKE ONEPAIMOHHBIX CUCTEM JJIs
pabounx cTaHUMM, a Takke (popmupoBaHue npencTaBieHus o6 HTepHeTe Bemel u
HOJX0/1aX K paboTe ¢ TAKUMHU CHCTEMaMU.

8. 3ajauu nporpamMmai.

[IporpamMma HarpaBiieHa Ha peLICHHUE CIEIYIOINX 3a/]1a4:

—  chopMupoBaTh 3HaHHUS O KOMIBIOTEPHOW TEXHHKE, 00 apXUTEKType H
npuHIUnax padboTsl ceTd IHTepHET U ApYyrux KOMIbIOTEPHBIX CETEH;

- chopmMupoBaTh 3HaHHS O NPHUHIUIIAX U CTpykType I[P-ampecammm, o0
apXUTEKType U MPHUHLUINAX padOThl MapUIPYyTU3aTOPOB U KOMMYTAaTOPOB B HEOOJBIINX
CeTSIX;

—  copmupoBaTh NOHUMaHNE Ha3HAYCHUSI CEPBEPOB;

—  00y4yHuTb HaBbIKAM COOPKHM KOMIIBIOTEPA M3 KOMIUICKTYIOIIUX M HaBbIKAM
pabOThI C TEXHUYECKON JOKYMEHTAIUEH;

—  chopMupoBaTh YMEHHE YCTaHABINBATh, HACTPAWBAaTh U OOCITYKHUBAThH

ornepanoHHbie cucteMbl cemericts Windows u Linux;



—  yCTaHaBIMBaTh JipaliBepbl 0OOPYIOBaHUS, YIPABIATh  yYETHBIMU

3aMuUCsMHU TMOJIb30BaTENIEH, yCTAaHABIUBATh U YAAIATh MPUIIOKEHUS.
— chopMupoBaTh M pa3BUTh HABBIKM I[OMCKa HEOOXOAUMOHN ydeOHOU
uH(popMaImy;
— dbopMupoBaTh YMEHUS aHAJTM3UPOBATH TOCTABJICHHBIE 3a]]a4H.
— chopMUpOBaTh HABBIKK MHAUBUIYAJTLHON U TPYIIIOBON paOOThI JJIs
peleHrs MOCTaBICHHOM 3a/1auyi ¥ BOSHUKIIKUX MPOOJIeM;
— BOCIHUTATh TPYAOIO0UE, YIIOPCTBO U JKETaHUE J0OMBATHCS TOCTABIEHHON
LEJH;
- BOCIIUTATh OEPEKHOE OTHOIIEHHWE K OOOpPYAOBAaHUIO U TEXHUUYECKUM
YCTPOKCTBAM.
9. [lnanupyembie pe3yJbTAThI OCBOEHHSI IPOTPAMMBbI.
B pe3ynbTaTte ocBOEHUs MPOrpamMMbl, ydamuecs OyayT:
3HaTh:
—  chopMHpPOBAaHO  TIPEJACTaBIEHHE 00  YCTPOMCTBE  MEPCOHATBHOTO
KOMIIBIOTEpA U TPUHIIUIIE €T0 padOThI;

—  chOopMHpPOBAHO MpPEACTABICHUE 00 apXUTEKType W MPUHIUIAX PAOOTHI
CEeTeHl U CETEeBBIX MPOTOKOJIOB;

—  copMHpOBaHO IpeICTaBICHNE O PabOTE CEPBEPOB.

Ymern:

—  YCTaHaBIIMBAaTh M HACTPAWBATh MPUKIIATHOE MPOTpaMMHOE oOecrieueHue,
MCIIOJIb30BaTh CUCTEMHOE MPOTPAMMHBIM 00€eCTIeueHuE;

—  yCTaHaBIIMBATh, HACTPAMBATh U 00CITyXuBaTh cepBepHbie OC: Windows u
Linux.

—  CcO3/1aBaTh CKPUNTHI JJIs1 HACTPOUKHU CUCTEMBI.

—  TPOU3BOJUTH JUATHOCTUKY U YCTPAHITHh HEHMCIPABHOCTH KaK arMapaTHOH,
TaK U IPOTPAMMHON COCTABJISIOLIEH.

Baanern:



—  HaBBIKOM COOpKHU KOMITBIOTEPA U3 KOMIUIEKTYIOIINX U HABBIKOM PabOTHI €
TEXHUYECKOU TOKYMEHTAIUEH;

MeranpeaMeTHble:

—  chopMHUpOBaHbI HABBIKH MTOMCKA Yy4eOHOU HHPOPMALIHH;

—  chOopMHPOBAHO YMEHHE aHATU3UPOBATH NOCTABICHHBIE 3aJaUH.

JInuHOCTHBIE:

—  YMEHHE pelllaTh MOCTaBJICEHHbIE 3a7a4 U BO3HMKAIOLIWME MPOOJIeMbl MpU
pELIEHNN ATUX 3a]1a4;

—  BOCHHUTaHUE TPYHOJtOOWs, YINOpPCTBA U  JKENaHus  J10OMBATHCS
IIOCTaBJICHHOM LIEJIN;

—  chopmupoBaHO OepexHOE OTHOIICHUE K 000PYIOBAHUIO U TEXHUYECKUM
YCTPOWCTBAM;

—  chopMHpPOBaHbl HABBIKM WHIUBUIYAIbHONW M TPYNIOBOW paOOTHI s
pelleHus MOCTaBICHHOMN 3a/Jaul U BO3HUKILIUX MTPOOJIEM.

10. ®opMmbI npeacTaBiIeHUs Pe3yJIbTATOB.

@®opmbl  arrecTanuMM: Oecela, JEMOHCTpallds pelIeHHs, HaOIIo/eHuE,
TECTUPOBAHHUE.

BX01HOI KOHTPOJIb OCYILIECTBISAETCS B HaUaJle pea3aluy IporpaMmsl B popme
Oecenpl U HAOJIIOJIEHUS U UIMEET JuarHocTuyeckue 3ajauu. Llenb BXoJHOM TUarHOCTUKU
—3a(UKCUpPOBaTh HauaJbHBIH YPOBEHD MOATOTOBKH 00YUaOIIUXCsl, UMEIOIINECS 3HAHUS,
YMEHHUS U HaBBIKM, CBA3aHHBIE C IIPEACTOAILLEH NEITEIBHOCTBIO.

Habmronenue ocymiecTBiseTcs: B TEUEHUE pealn3aliy IporpaMMBl.

IIpoMeXyTOUHBIH  KOHTPOJIb  OCYIIECTBISAECTCA B  LEIAX JAUArHOCTHKHU
TEOPETUYECKUX 3HAHUN M NPAKTUYECKUX YMEHUH M HABBIKOB II0 MTOTaM OCBOCHUS
OJTHOTO U3 pa3fenoB Kypca. [IpoBoautcs B hopMe TeCTUPOBAHUS.

N TOroBelii KOHTPOJIb MMPOBOAUTCA C LIEJIBIO ONPEACIICHUS CTEIEHU TOCTHKECHUS
pe3ysIbTaToB OOYYEHHUS M MOJIyYEHHsI CBEIEHUH ISl COBEPILIEHCTBOBAHMS IPOIPAMMBI U

MECTOJ0B O6y‘-IeHI/I$I — IPCACTaBIIACT U3 ceOsT BEITIOJTHEHHE MMPAaKTUYCCKOI'o 3aJaHusd.



11. OuenouyHble MaTepHaJIbl, GOPMHUPYIOLIHE CHCTEMY OLIEHUBAHUA

IIpoMe:XyTOUHBIIE KOHTPOJIbL TMPOBOAUTCS B  (oOpMe TECTUPOBAHUA.
[IpumepHBIli BapWaHT TECTUPOBAHUSA MPOMEKYTOUYHOTO KOHTPOJS MPEICTABICH B
npuioxenuu 1.

MaxkcumanbHOe Komn4ecTBO 06amioB — 30, B TOM YHce: 32 KaKIbli MPaBHIBHO
HACTPOEHHBIN 351eMeHT — 1 6asu (Bcero — 28 6aioB), 3a MPaBUIIbHO MOCTPOCHHYIO CXEMY
- 2 Ganna.

Bricokuii ypoBeHb — yuaiuiics HaOpan He MeHee 25 0ajioB M0 UTOTaM 3allUThI
IIPOEKTA.

Cpennuii ypoBeHb — ydamuiicss HaOpai oT 15 no 24 6aaioB Mo UTOraM 3alluTh
IIPOEKTA.

Huskuit ypoBeHs — yuaniuiics HaOpan menee 7-14 6anos.

HToroBelii KOHTPOJIBb NIPEACTABISICT U3 CE0s BBHITIOJIHCHUE MPAKTHYECKOTO
3amanus. [IpuMepHBIii BApHAHT UTOTOBOTO 3aJaHUs TIPEJICTABIICH B IPHIIOKCHHUH 2.
MaxkcuMaitbHbIN 0aiu1 3a utorosoe 3ananue: 40 0ayuios.
OneHrBaHUE TECTUPOBAHMSI OCYIIIECTBIISIETCS TI0 CIEAYIONINM YPOBHSIM:
—  BBICOKHMH YpOBEHb — ydaruiics HaOpan He mMeHee 80% OT MakcHUMaIbHO
BO3MOYKHOT'O KOJIMUeCcTBa 0auioB (0T 32 6asuioB).
—  cpenHuN ypoBeHb — ywaniuiics HaOpan He MeHee 50% oT MakcHMaIbHO

BO3MOYKHOT'0 KoytmuecTBa 0amuioB (0T 20 6auios).

—  HU3KHH ypOBeHb — yuanuiicsa HaOpan meHee 50% oT MakCUMaJIbHO

BO3MOXHOTO KonmuecTBa 0amioB (MeHee 20 6aio).

O0muMu KpUTEPUAME OLEHKH PE3YJIbTaTUBHOCTH OO yUEHHUS SABIISIOTCS:
- OLIEHKAa YPOBHS TEOPETUUYECKUX 3HAHUW: CBOOOJa BOCIPUATUS TEOPETUUECKOM
nH(OpMAIHN, OCMBICIIEHHOCTh M CBOOO/1a HCTIONB30BAHMSI CTICTIMAIEHON TEPMUHOJIOTHH,

CBO6OI[a OpUCHTAIMH B TCOPCTHUICCKOM MATCPHAJIC,



- OIICHKA YPOBHS MPAKTUYECKOW MOIATOTOBKH: COOTBETCTBUE PA3BUTHUS YPOBHS
MPAKTUYCCKUX YMEHUH M HABHIKOB TPOTPAMMHBIM TpeOOBaHUSM, CBOOOMA BIAJACHUS
CHeIMaTbHBIM 000PY/IOBaHUEM M OCHAIICHUEM;

- OIIEHKA YPOBHS JIOCTHKCHUS TMIHOCTHBIX PE3YJIBTATOB: KYJIbTypa OpraHU3aIluu
CaMOCTOSITCIILHOM JEATENBHOCTH, KyJIbTypa paboThl ¢ WH(pOpPMaIeld, aKKypaTHOCTh |
OTBETCTBEHHOCTH IIPH padoTe.

OleHKa WTOrOBBIX Pe3yJbTAaTOB OCBOCHHS MPOTPAMMBI OCYIIECTBIISCTCS IT0
TPEM YPOBHSIM:

Bricokuit ypoenb — goctmkenue 80- 100% noxazateneit 0CBOCHUS IPOrpaMMBI.

Cpennuii ypoens — noctikenne 50- 79% nokasateneid 0CBOSHUS! TPOrPAMMBI.

Huskuit ypoBenp - goctmxkenue meHee dem 50% mokasaTeneil OCBOCHUS
IPOTPaMMBI.

JlocTUrHyThIe OOYYarOIIMMCS 3HAHUS, YMCHHUS U HABBIKUA 3aHOCSTCS B CBOJIHYIO

TaOJIMITy Pe3yJbTaTOB O0yUCHHUS.

OreHka ypoBHEN OCBOEHUS POTPAMMBI

YpoBHH [TapameTpsl [Toxazarenun
Broicoxkuii Teopernueckue | OOyvaromuics 0CBOUI MaTepuall B IOJHOM oObeEME.
YPOBEHbD 3HAHUSA 3HaeT U NOHKMMAaeT 3HAaYeHHE TEPMUHOB, YIIOTPEOIAET UX
(80-100%0) OCO3HAaHHO U B MOJHOM COOTBETCTBHM C COIEP’KAHHUEM.

CaMOCTOATENTbHO ~ OPUEHTHUPYETCS B COJEpKaHUU
MaTepuaia 1o TeMaM.

IIpaktnueckue | OOyuwaromuiica oBianen 80-100% ymeHUN U HaBBIKOB,
yYMEHUs ¥ MPeAYCMOTPEHHBIX MPOrpaMMOM 3a KOHKPETHBIN MEPUO/I.
HaBBIKU Ymer paboTaTh CaMOCTOSITEINILHO, MIPUMEHSS
MPAKTHYECKUE YMEHUS U HAaBBIKU.

[IpaBuiIbHO ¥ MO HA3HAYCHHIO PUMEHSET HHCTPYMEHTHI.
YMeeT BBINOJHATE OCHOBHBIE JIOTMYECKHUE JEHCTBUA
(aHanmu3, cMHTE3, YCTAaHOBIIEHHE MPUYMHHO-CIICCTBEHHBIX
CBsI3el).

CrnocoOeH  miuaHUpOBaTh U PEryIUpOBaTh  CBOIO
JeSATEIBbHOCTD IO pealn3aliy MPOeKTa.

YMeeT oCyIIecTBISTh MOUCK HHPOPMAIIIH, B TOM YHCIIE B
cetr IHTepHeT; BBICTYIIMBATh COOECEIHUKA U BECTU
JIMAJIOT; BBIPAXXKaTh CBOM MBICIIM B COOTBETCTBUU C
3a/1a4aMU U YCIIOBUSIMU KOMMYHHUKALIUH.




JIngnocTHBIE OOyyaromuiicst 001aaeT BHYTPEHHEH MOTHUBAIIMEH.
Pe3yNbTaThI CriocobeH caMOoCTOSITETIbHO OPraHU30BaTh COOCTBEHHYIO
NS TEeTbHOCTH.
CdopmupoBana KyabTypa paboThl ¢ HUHGOPMAITUEH.
PaboTy BBIMOJHSAET aKKYpaTHO, JOBOJAUT JI0 KOHIIA.
Mo3KeT OLIEHUTH PE3YJIbTaThl BEITIOJIHEHHUS CBOETO 331aHUS
U J1aTh OLIEHKY pabOTHI CBOErO TOBApHUIIA.
Cpennuii Teopernueckue | Yuammiics ocBOmII 0a30BbIe 3HAHHS, OPHEHTUPYETCS B
YPOBeHb 3HAHUSA COJICpKaHUM MaTepuaa 1o TeMaM, HHOTJa OOpaIiaeTcs
(50-79%) 3a MOMOIIIBIO K TIE/Iarory.
Hcnonp3yer crnenuanbHYyI0 TEPMHHOJIOTHIO, OIHAKO
coueTaeT e€ ¢ ObITOBOI
[IpakTnueckue | Brnamgeer 0a30BBIMH HaBBIKAMH W YMCHHSMH, HO HE
YMCHHUS ¥ BCerja MOXET BBHIMOJHUTH 3a/laHUE CaMOCTOSATEIBHO,
HaBBIKH MIPOCHUT TIOMOIIIN TIEAarora.
B 0CHOBHOM BBITIOJTHSIET 3a/JaHHSI HA OCHOBE 00pasa.
CnocobeHn  pa3paboTarh  MPOEKT €  IOMOIIBIO
MIPETIOIaBaTEIs.
Berpewarorcss  OoTAeNbHBIE  CIydaW — HEMPaBHIBHOTO
MIPUMEHECHHSI HHCTPYMEHTOB.
Jenaet ommoku B paboTe, HO MOKET YCTPAHUTh UX TOCIIe
HaABOJISAIINX BOITPOCOB MIIH CAMOCTOSITEIIEHO
HcnbiThiBaeT ~ HE3HAUWTENBHBIC — 3aTPyTHCHHS  MPH
BBITIOJTHEHNH OCHOBHBIX JIOTUYECKUX JEHCTBUN (aHAnm3,
CUHTE3, YCTAaHOBJICHHUE MPUYMHHO-CIICACTBEHHBIX CBSI3€HN).
Croco0eH  mIaHUpOBaTh M PETYIUPOBATH  CBOIO
NEeSTeNIbHOCTh 10 peaju3aldd MpoeKTa C TMOMOIIbIO
nejarora.
HcneiThIBaeT HE3HAYUTENbHbIC CIOXHOCTH B
OCYILIECTBJICHUM KOMMYHUKAllMU C TEJaroroMm |
CBEPCTHUKAMH.
JlnanoctHele | BHyTpeHHss MOTHBaLMs K OOy4EHHUIO COUETAeTCs C
pE3ynbTaTHI BHEILIHEH.
B pabore nomyckaet HEOpEKHOCTb.
PaGoty He Bcerzia BBINOIHSIET aKKypaTHO U/UJIH JOBOJIUT
710 KOHIIA.
OueHuTh pe3ylbTaThl CBOEH IEATEIbHOCTH MOXKET C
MOJ/ICKa3KOH mejarora.
Huzknid Teopernueckue | BrangeeT MUHMMAaNbHBIMA 3HAHUAMH, OPUEHTUPYETCS B
YPOBeHb 3HAHUSA COJIep’)KaHUU MaTepHala Mo TeMaM TOJbKO C TIOMOIIBIO
(MeHbIIIE nejgarora.
50%) W3beraer ynoTpebnsaTh cieniaibHble TEPMUHBL.
IIpakTnueckue | Bnajgeer MHUHHMAalbHBIMH HayallbHBIMH HaBBIKAMU H
YMEHHUS Y YMCHUSMHU.
HaBBIKU VYyamuiics cnocoOeH BBIMOMHATH KaXAYIO OIeparfio

TOJIBKO C MOJCKa3KOW MeAarora Win TOBApHUIIEH.

Yacto  HempaBWIBHO  HpPUMEHSET  HEOOXOIUMBIH
MHCTPYMEHT MJIM Ha UCHOJIb3YyeT ero BoBce. B pabote
JIOITyCKaeT IpyOble OMNOKH, HE MOJKET X HAUTH UX JlaKe
IIOCJIE YKa3aHMsI IPENo1aBaTers.
B cocrosHuM  BBINOJHATH
IIPAKTUYECKUE 3aJJaHUs TIeflarora.

JUIIb  [POCTEHIINe




HcnbiTbIBaeT  CyIIECTBEHHBIE — 3aTPYOHEHUS  IIPH
BBIIIOJJHEHUM OCHOBHBIX JIOTMUECKUX JIEHCTBUH (aHAIuU3,
CUHTE3, YCTAaHOBJIEHUE IPUUYNHHO-CIIEACTBEHHBIX CBSI3€).
He cnocoOeHn miaHUpoBaTh M PETYIMPOBATH CBOIO
JeATEIBbHOCTD T10 pean3aluy IIPOEKTa.

HcnsiTbiBaeT 3HA4YUTEIIbHbIE CJI0KHOCTH B
OCYHIECTBJIECHUNM KOMMYHHUKAIlMM C NEAarorom W
CBEPCTHUKAMM.

JIny"ocTHBIE
pe3yJIbTaThI

[IpeoGnanaet BHENIHAS MOTUBALUS K 00Y4EHUIO.

PaboTy 4acTo BBIMOJIHSAET HEAKKYPATHO W/HUJIH HE JOBOJIUT
710 KOHLIA.

He criocobGen camocTosiTeIbHO U OOBEKTUBHO OLIEHUTH
pe3ynbTaThl CBOCH pabOTHI.

CBoaHas Ta0uua pe3yabTaToB 00yYeHHs 110 MporpamMme

Onenka
Ornenka MPaKTUYECKUX
Ne damMuans, UMs H P N JImanoctabie | MTOTOBAs
/ TEOPETUUECKUX YMEHHUI 1 HABBIKOB
/n oOyJarorierocs - pEe3YIbTATHI OIIEHKA
3HAHUHN (TIpeIMeTHBIX U
MeTanpeIMETHBIX)
1.

AHAJIN3 TMATHOCTHYECKOH padoThl

KonuuecTBo 00y4aromuxcs mno CuucKy

KonunuecTBo BHINOTHABIINX paboTy

Komanuectso

«BBICOKHIT YPOBEHB

«CpenHuil ypoBEHbY

«Hu3zkuii ypoBeHb»




YUYEBHBIN IIIAH

VY4eOHO-TEMATUYECKHUI TIJIaH

Ne HasBanue pa3nenos, tem KosmmuectBo yacos dopma
o Bcero | Teopusa | IIpaktuka aTTecTaun/
KOHTPOJIS
DTHYECKHE acTIeKThI PO (eccHoHaTLHOM YcTHbll omnpoc
1 JeATETHbHOCTH CHCTEMHOTO 2 2 0
aJIMUHUCTpATOPA.
DHepreTryeckas 6€30MacHOCTh
2 WH(POPMALMOHHBIX cucTeM. McTouHnKN 9 5 0
' OecriepeOOHHOr0 MUTAHHUS.
3 ApPXUTEKTypa COBPEMEHHBIX 5 5 0
' nporeccopoB. ARM u x86.
4. Pa6ora ¢ BIOS/UEFI. Boccranosnenue 4 2 2 [TpakTudeckas
MOBPEXKAEHHON MPOIINBKH. pabota
5. YCTpoicTBO U MPUHIUI PabOTHI 4 2 2
koMMyTaTopoB L2 u L3 pazmmaasix
BEHIOPOB
6. YCcTpoicTBO U IPUHIMI PAOOTHI 6 2 4 [IpakTiueckas
(halipBOJIIOB PA3TMYHBIX BEHIOPOB paborta
7. JlnarHocTHKa ceTH 4 2 2
8. Bupryanuzanus KVM 6 3 3
9. [IpomexxyTouHas arrecTanus 2 0 2 Tecr
10. | llIudpoBaHue naHHBIX 4 2 2
11. | Texnonorus VLAN 4 1 3
12. | Ilepecbopka smpa Linux 6 2 4
13. | [Honyuenue undopmalmu o cucTeme. 6 2 4
NMAP. bannepsr.
14. | PerynsipHbie BRIpQKCHUS 4 2 2
15. | Yrunute! sed u awk 2 1 1
16. | Hacrpoiika NAS 4 2 2
17. Hacrpoiika cepBepa BpemeHU. 2 1 1
18. | Yrenwue u ananu3 yoros Linux 4 2 2
19. | DNS-cepsep BIND 6 3 3 IIpakTnueckas
pabota
20 BoccranoBnenue paboTocrnocoOHOCTH 2 1 1
" | Linux.
21. | IIpoextr SAMBA. Co3nanue o6mux 2 1 1
TamnoxK.
22. | IIpoext OPENVPN. Co3nanue 2 1 1

BUPTYaJIbHOW YaCTHOM CETH.




23. | PerynspHble BbIpaXEHUS. 2 1 1
24, OpenSSH. Y nanéuusrii 1oCTyII. 4 2 2
TyHHEnmUpoBaHue.
25. [Ipo3paunsblii TPOKCH HA MpUMEpE 4 2 2
SQUID
26. Cpenpl nepenayu 1anHbIX. OCHOBBI 4 2 2
0eCIIPOBOTHOM CBSI3H.
27. | O630p Bo3moxHOCTel RouterOS v6 4 2 2
28. | Hacrpoiika 6ecripoBOAHOM CETH Ha 2 1 1
RouterOS.
29. | Texnomorus WDS 4 2 2
30. | IIpuopurezarus Tpaduka. 4 2 2
31. | Yrunura mdadm. IIporpammusie RAID- 4 2 2
MaCCHUBEI.
32. | YcraHnoBka 1 HacTpoiika paboyero mecra 6 0 6 [TpakTrueckas
anMuHHCTpaTopa Ha 6aze OC Linux. pabota
33. | Buneonabaronenue. 6 2 4
34. | Bash: uukibl, BeTBIICHHE, HHCTPYKIIUS 6 2 4
read.
35. BrinmonHeHue MpakTUUeCcKOro 3a/1aHus. 4 0 4 [TpakTrueckas
paborta
36. | Hacrpoiika JIBC paznugroro turma (1o 10 0 10 Hrorosoe
owmieram) TECTOBOE
3aaHne
Uroro 144 58 86




COAEPKAHUE YYEBHO-TEMATHYECKOI'O IIJTAHA

1. ITHYECKHE ACTIEKThI MPO(ecCUOHATBHOM 1eITeJIbHOCTH CUCTEMHOIO
aJMUHHCTPATOPA.

Teopust (2 gaca). OTBETCTBEHHOCTh, MOPATIbHO-TUYECKUE U TIPABOBLIC HOPMBI
po(ecCUOHaNbHOMN NEeSITEbHOCTH CUCTEMHOTO aAMUHUCTPATOPA.

2. JHepreTu4ecKas 0e30MmacHoOCTh HH(POPMALUOHHBIX CHCTEM.
HUcTounnku OecriepedoiiHOro NUTaHMS. (Mmeopusi- 2 uaca)

Teopusi: 3naueHue OecnepeboitHoro snekrpocHabxenus HC. 3HakKoMCcTBO €
paznuuabiMU Busiamu VBT u ctabunuzatopos.

3. ApXuTeKTypa coBpeMeHHbIX npoueccopoB. ARM u X86. (meopus- 2
yaca)

Teopusi: DBodrOIMA TPOLIECCOPOB, UX YCTPOMCTBO, OCHOBHBIE MapameTphl. /[Ba
MOJIX0/1a K MPOU3BOACTBY MpoIieccopa.

4, Padora ¢ BIOS/UEFI. BoccraHoBiieHHe MOBPEKIEHHON NMPOIIMBKH.
(meopus- 2 uaca, npaxmuxa- 2 yaca)

Teopus: 3nauenune BIOS/UEFI B pa6ote kommnbroTepa. OCHOBHBIE TapaMeTpBhI.

[Ipaktuka: HacTpoiika pa3nuyHbIX peKUMOB paboThl. BoccTaHoBIEHNE TPOLITUBKHU
C IOMOIIIBIO TPOTpaMMaTopa.

d. YceTpoiicTBO M MPpUHIMI Pa00ThI KOMMYTATOPOB L2 1 L3 pazanynbix
BEH/IOPOB (meopusi- 2 uaca, npakmuxa- 2 4aca)

Teopust: Kommyranus cerel. MapupyTtuzanus CETeu.

[IpakTrka: Pabora c KoMMyTaTopamMu U MapIIpyTH3aTopaMu

6. YcerpoiictTBO W npuHoun  padorsl  (ailpBoIOB  pa3sIMYHBIX
Npou3BOAMNTENECH. (meopus- 2 yaca, npakmuka- 4 uaca)

Teopus: Ilytu peanmszanumn daiippouia.

[Ipaktuka: Yopasnenue (ailpBoiaoM, peaTrn30BaHHBIM B YCTPOUCTBAX PA3TUIHBIX
MIPOU3BOAUTEIICH.

7. JIMarHoCcTUKA CeTHU (meopus- 2 uaca, npakmuxa- 2 yaca)

Teopus: 3nakomctBo ¢ Cisco Packet Tracer.

[TpakTrka: [IpoBeneHue MMAarHOCTHKU ceTeBoi mHPpacTpykTypbl B Cisco Packet
Tracer.

8. Bupryanuzauus KVM (meopus- 3 uaca, npakmuxa- 3 uaca)

Teopus: Bupryamuzanus KVM B Linux. [TpenMyiiectBa 1 HeJOCTATKH.

[TpakTtuka: Co3nanue u HacTpoiika BUpTyaabHON MamuHbl KVM.

Q. IIpome:xkyTouHas aTTecTauus (npakmuxa- 2 yaca)



IIpaxTuka: Pemenue rectupoBanus

10. IIudpoBanue aHHBIX. (Meopus - 2 uaca, npakmuxa- 2 yaca)

Teopusi: MeTobl 1 aIrOpUTMBI IIKU(DPOBAHUS.

[Ipaktuka: mudpoBaHue W  pacliMPpoBKa  pPa3IUYHOM  MHPOPMALIUU.
Hcnonp3oBanue xa1ei.

11. Texnonorusi VLAN. (meopus - 1 yaca, npakmuxa- 3 uaca)

Teopus: UcnionszoBanue VLAN.

[Ipaktuka: [loctpoenue cetu VLAN.

12. IMepecoopka siapa Linux. (meopus - 2 uaca, npakmuxa - 4 uaca)

Teopust: AAnpo Linux. [{enu u cmbicn nepecoopku. [lytu peanuzarumu.

[Mpaktuka: [lepecoopka sapa Ubuntu 20.04

13. Moayyenue unopmanuu o cucreme. NMAP. bannepsl. (meopusa - 2
yaca, npakmuka - 4 waca)

Teopus: [1yTu u 3amaun nonxyueHuss ”HOOPMAIIMH O CUCTEME.

[TpakTuka: [IpakTdeckas peanu3zanus MoaydeHus: HHGOPMAaIUH.

14, PeryJisipuble BbIpa:keHusl (meopus - 2 uaca, npakmuka - 2 yaca)

Teopust: Perynsipublie BeIpakeHus, 001aCTH UX IPUMEHEHUS.

[Ipaktuka: [IpumeHeHNE PETYIAPHBIX BHIPAKECHUM.

15. Yruaurel sed m awk. (meopus - 1 uaca, npakmuxa - 1 uaca)

Teopust: YTHINTBL, UX TApAMETPHI K TPUMEHEHHUE.

[IpakTuka: Mcnonb3oBaHKe TaHHBIX YTUIIHT.

16. Hactpoiika NAS. (meopus - 2 uaca, npaxmuxa - 2 uaca)

Teopus: Peanuzamus u Hactpoiika NAS.

[TpakTuka: PaboTa c ceTeBBIMU XpaHUITUIIIAMH.

17. HacTtpoiika cepBepa BpeMeHU. (meopus - 2 waca, npakmuka - 1 uaca)

Teopust: tanon Bpemenu. CepBepa BpeMEHHU.

[IpakTuka: HacTpoiika kiueHTa u cepBepa BpEMEHH.

18. Yrtenue u aHaam3 JoroB Linux. (meopus - 1 uaca, npaxmuxa - 1 uaca)

Teopusi: JlorupoBanue coObITHII. BaxkHOCTh CBOEBPEMEHHOT'O PEarupOBaHUA.

[Tpaktuka: HacTpoiika u yTeHUE pa3MMIHBIX COOBITHIA.

19. DNS-cepBep BIND. (meopus -3 uaca, npaxmuxa - 3 uaca)

Teopus: Kondurypuposanue cooctBeHHOro cepepa nMeéH BIND.

[Tpaktuka: KorndurypupoBanue cooctBerroro cepsepa umén BIND.

20. BoccTaHoB/ieHHe padoTocnocodHocTH LinuX. (meopus 1 uac, npakmuka
- Ll yac)

Teopus: M3ydenne npudrd c6oeB LiNUX 1 METO0B X yCTpaHCHUS



IIpakTuka: BoccraHoBieHHUE ONIEPALIMOHHON CUCTEMBI.

21. IIpoext SAMBA. Co3nanue o01ux nanok. (meopus - 1 yaca, npaxmuka
- L yaca)

Teopusi: O630p Bo3MokHOCTEH cepBepa Samba

[Mpaktuka: YcraHoBka 1 KoH(pUTryparus cepepa Samba.

22. IIpoekT OPENVPN. Co31aHue BUPTYaJIbHON YaCTHOI ceTH (meopus -
1 waca, npakmuka - 1 yaca)

Teopusi: U3yuenune BozmoxHoctet OpenVPN.

[Ipaktuka: ¥YcranoBka u Hactpoiika OpenVPN.

23. OpenSSH. Yaanéuuslii noctyn. TynneaupoBanue. (meopus - 1 uaca,
npaxkmuxa - 1 yaca)

Teopusi: Paznuunbsie koHpurypamuu cepsepa OpenSSH.

[TpakTtuka: HacTtpoiika kiueHTa u cepsepa OpenSSH.

24. IIpo3paunbiii npokcu Ha npumepe SQUID (meopus - 2 uaca, npakmuka
- 2 uaca)

Teopusi: CMBICIT HCTIOTB30BAHUS TIPO3PAYHOTO MPOKCH. METOBI peah3aliyH.

[TpakTuka: YcranoBka u HacTpoiika cepepa SQUID B mpo3pauHom pexume.

25. Cpenbl nepeaauu 1aHHbIX. OCHOBBI 0€CTIPOBOIHOM CBS3U. (meopust - 2
yaca, npakmuka - 2 waca)

Teopusi: O630p pa3IUUHBIX Cpe[l TepeadH.

[Ipaktuka: Hactpoiika Touku qocryra.

26. 00630p Bo3MoxxHOcTel RouterOS V6. (meopus - 2 uaca, npakmuka - 2
yaca)

Teopusi: O630p Bo3moxkHocTelt RouterOS vo.

[TpakTtuka: HauansHas HacTpoiika RouterOS v6.

217, Hacrpoiika 6ecipoBoanoii cetu na RouterOS. (meopus - 2 uaca,
npakmuxa - 2 yaca)

Teopusi: Paznuunbie MeToab! peanu3anuu 6ecpoBoaHoi ceti Ha RouterOS.

[Ipaktuka: HacTtpoiika coocTBeHHOI OecrpoBoHO# ceTn Ha RouterOS.

28. Texnogorusa WDS (meopus - 1 uaca, npakmuka - 1 uaca)
Teopusi: MeTonpl pacmiipeHus: 30HbI O€CITPOBOTHOTO JOCTYTIA.
[IpakTtuka: Hactpoiika WDS.

29. IIpuopure3anus Tpapuka. (meopus - 2 yaca, npaxmuxa - 2 4aca)
Teopust: O630p OCHOBHBIX METOJIOB PHUOPUTE3aALIUU TpaduKa.
[IpakTtuka: HacTpoiika 1 KOHTpOJIb IpHOpUTETA TpaduKa.



30. Yruanra mdadm. Ilporpammusie RAID-maccuBbl. (meopus - 2 uaca,
npakmuxa — 2 aca)

Teopus: OTiinune NporpaMMHBIX U annapatHbeix peanusanuii RAID.

[Mpaktuka: Hactpoiika mdadm.

31. YcranoBka M HacTpoiika padodero Mecra aJMHHUCTPATOpa Ha 0a3e
OC Linux (mpakmuxa - 2 uaca)

IIpakrtuka: [TocranoBka 3a1auu.

32. Bupneonabmaronenue. (meopus — 2 uaca, npaxmuxa - 2 yaca)

Teopusi: MeTobl peanu3anny BU1€OHAOTIOICHUS.

IIpaxrtuka: Hactpoiika IP-kamepsl.

33. Bash: mukabl, BeTBiaenne, nuactpykums read. (meopus - 2 uaca,
npakmuxa — 4 uaca)

Teopusi: O630p HHCTPYKLIUH.

[Mpaktuka: Co3nanue ckpuntos bash.

34. BoinosiHeHue MPaKTUYECKOT0 3aJaHusl. (meopus - 2 yaca, npakmuxa — 4
yaca)

Teopusi: ABTOMaTH3a1Ms paboThI ¢ cepBrcamu LiNUX mpu momoriu ckpuntos Bash.

[Mpaktuka: Co3nanue 6a30BbIX ckpuntoB Bash.

35. BoinosiHeHue MPaKTUYECKOT0 3aaHMsl. (npakmuxa - 4 uaca)

[Mpaktuka: Co3nanue Bash-ckpunToB 1js pa3invHbIX 3a/1a4.

36. OMyJIsilMA cepBepa Ha 0a3e NMpoiiIeHHOro Kypea (npaxmuka - 10 uaca)

[Ipaktuka: YcraHoBka u 0a30Bas HacTpOika OCHOBHBIX Ciyk0. HMTtorosas
KOMIUIEKCHass paboTa(TeCTOBOE 3aJaHuE), BKIOUaromias B ceOsi BECh MPOMICHHBIN

MaTepual.



KOMILJIEKC OPTAHM3AIIMOHHO-NTEJATOTHYECKHUX YCJIOBUI

napa;

MarepuanbHO-TeXHUYECKOe 00ecreYeHue
Pabouee mecTo yyamuxcs (1 mecTo Ha 2 yyammxcsi):
—  HOYTOYK, KOMIBIOTEPHAS MBIIIIb;

—  o0xuMHOH uHCTpyMeHT nox RJ-45, konnekropsl RJ-45, oTBEpTKA, BUTas

—  MapupyTHU3aTOpP, KOMMYTATOD;

— CHCTEMHBLIN OJIOK B C60p€ C KOMIUICKTYIOIINMHA (MaTepI/IHCKaH IJiarta,

BUJICOKAPTa, CETeBas KapTa, OJI0K MUTAHMS U T. J.) JJIs1 COOpKH \ pa300pKH.

PaGouyee MecTO npenogaBaTeJisi:
—  HOYTOYK, KOMIIBIOTEPHAS MBIIIIb;
—  IpHUHTED;
—  MyJIBTHMEIMHHOE YCTPOHCTBO.
IIporpamMmmHoe o0ecnieuenue:
- cpencto BupTyaausauu (VMware Workstation / MS Hyper-V / VirtualBox),
- MS Office / LibreOffise

MeTtoanueckoe odecredyeHne MporpaMmmMabl

Metoasl 00yUeHUS
—  OOBSCHUTEILHO-UJUTFOCTPATUBHBIN (Oeceabl, O0BICHEHMS, TUCKYCCHUH);

—  PEHPONYKTHBHBIN (IESATEIHPHOCTh OOYYaeMBIX HOCHUT aJITOPUTMUYCCKUI

XapaKTCpP, BBINOJHACTCA IO MHCTPYKOUAM, IMPCAIIMCAHUAM, IIpaBUJIaM B aHAJIOTHYHBIX,

CXOJIHBIX C TIOKa3aHHBIM 00Pa3IOM CUTYAITUsX);

—  METOJ MPOOJIEMHOTO U3JI0KCHUS;

- 3BpI/ICTI/I‘-IeCKI/Iﬁ (MCTOI[ O6y‘IeHI/I$I 3aKIII0YaCTCA B OpraHn3aliiid aKTUBHOI'O

MOVICKA PEIICHUS BBIABUHYTHIX B 00y4YeHUH (MM CAMOCTOSTENIEHO C(HOPMYITUPOBAHHBIX )

IIO3HAaBATCJIBbHBIX 3a/1a4 B X0 C IIOAI'OTOBKHU U PCaJIU3allii TBOPUYCCKUX HpOCKTOB);

— HUCCIIEI0BATEIHLCKHUIM.



[legarorudeckue TEXHONOTHU: WHGOPMAIIMOHHBIE TEXHOJOTHH, TPOCKTHAS
TEXHOJIOTHS, 3JJ0pOBbecOeperaronue TEXHOIOT UM, TEXHOJIOT S POOJIEMHOTO O0yUeHUS.

B mpouecce oOydenus, ywamuecs padorator ¢ mporpammamu MS Office /
LibreOffice, cpencrBamu Bupryanusamun: VMware Workstation / MS Hyper-V /
VirtualBox.

[IpoekTHast TEXHOJOTHUS JAaeT BO3MOXKHOCTh CaMOCTOSTEIBHO KOHCTPYHPOBATH
CBOM 3HAHUS, OPHUEHTUPOBATHCS B HMHPOPMAIMOHHOM IPOCTPAHCTBE, pa3BHBACT
KPUTHYECKOC W TBOPYECKOE MBINUICHHE, CO3MaéT YCIOBHS Il (OPMHUPOBAHUS U
pa3BUTHS BHYTPEHHEH MOTHBAIIMU YdYalMXCsAd K 0OJiee KAYCCTBEHHOMY OBJIQJICHHIO
3HAHHMSIMHU, TIOBBIIIICHUS MBICIIUTEILHONM AaKTUBHOCTH M TIPUOOPETEHUS HAaBBIKOB
JIOTUYECKOTO MBIIILJICHUS.

3nopoBbecOeperaroniie TEXHOJIOTUH  IMO3BOJISIOT — CO3JaTh  MaKCHMAaJIbHO
BO3MOXXHBIC YCIIOBHUS [IJII COXPAHCHHMSI, YKPCIUICHUS W Pa3BUTHUS SMOIMOHAILHOTO,
UHTEIJIEKTYaIbHOTO W (PU3UYECKOTO 3JI0POBbS, B TOM YHCIE B YCIOBHUSX pabOTHI C
KOMITBIOTEPHOW TEXHUKOU.

[Ipo6nemHoe oOydeHHME — 3TO THUN PA3BUBAIOIIETO OOYUYEHHUS, COJIEpP KAHHE
KOTOPOTO MPEJICTABIEHO CUCTEMON TPOOJIEMHBIX 3a/1a4 Pa3IMYHOTO YPOBHS CJIOKHOCTH,
B IIPOIIECCE PELIECHUSI KOTOPHIX YJallluecs OBJIAJeBalOT HOBBIMU 3HAHUSIMU U CIIOCOOaMuU
JEUCTBUS, a dYepe3 ITO MPOUCXOTUT (POPMUPOBAHME TBOPUECKUX CIOCOOHOCTEM:
OPOAYKTUBHOTO  MBIIUICHUS,  BOOOpa)KEHHWs,  TMO3HABATEJIBHOW  MOTHBAIWH,
MHTEJUIEKTYaJIbHBIX YMOIIH.

Y4eOHO-MeTOAMYECKHE CPeCTBA 00y4eHUsI

J{ns peanuzanuuy nporpaMmbl HCIIOJIb3YFOTCS

—  chenuaniu3vpoBaHHAs JUTEpATypa 0 HalpaBJIEHHUIO, MOA0O0PKA KypPHAJIOB;
—  HAOOpPBI TEXHUYECKOHN IOKYMEHTAITMH K IPUMEHSIEMOMY 000py10BaHHIO;

—  o0pas3ibl MporpaMm, BEIMTOTHEHHBIE 00YYAFOIIIMMUCS | T1€1aroroM;

—  TuTakaThl, GOTO M BUICOMATEPHAIIBI;



—  y4eOHO-METOJMYECKHEe TocoOus Uil 1nejarora M OOydaroluxcs,
BKJIIOYAIOIINE JUJAKTUYECKUM, HWH(DOPMAIIMOHHBIN, CHPABOYHBIA MaTepuaibl Ha
Pa3IMYHBIX HOCUTEIISIX, KOMIIBIOTEPHOE U BUAEO 000PYI0BaAHUE;

—  TPUMEHSIEMOE Ha 3aHATUIX JUJAKTUYECKOE U YYEOHO-METOJIUYECKOe
obOecrieueHre BKIIIOYAECT B C€0sl DJIEKTPOHHBIE YYECOHUKH, CIPABOYHBIE MaTepHaslbl U

cucTemsl ucnoib3dyemsix [Iporpamm, UHTepHET, pabourie TeTpaan 00yJyaromuxcs.

Kanposoe o0ecnieuenne
[Iporpammy peanusyloT meAarord JAOMOJHUTETLHOTO oOpa3zoBanus «IT-

Kyo».
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[Tpunoxenue 1

IIpumep BapuaHTa TECTa ISl IPOMEKYTOYHOM ATTECTALMH

Bompoc 1: uto takoe IT (UT)?

1) Nnrepuet TexHonoruu

2) UnrepecHbie TexHomoruu

3) Uudopmarmonnsie TexHOIOT UM
4) Uctounuku Toka

Bormpoc 2. Hazpanue moaenu OS| pacmmdpoBbeiBaeTcs, Kax. ..

1) Monenb B3aMMOICHCTBHSI OTKPBITBIX CUCTEM
2) Mopenb OTKPBITBIX CETe
3) Mozeins B3auMOICHCTBHSI CETEH IPYT C IPYTrOM

Bompoc 3. Kaxkoit ypoBenb B3aumoeicteusi B mojenu OS| numHuii?

1) ®usnyeckuii ypoBeHb

2) KaHasbHBIH ypOBEHD

3) TenenmopTuueckuii ypoBEHb
4) TpaHCIIOPTHBIN YPOBEHD

5) CeaHCOBBIN YPOBEHD

6) YpoBeHb npe/icTaBICHUS
7) IpuknagHoi ypOBEHb

Bompoc 4. Jlaunslii ypoBenb Mmojaenu OSI uMeer feno ¢ nepenayeii noroka OuTos
110 GU3UYECKUM KaHajaM CBSI3H.

1) ®usnueckuii ypoBeHb
2) YpOBEHb IpeICTaBICHUS
3) CereBoii ypOBCHb

Bompoc 5. Kakoii ypoBenb monenu OS| siBisieTcss mepBbIM YPOBHEM, KOTOPBIH
paboTaeT B pekKMMe KOMMYTAIlUU MTaKeTOB?

1) ®usnueckuii ypoBeHb
2) KaHabHBIN ypOBEHB
3) [pukitagHOi YPOBEHD

Bompoc 6. Kakoii ypoBeHb mojaemu OS| ciry>kuT 11 00pa30BaHHS €IHHOU
TPAHCIIOPTHOM CUCTEMBI, OOBEIUHSIONIEH HECKOIBKO ceTel



1) VpoBeHb npeacTaBIecHUs
2) dusnveckuii ypoBeHb
3) CeteBoit ypoBEeHb

Bomnpoc 7. [Iporokon — 3t0. ..

1) VerporicTBo /i pabOThI JIOKAIBHOM CETH

2) CTaHgapT OTIPAaBKH COOOIICHUH Yepe3 SJCKTPOHHYIO TTOUTY

3) CnocoOHOCTh KOMITBIOTEpa TOCHUIATh (alibl Yepe3 KaHaIbl Mepeadu
uHpOpMaLUH

4) Cranaapt nepeiadyu JaHHBIX Yepe3 KOMITBIOTEPHYO CETh

Bompoc 8. JIokanbHas cetb — 370. ..

1) /IBa KOMIIBIOTEpA COCTMHEHHBIC MEXTY COOOi

2) KoMmibroTepHas ceTh, paclojIOKeHHAs 110 BCEMY MUPY

3) He Gosbliiasi KOMIIBIOTEPHAS CETh B MpeeiaxX OJHOTO MOMEIICHUS WIN
IpEIPUSTUS

4) YCcTpOoRCTBO 17151 COSAMHEHUST KOMITBIOTEPOB MEKTy COOOM

Bompoc 9. Kakoit ypoenr momenu OSI| oGecrieunBaeT NPWIOKEHUSIM WU
BBIIIECTOSIIIUM YPOBHSAM CTEKa Mepeaady AaHHBIX C TOW CTENEHbI0 HAJeKHOCTH,
KOTOpasi UM TpedyeTcs?

1) TpaHCHIOPTHBIH YPOBEHB
2) CeaHCOBBIN YPOBEHb
3) YpoBeHb npe/ICTaBICHHS

Bormpoc 10. MakcumaiibHasi CKOPOCTh Tiepeaadr HHGOPMAIlUd B KOMITBIOTEPHOM
JIOKaJbHOM ceTH (Ha OCHOBE Kabels BUTas rapa) MOKET JOCTUTaTh:

1) 56,6 Kour/c

2) 100 Ko6aiit/c

3) 100 Ko6wut/c.

4) 100 Mowur/c.

Bomnpoc 11. DHCP (Dynamic Host Configuration Protocol) pacmmdgpoBeiBaetcs
KakK..

1) mpoTOKOJI TMHAMUYIECKOM KOHPUTYPALIUN XOCTOB
2) IPOTOKOJI TMHAMUYECKOW KOH(DHUTYpaIi KOMMYTaTOPOB

3) IPOTOKOJI CTAaTHYECKOH KOH(UTYpaAITUH XOCTOB

Bonpoc 12. DNS (Domain Name System) pacmudpoBbIBaeTCs Kax. ..



1) CucrteMa JOMEHHBIX UMEH

2) Cuctema UMEH TMOJTb30BATEIIS

3) Cucrtema JOMEHHBIX MTOJIb30BaTEINCH

4) CuctemMa UIMCHH JOMEHA

Bompoc 13. Kakoit ypoBenb Mogenun OS| obecnieunBaeTr ympaBieHHE
B3aUMOJENCTBUEM CTOPOH?

1) CeaHCOBBIN YPOBECHB
2) IIpukinaaHOW YpOBCHb
3) TpaHCIOPTHBIH YPOBEHb

Bompoc 14. Kakoit ypoenr wmoxaenu OS| oOecrneunBaeT mpencTaBieHue
nepenaBaeMoii MHGOPMAIMU TO CeTH WHGOPMAllMK, HE MEHSsS TPH DTOM ee
coaepKaHus?

1) YpoBeHb npeicTaBieHUs
2) dusnyeckuii ypoBeHb
3) CeteBoit ypOBECHb

Bompoc 15. BoceMepuuHnas 3anuck npasa «Bce npaa» komanas chmod - ...

1) 4
2)5
3)6
4)7

Bompoc 16. Kakoit ypoenr wmoaemu OSI| mnpencraBnser coboit  HabOp
pa3HO00pa3HBIX MPOTOKOJIOB, C TOMOIIBIO KOTOPBIX IMOJIE30BATEIN MOTYYaIOT
JOCTYII K pa3JesieMbIM pecypcam?

1) KaHaJbHBIN ypOBEHB
2) IpukiaaHOH YpOBCHb
3) [pukiagHOW YpOBEHB

Bompoc 17. Kak Ha3piBaeTcs MpOTOKOIbHAS €IMHUIIA JAHHBIX I (PU3NIECKOTO
ypoBHs Mojaenu OS] Ha3zbiBaeTCs?

1) bur

2) baiir 18

3) M/6aiirt

Bompoc 18. Bupryanuzamust — 310. ..
1) mporecc co3aaHus MPOTPAMMHOTO (MJIH BUPTYaJILHOTO) MPEICTABICHHS YeTro-
1m6o0.



2) mporiecc co3/1aHus BeO CaluToB.
3) mpotiecc MOCO3HAHMSI, XapaKTepU3yeMblil (haHTa3UECH.
4) na3BaHue aepeBHH B Mtanuu.

Bomnpoc 19. Kak Ha3biBaeTCsi TPOTOKOJIbHAS €IMHUIA JTAHHBIX JIJI1 KaHAJIBHOTO
ypoBHs moaenu OS] Ha3zpiBaeTcs?

1) ITaket

2) CerMeHT

3) Kanp

Bormpoc 20. Kak Ha3pIBaeTCst MpOTOKOJIbHAS €UHUIIA TAHHBIX JJIS1 CETEBOTO YPOBHS
moxean OSI Ha3pIBaeTcs?

1) IMaket
2) CerMeHT
3) Kanp

Kpurepun onieHKu:

— 5—9 6anoB: HU3KUI YPOBEHb;

— 10 — 14 GannoB: cpenHUI YPOBEHb;
— 15— 20 6a/1510B: BEICOKUI YPOBEHb.



[MTPUJIOXEHMUE 2

IIpuMmep 3agaHus NJI HTOTOBOM ATTECTALUU

[To3apasnsiem! Bbl ycnemHo npouuim codece1oBaHie Ha BAKAHCHIO CUCTEMHOTO
nwkeHepa u kommanus OOO «PM-CetpTex» mnpunsima Bac Ha CTaXHpOBKY B
HeOonbIoi MypmaHckuid oduc.

[onoBHOM oduc, pacnonoxenHsli B Mypmancke, coumepxkut 1 otmen (1
kommbiotep — CLI-W, 1 cepsep — DC, kommyTatop noctymna Cisco 2960 — SW-W-1), 1
cepsep obuero Haznayenus — SRV-W, nenrpansubiii kommytarop Cisco 2960 — SW-W-
2 u mapupytuzatop Cisco 2811 — BRW. Ilomumo 3Toro, komnanus uMeer Qpuinai B
Mockse, cocortosimii u3 2 cepepoB — SRV-L-1 u SRV-L-2, 1 knuenta — CLI-L,
rkommyTaropa Cisco 2960 — SW-L u mapmpytuszaropa Cisco 2811 — BR-L.

3ananmne:

I. Ucnoaw3ys amyasTop Cisco Packet Tracer, Bocco3naiite HHppacTpyKTypy
Mypmanckoro opuca u punuana B Mockse.

1) KommyTaTop ypOBHS JOCTyIa TOJIOBHOTO oduca JOKEH MOJKIFYATHCS K
COOTBETCTBYIOIIIEMY KOMITBIOTEPY U CEPBEPY OT/AENA;

2) KoMmMyTaTOp ypoBHS 10CTyMa JODKEH UMETh 2 KaHaja CBS3H C IICHTPAJIbHBIM
KOMMYTaTOpPOM U TOJIKITFOUYATHCS K CEpBEPY OOIIEro Ha3HAYCHHS,

3) B koHuUryparmu Bcex CETeBbIX YCTPOWCTB TOJIKHBI OBITh YUTCHBI CIICTYIONIUE
nmpaBuja: yHUKaiubHOEe uMs ycrpoiictBa, MOTD Gannep ¢ uadopmaimeir 00 ycTpoicTBe
(¥Ms1, TOPO/), TTAPOJIb MPUBUIIETUPOBAaHHOrO pexuma (Jlorus: CisCo mapons P@ssword);

4) Anpecarusi Bcex yCTPONCTB J0/DKHA COBMAIATh ¢ TabmuIei 1;

5) B poinu DHCP cepsepos BeicTymatot cepsepa DC u SRV-L-1.

1. Ucnoab3ysi cpeacTBO BUPTYAIU3ALUN, Peau3yiiTe BUPTYAJIbHYI0 BePCHIO
opuca u puauana. Bce onepanmoHHbIe CHCTEMBI 0JKHBI COBNAAATH ¢ Tadauueii 2.

|. Konduryparuu xocToB
1) HactpoiiTe nMeHa XOCTOB B COOTBETCTBHH C ITOJIYICHHOUW HH(DOpMAaIIHEH.
2) Hacrpotite IP-agpecaruio Ha BceX XOCTaxX B COOTBeTCTBHHU ¢ Tabmuieit 1.
3) Ha OC Windows ycTaHOBHUTE JOMOJIBHATEIBHBIC TTAKETHI, TPEIOCTABICHHBIC
B I1SO ¢aiine.
4) Ha OC Linux ycTaHOBUTE JOIOJHUTEIBHBIC TAKETHl IMPOTrPAMMHOIO
o0ecrnedeHus:
a. dnsutils
b. lynx
c. host

Il. Kondurypanus rososHoro oduca
1) Cnemnaiite cepBep DC ocHOBHBIM KOHTPOJUIEpOM JoMeHa Rmset.ru



a. Bce yctpoiicTBa HOKHBI OBITH WICHAMH JOMEHA

2) Cnenatite cepsep SRV-W 10noHHTEIEHBIM KOHTPOJUIEPOM JJoMeHa Rmset.ru
a. Kontposep He J0JIKEH BBITIOHATH PYHKIIHIO I100aIbHOTO KaTanora

3) JloOaBbTe monb3oBateneii U3 ¢aina, npeaocTaBieHHOro B ogHoM u3 1SO

00pa3os :

a. Coznaitre noapaznenenust OU u3 ¢aiina
b. Co3paiite CKpUNT, MPU MOMOIIU KOTOPOT'O CTEHEPUPYHTE MOJIb30BaTeNICH
TPy, TOMECTUTE WX WICHAMH yKa3aHHBIX B (hailie TPy, BCe CO37aHHBIC
y4€THBIE 3aMMCH JOJKHBI OBITh BKIIFOUEHBI U JJOCTYITHBI
C. JIns1 kaxx10ro moJsib30BaTesis Co3/AaiTe JOMalIHIow nanky mno agpecy SRVW
->d:\shares\users\, aBromaTnuecku MoaKIFOYaEMYIO B KauecTBe aucka Z:\

4) Hactporite nmporokos DHCP ais aBTOKOH(Hrypauu KIMEHTOB Ha CepBepe
DC:
a. lnanazon aapecos 172.16.10.50 - 172.16.10.75
b. Hactpoiite nononbauTeIbHBIE CBOMicTBA oOmacteit (DNS, 1miiro3)

5) Hactpoiire DNS na DC:
a. HactpoliTe HE0OX0IMMBIE 30HBI MPSMOTO U 00PATHOTO MPOCMOTPA 3aMKCEH
13 TaOJIULIBI 3
b. ObecrieuysTe cormacoBanHy0 padboTy co ciry:x60i DNS na SRV-W

6) Co3znaiite RAID-5 maccus Ha SRV-W, Ha3naubTe emy O0ykBy D:\ a. Co3naiite
3 JIOTIOTHUTENBHBIX KECTKUX TUCKA HAa CepBepe

7) Co3paiite 00IIIyIO MAIKY MoJIb30Batesei mo aapecy SRV-W->d:\shares\users

8) Cosnaiite caiit ohrica WWW.rmset.ru

a. Caiit n0osmKeH OBITh JOCTYIIEH TOJIBKO 1Mo https

b. Ceptudukarsl JOMKHBI OBITH CTEHEPUPOBAHBI B (DHIHAIIC

I1l. Kordurypanus punnana

1) Peanmu3yiite DNS-ciryx0y Ha ocHoBe nakera BIND Ha cepsepe SRV-L-1:
a. Cepsep obciyxuBaeT 300y Moscow.ru
b. HammostHeHre 30HBI OpraHU30BaTh B COOTBETCTBHH C TaOJHIIEH 3
C. daiiipl 30H pacnoioKuTe B aupekropuu /var/dns
d. CepBep nogaepxuBact nIpssMoe 1 00paTHOE IpeoOpa3oBaHKE aPECOB

2) HactpotiTe cepBep MpoToKoJIa TUHAMUYECKOH KOH(UTYpanuu XocToB Ha SRV-

a. Ucnonp3yiite myn anpecos 172.19.10.60 - 172.16.10.75

b. CLI-L nomken nomydats GUKCHPOBAHHBIN apec

C. B kagectBe muI03a 1O YMOJYAHUIO MCIONB3YWTE anpec wuHTepdeiica
MapIIpyTH3aTOPa JIOKATLHOM CETH


http://www.rmset.ru/

d. Ucnonp3yiite DNS-cydduxe Moscow.ru

3) YcranoBure u Hactpoiite cepBep karanoroB LDAP na 6aze OpenLDAP nHa
cepepe SRV-L-1:

a. CoznaiiTe nonb3oBaTeneit cornacHo Tadiuie 4

b. Xocthl nomxHbI ayreHTHGUIIIPOBaTHCS cpeacTBamu LDAP

4) BeimosHUTE KOHPUTypaIuio cepBepa ynanéaHoro gocryna sshd Ha SRV-L-1 u
SRVL-2:

a. [Topt 1022

b. 3amperuTe BX0[ M0IB30BATEINO 00t

c. Hoctym TosbKo AJis moabs3oBareneit admin u user’

5) Peanusyiite cepBUC yAalI€HHOro J0CTya Ha ocHOBe TexHonoruu OpenVPN Ha
BR-L:

a. [TapameTtpsl Tyrnens i. Ycerpoiicteo TUN ii. ITopt 1194

b. Bece cepTudukathl 1omkHbBI ObITH BbIIAHBI ¢ cepBepa SRV-L-2

C. TynHenb noimkeH MPEAOCTaBIATh KIMEHTaM JOCTYN K BHYTPEHHUM pecypcam
cetu (umana.

6) Peanusyiite 1ienTp ceprudukanuu Ha 6asze makera OpenSSL na SRV-L-2:

a. B kauecTBe 6a30BOM TUPEKTOPUH HCIIONB3YiiTe /var/ca

b. Atpubyter CA yctanoBute ciaeayromue: i. Ctpana RU ii. Opranuzamus OO0
«lzhNetTech»

C. Bce ceprudukarsl 1oyKHBI OBITH BRITYIIEHBI JaHHBIM CA

d. Bce komnbroTepsl 10KHBI 70BepsaTh CA

7) Peanu3yiite BeO-ciyk0b1 Ha ocHOBe cepBepa Apache na SRV-L-1 u SRV-L-2:

a. Pazmaéres daitn /var/www/index.html

b. daiin momkeH coaepkaTh caeayromuii Teket: «Served by », rne HOSTNAME —
UM cepBepa.

8) PeanmsyiiTe peBepc-pokcH cepBep Ha 6ase makera NGinX Ha BR-L:

a. [IpocnymuBaeTcs BHEIIHUN apec

b. Wms caiiTa Site.moscow.ru

c. [IpocymmuBarorcst HTTP u HTTPS moptet

d. Bemonnsiercs nepenamnpasienne Ha HTTPS

e. 3ampocsl epeHanpasistores Ha ceppepa SRV-L-1 u SRV-L-2

9) Hacrpoiite pe3epBHOE KonupoBaHue Ha cepBepe SRV-L-1 22
a. HacTpoiite apxuBupoBaHue JupeKTopuu /var/www u e€ coaepxkumoro B TAR -
daiin mo mradony backup-$(date +\%d-\%m-\%y-\%H:\%M).tar



b. ®aitner apXUBOB TOIKHBI cOXpaHsAThCs B aupekropun /backup va SRV-L-2

C. Ilepruogu4HOCTH pe3epBHOIO KOMMUPOBAHUS O MUHYT

10) Ha CLI-L co3nmaiiTe CKpUNT NOAKIIOYCHHS K CepBepaM (uiinaa:

a. Cxpunt ssh_to_server.sh nomkeH ObITh JOCTYIICH U3 OO0 JUPEKTOPUU
b. CkpunT JOKEH CIIPANIMBATD K KAKOMY CEPBEPY HEOOXOMMO MOAKIIOUYUTHCS

Tabnuma 1. Anpecanus

Cetp XocTsl Anpeca (/24)

rmset DC 172.16.10.100
SRV-W 172.16.10.200
BR-W 172.16.10.1
CLI-W DHCP

Bridge BR-W 200.100.50.100
BR-L 200.100.50.101

Moscow SRV-L-1 172.19.10.100
SRV-L-2 172.19.10.101
CLI-L 172.19.10.50 (DHCP)
BR-L 172.19.10.1

Tabnuma 2. OnepanioOHHbIE CUCTEMBbI

XocThI 0]0
DC Windows Server 2016 (GUI)
SRV-W | Windows Server 2016 (CORE)
BR-W Windows Server 2016 (CORE)
CLI-W | Windows 10 (Ent)
SRV-L-1 | Debian 10 (CORE)
SRV-L-2 | Debian 10 (CORE)
BR-L Debian 10 (CORE)
CLI-L Debian 10 (Xcfe)
Taomuna 3. DNS 3anucu
XocT OToOpakenue
DC A dc.rmset.ru
SRV-W A srv.rmset.ru
A: srv-w.rmset.ru
A files.rmset.ru
BR-W A: br.rmset.ru
A br-w.rmset.ru
CLI-W A: cli.rmset.ru
A: cli-w.rmset.ru
SRV-L-1 A:srv-L-1.moscow.ru A: srv-1.moscow.ru
SRV-L-2 A srv-L-2.moscow.ru A: srv-2.moscow.ru
BR-L A: br.moscow.ru A: br-L.moscow.ru A: site.moscow.ru




| CLI-L | A: cli.moscow.ru A: cli-L.moscow.ru

Tabnuua 4. [Tone3oBareau LDAP

I'pynna ou CN IHapoan
Administrators Users Admin Murnarom
Users Users userl - userl0 P@sswOrd
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